YK 004.415.056.5

C. B. Toimona, 1. I. ITapxomenko
KuiBchkuit HaltioHanbHU# yHiBepcuTeT iM. Tapaca [lleBuenka

3AXUCT IH®OPMAIIII 3 IHTEJEKTYAJIbBHOIO NIATPUMKOIO
OPTAHIBAIIMHO-TEXHIYHOT'O 1 OIIEPATUBHOT'O YIIPABJITHHS

© Tomwona C. B., [lapxomenxo 1. 1., 2016

Jas ycmimiHOro BHKOPHMCTAHHA CY4YacHUX iHopManiiHUX TexXHOJIOTiH HeoOXiaHo
e eKTHBHO YNPaBJISATH He TUILKH Mepeskelo, aiie i ii cucremoro 3axucty ingopmaunii (C3I), npu
IbOMY Ha piBHi iHdopmaniliHoi cucTeMH AaBTOHOMHO NMOBHHHA MPAUIOBATH CHCTEMa, fKa
peanizye ynpaBJiHHfI CKJIaAoM mnofiii iHdopmaniiiHoi 0e3nmexH, NMIaHYBaHHS MOJAYJLHOIO
ckaany C3I it aynuty. 3 orasiay Ha Te, o C3I € 10BoJIi cKIagHOI0 OpPraHizaniiiHO-TeXHIYHOIO
cucTeMol0, mo (GpyHKHiOHy€ B yMOBaX HEBU3HAYEHOCTi, CylepeYJMBOCTi Ta HEMOBHOTH 3HAHb
npo craH iHgopmaniiiHOro cepegoBMINA, YIPABJIHHS TAKOI0 CHCTEMOIO Ma€ IPYHTYBATHCH Ha
3aCTOCYBaHHI MeTOAIB Teopii NPUHHATTA pilleHb 1 HeoOXigHOCTI 3acTocyBaHHA iHTe-
JIEKTyaJbHUX TeXHOJIOTiii.

KuarouoBi cioBa: 3axucT, cuCTeMHHMH aHami3, cucrema, iHdopmauis, iHdopmaniiina
0e3meka, 3arpo3a, JIOKATbHA Mepeska, ypiBeHb 3aXUIIEHOCTi.
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For the successful use of modern information technologies, it is necessary to effectively
manage not only the network, but also information systems security (1SS), the information
system on the level of the system must operate autonomously implementing the management
structure of infor mation security events, planning the composition of modular 1SS and audit.
ISS is a very complex organizational and technical system, which works under conditions of
uncertainty, inconsistency and incompleteness of knowledge about the state of the infor mation
environment, the management of such system should be based on the use of methods of the
theory of decision-making and the need for the use of intelligent technologies. One solution to
this problem isto use theintelligent methods to support decision-making in the management of
IS local information system, which, in turn, requires the development based on the principles
of system analysis and general scientific approaches methodological framework for the
protection of information management, the relevant models, methods, algorithms and
software. The circuit of organizational and technical management are mechanisms to protect
the information management infrastructure with changing business applications, infor mation
processing plans and corresponding to the level of data protection requirements. The circuit
includes: intelligent decision support for the choice of strategiesto protect system security level
evaluation system (risk) control action is implemented by employees of information security
department. The command information is generated during the planning - targeted selection
of a rational complex remedies. Formed operational command information that is
communicated to the security administrator control object or automatically by means of
implementing control actions on the built-in protection circuit control modules in the
operational management. The proposed structure of building intellectual support system of

248



operational management can be built by this principle. By development of the intellectual
system of oper ative management it is suggested to choose an unclear model. It isrelated to that
considerable part of information about reasons and sources of anomalous events can be got
only an expert way or as heuristic descriptions of processes. For deter mination of sources of
AP IS must be presented by the model of that infor mative network to that sheisoriented. This
model divides the task of moving to infor mation between computers through the environment
of network on the amount of levels of less large and easier solvable small tasks. Each of these
small tasks decides by means of one network level. Thus it can be argued that the
methodological basis of the information security management in the segment of the local
information system, based on system analysis and general laws of building management
systems, the novelty of which lies in the totality of the developed methods, principles of
building architecture information security management system with intelligent support for
organizational and technical and oper ational management, which allows a rapid and infor med
decisions to ensur e the requir ed level of data protection.

Key words: protection, system analysis, system, information, information security,
threat, local network, security level

The principles of the protection of information systems should provide effective defense, and not
only by criminals, but also by incompetent or poorly trained users and staff. This system must have at least
four security zones: the outer covering the entire territory on which the buildings; Belt structures, facilities
or devices in the system; belt system components (hardware, software, database elements) and a belt
process data processing (Input / Output, internal processing, €tc.). The main challenges in implementing
protection systems are that they must satisfy two groups of contradictory requirements. Prevent accidental
and deliberate release of information to unauthorized users, and access control to devices and system
resources for all users, administrators and staff. On the one hand, reliable protection located in the
information system that the more specific terms formulated in the form of two generic tasks should be
ensured. On the other hand, the protection system should not cause significant inconvenience in a work
process using system resources. In particular, they should be guaranteed full freedom of access for each
user and the independence of his work within his rights and powers. [1]

The main direction of information protection ways research is a steady increase in the system approach
to the problem of protection of the information itsef. The concept of systemic is above all the sense that data
protection is not only the establishment of appropriate mechanisms and is a regular process which is carried
out at all stages of the life cycle of data processing systems in the integrated use of all available security
methods. At the same time all the means, methods and measures used to protect the information, and
certainly the most efficient combined into a single coherent system - protection system [2].

Modern approaches to the organization of IS does not fully ensure the requirements for data
protection. The main disadvantages of commonly used ISS determined by the prevailing harsh principles
of construction and architecture of the application is mainly defensive strategies to protect against known
threats. Critical situation in the field of information security is aggravated due to the use of the global
network of internal and external eectronic transactions of the enterprise and the emergence of previously
unknown types of destructive information impacts.

Therefore, for the successful use of modern information technologies it is necessary to effectively
manage not only the network, but also ISS, besides on the IS level system implementing the management
structure of information security events, planning the composition of modular ISS and audit should work
autonomously. Since the object of management — ISS is a very complex organizational and technical
system functioning under conditions of uncertainty, inconsistency and incompleteness of knowledge about
the state of the information environment, the management of such a system should be based on the
application of systems analysis, methods of the theory of decision-making and the need for the use of
intelligent technologies[3] .

One solution to this problem is to use the intelligent methods to support decision-making in the
management of IS local information system, which, in turn, requires the development based on the
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principles of system analysis and general scientific approaches methodological framework for the
protection of information management, the relevant models, methods, algorithms and software[1].

In order to implement a proactive strategy to protect in ISS the local information system
substantiates the need for practically applicable models and intellectual support of rational methods of
planning the modular structure of 1SS, assessment and prediction of the risk of violation of information
security and information security management in an uncertain information influences.

On the basis of principles analysis in conditions of uncertainty is offered generalized architecture
security management information system in a local information system. Analyzes the basic management
functions, the expediency of construction of system options, including two functional subsystems:
subsystem of organizational and technical management and subsystem operational management in real
time. In accordance with the requirement to quantify the characteristics of the systems, systems
engineering put forward in the index is introduced as a controlled variable - The level of protection
required depends on the value of the maximum level of criticality of processed information in a given
period of time.

The circuit of organizational and technical management are mechanisms to protect the information
management infrastructure with changing business applications, information processing plans and
corresponding to the level of data protection requirements. The circuit includes: intelligent decision
support for the choice of strategies to protect system security level evaluation system (risk) control action
is implemented by employees of information security department. The command information is generated
during the planning — targeted selection of a rational complex remedies.

Formed operational command information that is communicated to the security administrator control
object or automatically by means of implementing control actions on the built-in protection circuit control
modules in the operational management.

In the control system having an architectural construction, effective solutions are seected and
accepted as the basis of information about the technical characteristics of protection, and on the basis of the
analysis of the controlled space. The architecture of the system of information security management
information system in the local segment is presented in [4].

On the basis of improving information security management capabilities through the use of new
methods for solving management problems and reduce the control cycle time devel oped a functional model
of the control system allows you to visualize and effectively display the IS management mechanism,
identify processes for the implementation of which requires the development of automated intelligent
control system of support.

Thus it can be argued that the methodological basis of the information security management in the
segment of the local information system, based on system analysis and general laws of building
management systems, the novelty of which lies in the totality of the developed methods, principles of
building architecture information security management system with intelligent support for organizational
and technical and operational management, which allows a rapid and informed decisions to ensure the
required level of data protection.

In developing the principles of organizational and technical and operational management of 1S,
which ensures retention of the required level of data protection in the operation of ISS in the framework of
the existing plan in a situation of destructive information impacts.

On the basis of the set-theoretic approach proposed formalized description of the information system
using a model that maps the semantics of the subject area. A description of the set of attacks in the form of
tuples

U = 88" 4,3 e Fnoas 11, O(C, )i ()
Ui =a5", A3 3, 0aer 11,04 (CE )R,

where U'™" — Attacks against information assets of the local information system; U%nm?h —Internal attacks

3

network ! ~"hosts ?

on critical information assets k level processed in segmentsC_,, when the offender has an account as a user
with the right to access to information, the level of which no more critical (k -1), and attempts to exceed

250



their privileges; S™“™ — externa threats, S“*-— the internal source of the threat; A - communication
3

network and host; P — protocols, packets; O — object access; Cf— a segment in which information is
processed, the highest level of criticality is equal to k; I, m- numbers of the local network.

An estimate of the number of pathways attacks, analyzed the ability to identify attacks on indicators
of abnormal events on the propagation path. With the characteristic of the predicate introduced set of
indicators

equipment in the communication channel; 3 — security services in the path of the attack,

network ? ~" hosts

I ={i ; © 1; - yndykator the network, hostov, perymetr}. 2

Since the only effective way to identify the attack is to analyze combinations of abnormal events, we

areinvited to compare a variety of possible ways to spread P attacks the set of indicators

o i P I ={@i)pl P Uil 3)
and the probability that the suspicious activity is an attack, to evaluate the number of indicators on the
propagation path. The cross section of conformity z,(p;) defines a set of indicators corresponding to the
implementation of the attacks in this way.

Since the operational management system is required to be the time the command information
computation, the solution should be used for the fuzzy inference engine control tasks in conditions of
incomplete, contradictory, and uncertainty about the state of the data information environment. Information
that is input to the fuzzy inference system are the input variables - the number of signs of abnormal events.
These variables correspond to the actual processes on the network. The information that is generated at the
output of the fuzzy inference system, corresponds to the output variable, which is the probability that the
set of abnormal events on the network is an attack (the probability of an attack).

Introduced linguistic variables “number of abnormal events on the network pathway attack”,
“number of abnormal events on the host”, “number of abnormal events on the perimeter”, “the probability
that suspicious activity is network attack”™ In consideration of the input fuzzy sets A, B, C, D with
accessory functions uy, uy, uy 1ty -

A={ 1,091 x: 1, 01 [0,2],xT X},
B={us()1x: g 7 [0,4], X1 X}, 4
C ={us M1 x: 11 09T [0,2],xT X}

D ={us ()| p: 1 M1 [0,1],pT [01]},
where X — the set of humbers of information security events indicators.

Membership functions of linguistic variables for input and output variables, the base of production
rules are formed on the basis of expert data and modeling results.

In circumstances where the control system does not have full information about the status of the
information environment, the necessity to counter threats of a model of development in which there is a
choice of control action that is most relevant to the state of the control object. Formulated principles of
countering threats to development models, provides a formalized description of the method of decision-
making on the choice of management options for responding to security events.

The process of selecting management options for responding to security events described
by the tuple

&V, .Cy(V, ).R.PEZ),3U* (R ©)
where U | — Version of the response V; — the outcome C; — damage assessment; the z — parameter
uncertainty of the state of the environment; P(z ) — the probability of the state of the environment; J —

target selection function; U* (Pa) ,—Tational response option; P, —the probability of an attack.

Model selection rational option is proposed not only to form a connection graph options respond to
security events and outcomes, but also realize the function using a tabular form.
Analysis of possible response options {U;} to security events showed that the nhumber of control

actions for each situation is limited, il [L3]. Since the selection is carried out under conditions of a
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possible implementation of the attack, it is proposed to connect the system to the assessment of alternatives
preferences of damage: no damage, damage to a single user, damage to a group of users, the damage

caused by the implementation of the attacks ({Vj} T [14)).
Sets functionality, by which the selection of management options to respond:

J(ui,z)zécj (V, (U,.2))xp(z). (6)

p(a){)l p, (V,(U,).R).

where probability p; occurrence of each j outcome when selecting the response options offered to count
as afunction of the probability of attacks
P =By (VJ (Ui)’Pa)’ "irap. =1 ()
J

Rational control action U” (P,) is defined as
u'(R)=U (arg miin(J(Ui,z))). ©)

On the basis of the adapted to the choice of a rational variant response decision making method
developed to counter threats to the model taking into account the possible pathways of them: local network
intrusion, over the air via awireess access point, remote invasion through open access network.

Model counter threats in the case of potentially allow remote intrusion through the perimeter on the
communication lines are presented in graph form and function realization shown respectively in Figure 1
and Table 1. In the development of models to counter threats to the principle of insufficient reason to
Bernoulli, which is applicable in conditions of uncertainty.

Response options:

U 1 — blocking access to the service on the network;

U 2 —reconfiguration of security services with the aim of blocking the interaction of a specific
| P-address;

U 3 — sending alerts to the remote user and administrator awareness of increased activity.

For the developed models the results of numerical calculations for the three values of probability of
attack.

To overcome the difficulties in weakly formalized situations higher quality level of operational
management includes ensuring the necessary and sufficient intellectual support.

The proposed structure of building intellectual support system of operational management can be
built by this principle. By development of the intellectual system of operative management it is suggested
to choose an unclear model. It is related to that considerable part of information about reasons and sources
of anomalous events can be got only an expert way or as heuristic descriptions of processes. For
determination of sources of AP IS must be presented by the model of that informative network to that she
is oriented. This model divides the task of moving to information between computers through the
environment of network on the amount of levels of less large and easier solvable small tasks. Each of these
small tasks decides by means of one network level.

Fig. 1. Graph of response options and outcomes
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Table 1
I mplementation of the function

Z
Z; Z; Z3 Zy Z5 Zg Z7 Zg Zg | Zao | 201 | Za2 | Z13 | Z14 | Z15 | Zis | Z17 | Z18

Up |C |G |C |G |C |G |C |G |C |G |C |G |C |G |C |G |C |G

U2 |C |C |G |C |C |C |C |C |G |G |G |Gy |C |G |G |G |Gy |Gy

U3 |C |G |C |G |G [C |G |G |G |G |G |C |G |G |G |G |C |Gy

Let’'s represent the separated level LIS like a nonlinear object with huge amount of entrance
variables {x},i =1,n and one outcome variabley.
y =1, (%, %%x) 9)

As input variables sdect sources sign of abnormal events. Output variable is an indicator of the
degree of possibility of the state of the local information network.
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Fig. 2. Structure of information system decision
to detect attacksin the forest

In the modél, the following assumptions and limitations:
input variables {x} within one level independent;

at each level of the network isolated individual network functions.

- Integrated intelligent decision support system (11DSS) for intrusion detection provides a set of
functional components that allow to automate and speed up the production of actions that govern when
changing situation in the forest. The structure 11DSS (Fig. 2) are:

monitoring subsystem that executes the collection of primary information on the network
equipment and software. Sources of information: event logs, database information, routers, control,
switches, firewalls and other telecommunications equipment;

power indicator and statistical analysis [5].

When analyzing identify indicators attacks were carried out to detect the AP data entering, by
finding appropriate anomalous behavior indicators contained in the regularly updated database. Fuzzy
intdligent system receives information about AP, AP analyzes the sources and develop proposals and
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actions that control, to eiminate them. The structure of fuzzy intelligent system (NIS) is shown in Fig. 3.
The NIS program includes 12 units, 7 of whom are actually intelligent, and others - NIS development
environment.

Environment simulation FIS

Knowledge 1| Settings Testing

expert : block block ;

| Block of The base of Modeling 1

i | modifications membership block i

! FNB functions !
i Membership function Fuzzy knowledge i
: @ J L Defuzzification| :
[ semg o) blook ||
i input Fuzzification _ Fuzzy i
. | verigbles Sl |:> inference g i
! block block !
: Block results |
i ﬁ Fuzzy intelligent System :

Users fuzzy intelligent control system

Fig. 3. Sructure intellectual fuzzy control system GIS

The process of building the NIS is performed on the following algorithm:
determine the characteristics of the system - defined input and output linguistic variables and
their terms;
definition of membership functions of linguistic terms;
formation NS describing the behavior of the object;
setting decision by NIS optimization problems using instructive sample.

As a result of fuzzy inference obtained membership function output variable each class
solutions. During the simulation engineer on expert knowledge and can observe the behavior of the
object in different areas of input variables. Setting model from experimental data can increase the
normal work of NIS.

In the system of intellectual support of operative management, it is suggested to use
intellectual technologies: mechanism of unclear inferencing for the numeral estimation of
probability of attack; organized organization of information about events in the base of knowledge;
models of counteraction to the threats, making decision on the choice of rational variant of reacting
on the events of safety.
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