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OIIHKA 3ACOBIB 3AXHUCTY IHq)OPMAHIﬁHI/IX PECYPCIB
© Kononosa B. O., Xapxsanen O. B., I'pubxos C. B., 2014

Po3rasinyTo ocodamBocTi 3axucty iHopManiiiHUX pecypciB y KOPNOPAaTHBHUX MepesKax
Ta CHCTEMAaX, a TAKOK ONMMCAHO MiAXig moao ix ouinku. PosriasinyTmii migxin mono ouwiHku
3ac00iB 3aXHMCTY 1a€ 3MOTy 3HM3UTH BUTPATH HA iX BIPOBA/KEHHS, BiH JIETKO aJaNTYEThCHA /10
KOHKPeTHHUX NoTped OyAb-sikoi opraHizauii 3 ypaxyBaHHsM cneuudikm ii gisiabHocTi Ta
Oiznecy. Takumii miaxin go3BoJisie TouHime onucyBatu iHdopManiiini pecypcu uepe3
XapaKTepHi AJIs1 HUX BPa3JIMBOCTi, BAPTIiCTh CAMMX pPecypciB, a TaK0K PaH:KYBAaTH PH3HKH Ta
BiAnoBigHO indopMauilini pecypcH 3a cTylleHeM KPUTHYHOCTI AJ1s1 AislJILHOCTI oprasizauii.

KuarouoBi cjoBa: 3axuct indopmanii, ouminka 3axucrty, iHdopmauniiinuii pecypc,
KOMII' I0TepHA Mepexa, indopmaniiina 6e3nexa.

ASSESSING PROTECTION MEANS OF INFORMATION RESOURCES
© Kononova V., Kharkyanen O., Grybkov S., 2014

The paper considers specifics of information resour ces protection in cor porate networks and
sysems. An approach to assessing protection means is described which allows to reduce their
deployment cost and adapts easly to specific needs of any organization with an allowance for
specifics of its activities and business. Such an approach makes it possible to describe information
resour ces more precisaly through their characterigtic vulnerabilities and resources cost. It also helps
torank therisksand information resour ces according to their criticality for organization activities.

Key words: information protection, protection assessment, information resource,
computer network, information security.

Beryn
CydacHa oprasizamisi pexuMy iHGOpMaIliitHOi Oe3neKn CTa€ KPUTHYHO BAKIMBHM CTPATETIYHAM
YUHHUKOM PO3BHUTKY OyIb-iKO1 BiTuM3HsAHOi Kommauii. Ilpm mpoMy, SIK MpaBUIO, OCHOBHY YyBary
3BEPTalOTh HA BUMOTH 1 PEKOMEH/Iallii HOpMaTUBHO-METOUYHOI 0a3u B raiy3i 3axucry indopmarii. Pazom
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3 THM, 0araTo MPOBITHUX BITYM3HSHUX KOMIAHIH CHOTOJHI BHKOPHUCTOBYIOTH JICSAKi JTOJIATKOBI 3aco0w,
CIpsAMOBaHi Ha 3a0e3MeueHHs CTIMKOCTI Ta CcTaOiIBHOCTI (YHKIIOHYBaHHS KOPIOPATHBHHX iH(OpMaIliii-
HUX CHUCTEM JUIA MiATPUMKH CBOiX Oi3Hec-mporneciB. Llinp 3axucty Oyap-skoro iHpopMalliifHOTo pecypcy
3po3yMiia KOKHOMY, a peasizalis 3aXucTy moTpedye cepio3Hux pecypciB. IIpore mo Oinbini BUMOTrH
CTaBJAITH IO CHCTEMH 3axUCTy iH(Mopmarii, To Bakya 1 CKJIQTHIIIA peami3allis IOCTaBIEeHOI 3amadi.
CporofHi 3axMCT KOXKHOTO OKPEMOTO €JIEMEHTa BTpaya€ 3HA4YyLIiCTh, a MOCTA€ MpolieMa CTBOPEHHS
KOMITJICKCY HaJiHHOTO 3axucTy Bciei iHdopmaniliHoi iH(pacTpykTypu kommawii. [lig dac peamizamii
CHUCTEMH 3aXHCTy HEOOXITHO BPaXxOBYBAaTH HE TUIBKU BIIACTUBOCTI KOXKHOTO OKPEMOTO €JIeMeHTa, a ¥ ix
B32EMO/IIF0, 1110 3YMOBIIIOE HASBHICTh CHeNM(PIYHUX BIACTUBOCTEH, 110 IPUTAMaHHI caMe IMOB’ I3aHUM MiX
c000I0 eeMEHTaM.

Bce yacrime B iHQOpMaLiHHUX KepENax BUKOPUCTOBYIOThH MOHATTS “CHCTEMHMEA MiAXia~ IMix dac
noOyIoBH cUCTeMH 3axucTy iH(opmariii. [TOHATTS CHUCTEMHOCTI MOJArae HE IPOCTO Y CTBOPEHHI
BIJIMIOBIIHUX MEXaHI3MiB 3aXHCTY, a SBJIAE COO0I0 PETrYJIAPHHUI MPOIIEC, 10 3MIHCHIOEThCS Ha yCIiX eTanax
JKUTTEBOTO LUKy iH(popMaIiiiHoi cucremu. Bei 3aco0u, MeTonu 1 3aX0j, 10 BUKOPUCTOBYIOTHCS IS
3axucTy iH(popMaIlii, 00'€IHYIOThCS B €IUHMMA, IUIICHUA MEXaHI3M — CHCTeMy 3axucTy. Ha xaib,
HEOOXIIHICTh CUCTEMHOTO MiIXO0Ay 1O NMUTaHb 3a0e3MeueHHs O0e3MeKH 1HPOPMAIIHHUX TEXHOJIOTIH MOKH
1110 HAJIOKHO HE YCBIJOMHJIM KOPUCTYBAUl Cy4acHHX iHpopMaliiHux cucrem [1].

daxiBii 3 pI3HOMAHITHUX Taly3ed 3HaHb, TaK YW IHAKIIE, 3MYIIEHI 3aiMaTHUCA NUTAaHHIMHU
3a0esnedyeHHs iHpopmauniitHoi Oesmeku. OcoOIMBO TOCTpO 1 mpoOieMa MOocTae B OpraHizamisx, jae
KOPHCTYBaui MaloTh Pi3Hi MpaBa Ta pO3NOJICHUH JOCTYM A0 Pi3HOMaHITHUX 1HQOPMaLiHHUX PecypcCiB.
3aBraHHS CHCTEMHHMX aJMIHICTPAaTOpiB — 3aXUCT YyciX iHGopMamidHUX pecypciB KommaHii Bix
HECaHKIIOHOBaHOTO JocTymy. [lis pecypciB 3abe3meueHHs HAAIMHOTO 3aXUCTy CHOTOAHI U Ha
HalOmmkye MaiOyTHe y cucTeMi iHQopmaniiHOi Oe3neku TMOBMHHI OyTHM pealli3oBaHi CydYacHi
MpPOTpEecUBHI ¥ TeEpCIeKTUBHI TexHoJorii iHopmamiiHoi Oesmeku. Ha cydacHOMy pHHKY
iH(opMaLiitHUX TEXHOJOTH NpeAcTaBIeHO 6araTo Pi3HUX CUCTEM 3aXUCTY Pi3HOMAaHITHOI CKJIaJHOCTI Ta
cTpykTypHu. OCHOBHa mpobiema moisrae y BUOOpI CHCTEMH 3aXUCTY AJsl KOHKPETHOI 3ajadi, a TOMY
HeoOXiIHO KOPEKTHO Ta MPAaBUJIBHO OL[IHIOBATH CHUCTEMHM 3aXHCTy. Ti IIO EKCIUIyaTyIOTbCs, Ta Ti, LIO
0a’kaloTh BOPOBAANTH.

AHaJi3 1ocaizkeHsb Ta myoJaikamii

Ouiakoro iHpopManiiiHOi Oe3neKkn 3aiMaroTbesl 3 MOYATKy MOSIBH iHGOPMALiHHUX TEXHOJOTiH. 3
miei TemaTWku € OaraTto mpampb, aje HaHOUIbII aKTyaJbHUMH Ta (GYHAaMEHTAIbHUMH INpalsiMA €
HOPMAaTHUBHI JOKYMEHTH, L0 3pOOMIN BaroMuii TEOPETUYHUHN Ta MPAKTUYHUI BHECOK Y PO3B’sI3aHHA 3a1a4
3abe3neueHns iHdopmariiiinoi Oesmeku, a came: “IlomapandyeBa kuura” [2], y sKiii BuUKIaIcHI Ta
CHUCTeMAaTH30BaHI KpUTEpii OIIIHKK 3aXUCTy KOMIIIOTEpPHUX CHCTeM; CBpOINENWChKI KpUTEpii OLIHKH
Oesrneku iHpOpMaNidiHUX TexHoJOr [3], MmO BpaxyBanu yci HEIOJMIKH Ta OOMEXKEHHS, BHKJIAICHI Y
“IlomapanueBiii kuu3i”; Kanauchki KputTepil OIMIHKK Oe3MEKH HaJIHHOCTI KOMITIOTEpHHUX cucTeM [4];
®enepanbhi kputepii CHIA [5], po3pobneni Ha 3amosieHHs ypsay CIIIA i crpsMoBaHi Ha yCyHEHHS
0OMEXEHb, HE3PYYHOCTEH MPaKTHYHOTO 3acTocyBaHHA 1 HemomikiB “IlomapandeBoi KHHTH,
Mixknaponuuit crangapt 1SO/IEC 15408 — “Kputepii orinku 6e3mnexu inpopmaiitaux rexnomorii” [6-8];
Crammapr CEM-97/017 — “3arampHa MeTOIOJIOTiS OIHKM Oe3meku iHdopMariinux Texuomorii” [9].
OxpeMo HeoOximHo BimsHaumtn myb6mikamito [10], B sAKiii pO3IMISHYTO BHKOPHUCTAHHS KoedilieHTa
€MEp/DKCHTHOCTI JUIS BU3HAUCHHSA pPIiBHA 3aXWCTy iH(QOpPMAIifHUX TIOTOKIB JUIsI TIEBHOTO KJIacy
aApXITeKTYPH KOMIT IOTEPHOT MEPEKi.

Po3rnsuyTi HOpMAaTHBHI NTOKYMEHTH € OCHOBOIO €IWHOI MDKHApPOIHOI HAyKOBO-METOMOJIOTITHOL
0a3u BupimeHHs pobaem 3abe3nedeHHs iHpopMaliitHoi 6e3mexkn B iHGopMaIifHIX pecypcax, CHCTeMax
Ta TEXHOJNOTiAX. [ BUpilIeHHs 3aBAaHb JOCSATHEHHS iH(opMmaiiiHoi Oe3neku, mopsaa 3 GopMaTbHUMH
METOJaMH MOJECJIIOBAHHS IIPOIECIB Ta OMIHKK e()EeKTUBHOCTI (YHKI[IOHYBaHHSI CHUCTEM, HEOOXiTHO
BUKOPHCTOBYBATH METOAM JEKOMITO3UIl Ta CTPYKTypH3alii KOMIIOHEHTIB CHCTEM 1 TIPOIIECiB,
HeQOopMabHi METOIU OIIHKH €(PEKTHBHOCTI (YHKI[IOHYBAaHHS Ta IPUHHSATTS PIllICHb.
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®opMyII0OBaHHA Widi cTaTTi

BukopucranHs cy4acHHX cucTeM iH(GOpMaLiiHOi 0e3MeKn BHMarae, 3 OJHOTO OOKY, BiJICTEKEHHS
MIBUAKUX 3MiH B iH(QOpMaifHMX TEXHOJOriAX 1 3arpo3ax, IO 3’SBJSIIOTBCSA, a 3 IHIIOrO OOKYy —
BpaxyBaHHs PEAJbHUX XapaKTEepUCTUK anapaTHOro i MpOrpaMHOro 3a0e3NeueHHs] KOPIOPaTUBHUX MEPExX
i cuctem. IIponenypa npuabanus npucTpoiB iHpopMaliiiHoi Oe3nekn HeckIagHa. [CTOTHO CKIaAHIINM €
BUPIIIEHHS MTPOOJIEMH — K 3aXWINATH 1 AKi 3aCO0M OE3MEeKH 3aCTOCOBYBATH 3 YpaxyBaHHSAM MiHiMi3amii
BUTpAT. YIPOBAKYIOUH Pi3HI 3aCO0M 3aXHCTy, HEOOXiHO BH3HAYUTH OajaHC MiK MOXKIUBUM 30HUTKOM
BiJl HECAHKI[IOHOBAaHOT'O BHUTOKY iH(opMaIllii Ta po3MipoM BKJIaJeHb, sIKi BUTpadeHi s 3a0e3ledeHHs
3axumieHocti iHdopManiiHux pecypciB. 111060 mimBummTH eQEeKTUBHICTH 3aXUCTy iHGpOpMAaIiTHIX
pecypciB, HEOOXITHO OCTIANTH ITiXOAH MO0 OLIHKH PiBHA 1X 3aXUCTY Ta CUCTEM 3aXHCTy. Taka OIliHKa
JUISL KO)KHOTO OKPEMOTO BHUIAJKy € IHIWBIIyalbHOI Ta 3aJCKUTh Bix OaraTthox QakropiB (BapTicTh
iHdopMarii, craTrycy opraizamii, BaXJIHUBOCTI iH(opMaIlii, piBHA amapaTHOrO Ta MPOrPaMHOTO
3a0e3IeYeHHs TOIIO).

OcobauBocTi 3axucTy indopMaliiiHUX pecypciB y KOPIOPATUBHUX MepeKax

3axuct iH(GOPMAIIHIX peCcypciB Koproparil 3aJeKHATh BiJ PIiBHSI MPOTpaMHUX Ta armapaTHUX
3ac00iB, IO BHKOPHUCTOBYIOTHCS. YTIPOBADKYIOUH iHGOPMAIHHI CHCTEMH, KOXKHA OpTraHi3allis OdiKye
MaKCUMaJIBHO KOPHUCHOT (YHKITIOHALHOCTI IS MATPUMKA 11 Oi3Hec-mporeciB. 3aXWcT AaHUX B
iHpOpMaIIHHIX cHcTeMax OYIyeThCs 3apaad 3aXUCTy BKIMBOI iH(opMallii, BTpaTa 9d IOIIKOHKEHHS
SKOT MpH3BeJie /10 3HAYHUX T'POIIOBUX BTpaT. 3abe3leveHHs 3aXHCTy BHMAara€ BHKOPHUCTAHHS CyYacHHX
amapaTHUX Ta MPOrpaMHUX 3aco0iB Ui 3aXHCTy iH(OpMalifHUX pecypciB KOMIMaHii, MI0 ITOBUHHO
3a0e3MmevyyBaTH IUTICHICTh, TOCTYIHICTh Ta MEBHUH PEXUM JOCTYITy 0 KOXKHOTO 3 pecypciB. LlimicHicTh
nependavac He3MIHHICTh iHpoOpMallii y Oy/b-IKuii Yac BiJy MOMEHTY i CTBOpEHHS, TOOTO BOHA TOBHHHA
OyTH TOCTOBIPHOIO Ta MICTUTH CEHC, 110 3aKiaB ii BIacHUK. [HpopMariitHuii pecypc 30epirae mislicHICTH 3a
YMOB JIOTPUMaHHSI [TPaB AOCTYIY JI0 HBOTO.

IcuyBanHs iH(OpMaIiifHOTO pecypcy HEMOXKIMBE B aBTOHOMHOMY pEXHMI 0e3 BiIajeHoro
JIOCTYIY JI0 HbOT'O, TOMY JOCTYIHICTh iH(OpMAIl 3yMOBJIEHA HOPMAaJIBLHOIO B3a€EMOJIIEI0 MiX ii HOCIEM Ta
KopucTyBaueM. [Hpopmalisi 30epirae JOCTYNHICTb, SKIIO HE BTPAvYa€TbCS B3a€MOJIS MK HOCIEM Ta
KopuctyBaueM  iHQopmamii. BcTaHOBIEHHS ~— pO3MOAIEHOTO0  PEeXUMY  JOCTymy  3abesmnedye
KoH(]ieHmidHICTh iH(popManii Ha TIeBHOMY pecypcy. KoHdimeHUiiHICT pOo3yMiIOTh SIK HEJIOCTYITHICT
iHpopmalii A7 KOPUCTYBauiB, SIKUM HE HaJaHa MOXJIMBICTh 1 BukopucranHsi. KondigeHuiiHicTh
iH(popMallii 30epiracTbes, KO JOTPUMYETHCS peXKUMHA aeKBATHICTD i/l 4ac 03HAHOMIICHHS 3 HEIO.

T'oBopsium mpo iHpopMaIliiiHi pecypcu, HEOOXITHO 3a3HAYUTH, IO 1X (PYHKIIIOHYBaHHS HEMOXKIIMBE
0e3 KOpIOpPaTUBHUX MEpPEX, TOMY JOLIBHO BUCBITIMTH AEAKi iXHi ocobnmuBocTi. KopmopaTuBaa Mepexa,
AK TIPaBHJIO, € TEPUTOPiaJbHO PO3MOAITICHOI0, TOOTO 00’€AHye OdicH, MIPO3IINU Ta iHIII CTPYKTYpH,
3HAYHO BiJlAaJIeHi OJIUH BiJl OJHOTO. YacTo BY3JH KOPIOPATHBHOI MEpEXi BUABISIOTHCS PO3TAIIOBAHUMH B
pi3HMX MicTax, a iHomi ¥ kpaiHax. [IpuHiunu, 3a skuMu OyIyeEThCS Taka MepeXka, JOBOJI CHIIBHO
BiJJPI3HAIOTHCS BiJI THX, IO BUKOPUCTOBYIOTHCS Mij Yac CTBOPEHHS JIOKABHOT MEPEeXi, HaBiTh SKIIO BOHA
OXOIUTIOE IeKiJIbKa OyaiBens. BinnoBigHo 3pocTae CKIagHICTh CHCTEMHU 3aXUCTY.

OpHUM 3 TPUHLMIIB, MOKIAJEHUX B OCHOBY CTBOPEHHS MEpEXi, € MaKCUMajbHE BUKOPHUCTAHHS
TUNOBUX pillleHb, CTAHAAPTHUX YHi(iKOBaHUX KOMIOHEHTIB. KOHKpeTH3youH el MpUHIUI CTOCOBHO 10
NPUKJIaIHOTO IPOrpaMHOro 3abe3nedeH s, MOKHa BUAUTUTH yHIBEpCalbHi CEPBICH, AKi JOLITBHO 3pOOUTH
0a30BUMH KOMIIOHEHTaMH 3aXUCTY.

HisupHicTs Oyap-skoi cyyacHOi opraizamii O0arato B YoMy 3aJIe)KHUTh Bix Mepexi Internet i Tux
CepBICiB, SIKi BOHA HaJa€, TOMY HNUTAHHS MPO JOLUIBHICTH BUKOpUCTaHHS Internet BuHukae mysxe pigko.
BonHouac nye rocTpo CTaBUTHCS MUTAHHS IPO MOKIMBICTH BUKOPHUCTAHHS BCiX IPUBINEIB Ta mepesar,
mo Hajgae Mmepexa Internet, 3 MiHiManbHUM PU3WKOM JUIS AisUTBHOCTI opradizamii. ToMy cbOTOmHI Ha
MIEPIINI JIaH BUXOJUTH IMpoOiieMa 3abe3rnedueHHs Oe3leKd B KOMIT IOTEPHUX iH(QOPMALiHHUX CHUCTEM 3
60ky MepexxeBoro BuuBy [1]. Lleit cerMeHT yI0CKOHAIOETHCS 1 HOCTIHO PO3BHBAETHCS, IIPUIOMY IyKE
JTUHAMIYHO.
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OcHOBHMMH 3aco0aMy 3aXHCTy KOMIT IOTEpHHUX 1H(QOpPMAILiHUX cHCTeM OyiH, € 1 3aJUILAlOThCS
MepekeBi ekpanu (Opanamayep, firewall, ¢pineTpyBaneHi MapmpyTu3atopu TOIo). MepexkeBi eKpaHH €
JWIIe iHCTPYMEHTOM CHUCTeMHU Oe3rneku. BoHM HamaroTh MEBHUE PiBeHBb 3aXHCTy 1 € 3aco0oM peamizamii
MOJITHKH Oe3leKn Ha MepekeBOMYy piBHI. PiBeHp Oesleku, IO Hagae MEpeXEBHH €KpaH, MOXKe
BapiOBAaTUCS 3aJIeKHO BiA BUMOTr Oesneku. IcHye TpaauuiiiHuii KoMOpomic Mix Oe3MeKor0, MPOCTOTOIO
BUKOPHUCTAHHSI, BapTICTIO, CKIAJHICTIO TOIIO. MepeXeBUil €KpaH € OJHUM 3 IEKUIbKOX MEXaHi3MiB, L0
BHKOPHCTOBYIOTh IS YITPABIIIHHS i CIIOCTEPEIKSHHS 3 AOCTYIIOM JI0 MEPEXi 3 MeToro ii 3axucty [11].

ChoroziHi HIXTO HE 3alepedyBaTUMe BaXIIMBOCTI CUCTEMH aHTHBIpYCHOI Oe3leku B iH(popMamiiHil
iH(ppacTpykTypi Oynb-sikoi opraHizamii — e 31e0UTbIIOro HalakTyasbHIlIa CHCTeMa 31 BCHOTO PAIY
PO3TOPHYTHUX CHUCTEM 3a0e3IeveHHs iHpopMaliifHo1 Oe3rekn. 3BUYaifHO, TaKa CUTYallis BUHUKIA He cama
o co0i, a 3yMOBJIEHA TepeayCciM 00BATBHUM 3POCTaHHSM KITBKOCTI HOBUX KOMIT FOTEpHUX BipYCiB.

[lommpenHs T700adbHUX MEpeX IepelaBaHHS JaHUX HaJae MOXJIMBICTE 00’ €IHYBaTH
TEPUTOpIaTIbHO BIITANCHI JOKAJIBbHI MepexXi OpraHi3alii I CTBOPEHHS TaK 3BaHHX IPHBATHUX
Bipryansaux Mepex (VPN). I'moGampHi Mepeki B I[bOMY BHIIQAKY BHCTYIIAIOTH SIK TPAHCIIOPTHHIM
KOMITOHEHT, 1110 00’ €THY€ JIOKaJIbHI MepexXi B €AuHY iH(pOopMaIliiiHo-o0uncoBaIbHy cucteMy. CTBOpEHHS
BIpTyalbHUX MEPEX 3YMOBHIJIO CTPIMKE 3pOCTaHHSA TJIOOAIBHHX MEpeX, OHAK I iX 00’ emHaHHS
BHUKOPHUCTOBYIOTHCSI BUJIUIEHI KaHANIM MepelaBaHHs AaHUX, L0 IPHU3BEJIO JO: BHCOKOI BapTOCTi OpeHIH
BUIUICHUX KaHAJIB 3B'S3KY; KOPCTKOI MPHUB’SI3KU 10 po3TantyBaHHs. Hanpuxmanm, y pasi mepeizmy odicy
OJTHOTO 3 BIJIIUTIB OpTaHi3allii 3 pO3rOPHYTUM CETMEHTOM JIOKAJTLHOI MEpeXi, IO OB’ I3aHUH BHIIIJICHUM
KaHAJIOM 13 3araJlbHOI0 MEPEKEI0 opraHizamii, BHHUKAIOTh JOJATKOBI TPOOIEMH 3 MOAATBITUM
M1’ €THAHHSAM JIOKAIBHOI Ta 3araJbHOI MEPEXKi.

Jna BupimenHs mpoOiemMun mnepenaBaHHsS iHQoOpmamii depe3 BiAKpWUTI KaHamu [HTEpHETY
BukopucToBy0Th VPN pimenns. VPN — 1ie 00'eqHaHHS JEKITBKOX JIOKATEHUX MEPEXK, MITKITIOUEHUX 10
MEpexi 3arajJbHOrO TMPHU3HAYCHHS, B €IMHY BIpTyanbHy (oriuHo BumiieHy) mepexy. VPN komrtu
OpraHi3OBYIOTh 3aXHUINEHWH TyHEIb MDK JBOMa TOYKaMH 3acobamu Kpunrorpadii, Hagaro4ud MIUPOKI
MOXIIMBOCTI 3 BHOOPIB JITOPUTMIB ayTeHTUdIKaIi], mu(pyBaHHS Ta MEPEBIpKU LUTICHOCTI OTOKY JAaHUX
[12].

Ouinkm piBHA 3axHCTy iHpopMaLiiiHUX pecypciB

Sx mpaBwio, AN OIIHKK PIBHS 3aXHCTy HEOOXIAHO CIIOYaTKy BU3HAYUTH MOTOYHHH CTaH
inpopmarriiinoi 0e3neku. ChOroJiHI ICHYIOTh JiBa MiJXOAU MO0 OLIIHKK MOTOYHOrO CTaHy iH(opMaIliiHOT
Oe3neky, a came “IoCHiKEHHS 3HU3Y JOropH “ Ta “MOCIiKEHHS 3rOpy JOHU3Y .

BukopucTaHHS TepIIOro Migxoay MOJISrae y TOMY, IO aAMiHICTPAaTOpPHU MOYMHAIOTH MEPEBIPATH
CUCTEMY 3aXMCTY Ha yci BijoMi iM Buau atak. OTxe, aJIMiHICTPaTOpHU BUCTYIAIOTh B PO 3JI0BMHCHUKIB,
SIKi pOOJSATH CIPOOM TMOPYIIUTH 3aXUCT 1H(POPMAIIWHOTO pecypcy. Alle Bifpa3y cTae 3pO3yMio, IO
HalTaTaHOBHTIII aAMIHICTPATOPH HE MOXKYTh 3HATH YCi MOKJIMBI METOAHM 3JI0MY, & TAKOXK YCi IPOrpamMHO-
amaparHi 3acoOu 37T0BMHCHUKIB.

[Migxig “3ropu OOHU3Y” TPYHTYEThCS Ha AETAIRHOMY aHalli3i ycix BiomMHxX cxem 30epiraHHs Ta
00poOku nanux. Croyatky BU3HAYarOTh iH(opManiliHi 00’€KTH Ta HOTOKH 3aXHCTY, a MOTIM JOCHTIKYIOTh
Cy4JacHHUH cTaH cucTeM iH(OpMAaLifHOro 3aXUCTy 3 METOI BU3HAUEHHS peasli30BaHUX METOIHUK 3aXHCTY
iHpopMaLiiHUX pecypciB, a TakoX iX craH Ta piBeHb. Jlani mnpoBoauThecs Kiacuikamis BCix
iH(opMaIiiHuX 00’€KTIB 3a KJIacaMu BiJIOBIMHO MO iX KOH(IMEHIIHHOCTI, BUMOT 10 JOCTYIHOCTI Ta
LiTICHOCTI.

OctaHHIM KpOKOM € “OmiHKa PU3HKY”’ IO NOJIrae y BU3HAUYEHHI po3Mipy 30MTKIB (QipMu uepes
MOPYLIEHHSI 3aXHUCTy KOXXHOI'O KOHKpETHOro iHdopmauiiiHoro pecypcy. HaOmmxeHum pusnkom
HA3WBAETHCS JOOYTOK “MOXKIIMBOTO 30MTKY BiJ aTaku Ha “HMOBIpHICTH wi€i ataku”. Sk mpaBmIio, OIiHKa
PU3UKY CKIIATAE€THCSA 3 aHAITI3Y PU3HKIB Ta OI[IHIOBaHHS 30UTKY.

Ilin wac aHamily pHU3WKIB TPOBOJIUTHCS IHBEHTApHU3allisl Ta BHOPSAKYBAaHHSA iH(opMamiiHuX
pecypciB, 3’SICOBYIOTHCS HOPMATUBHI, TEXHIYHI, JOTOBIpHI BUMOTH JI0 pecypciB y cdepi iHPpOpMamiiHOT
0e3mexy, IMicisl Yoro 3 ypaxyBaHHSIM IIUX BUMOT BH3HAYAIOTh BAPTiCTh PECypcCiB. Y BapTiCTh BXOMATH YCi
MOTEHIIHI BUTPATH, TOB’3aHi 3 MOKJIMBUM HECAHKI[IOHOBAHUM JIOCTYIIOM JI0 iH(OpMAIlifHUX pecypcis,
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IO 3aXHUINAIOThCs. HacTynmHMM eTamoM aHami3y pU3MKIB € CKIaJaHHS MEpesliKy NepeBakKHUX 3arpo3 Ta
NepelTiK Bpa3luBOCTEH 10 HUX KOXKHOTO iHQOpMamiiHOTO pecypcy, a MOTiM O0YMCITIOETHCS HMOBIPHICTH
peamizamii MOXJIMBHX 3arpo3 uu artak. 3a cranmaproM [13] 3arposu iHpopmariiiHOi Oe3neKkn MaroTh
NO/Bil{HE TIIyMa4eHHs, a caMe. YMOBa peai3allii Bpa3IHBOCTI pecypcy (B bOMY BHUITQAKY BPa3iIMBOCTI Ta
NOrpO3U  1NEHTU(]IKYIOTbCS OKpPEeMO); 3arajbHa TOTEHIIHA TMOJis, 37aTHa NPU3BECTH IO
HECAHKIIIOHOBAHOTO JOCTymy 10 iHdopmariiiiHoro pecypcy (KOiM HasBHICTH MOKJIMBOCTI peasizarii
BPA3JIMBOCTI 1 € 3arPO3010).

OUiHIOIOTH PU3UK, OOYMCIIOIOYM HOro W 3iCTABISIIOYM i3 3aJaHOI0 IIKAIOK. BennunHy pusuky
00YHCITIOIOTh MHOMKEHHSIM HMOBIpPHOCTI BUHUKHEHHS HECAaHKIIOHOBAHOTO NIOCTYIy 10 iH(opMarii 4m
pecypcy Ha 3HaueHHs 30MTKy KOMMaHii Big 11boro. BeraHoBIeHe 3HaYEHHS PU3HUKY A€ 3MOTY BU3HAUUTH
BaYKJIMBICTh JIJISl KOMITaHii KO)KHOTO 1H(QOPMAIiifHOTO pecypcy.

Yci cydacHi cranmapta B cepi Oesnekn BigoOpaxaroTh cHOPMOBAHUN Y MIKHAPOAHIA MPaKTHUITI
3arajJpbHUH MiTXia 10 opraHi3amii YIpaBIiHHSA pU3HKaMHU. YTIPaBIiHHSI pU3UKaMH PO3TIISIAETHCS IK 0a30Ba
JacTHHA CHCTEMH MEHEIDKMEHTY SKOCTI opraHizamii. CTaHmapTH MaroTh BiIBEPTO KOHIICTITYaJIbHHIMA
XapakTep, M0 O3BOJISIE EKCIepTaM 3 iHGOpMAIifHOI Oe3MeKkn peaizyBaTd OyIb-sAKi METOIH, 3aco0u i
TEXHOJIOTIl OIlIHKH, BIiJIPAIlIOBAaHHS Ta YIMPAaBJIiHHA pH3WKaMH. B pI3HHX CTaHmapTax IOMYCKA€ThCS
BHKOPWCTAHHS KITBKICHHX Ta SKICHUX METOJIB OIIIHKKA PHU3MKY iH(OpMaIliifHoi Oe3lmeKku, ajge HeMae
OOTPYHTYBaHHSI Ta peKOMEHAITiH TI0/[0 BUOOPY MaTEeMaTHIHOTO Ta METOAOJIOTIIHOTO amapary. ¥ J01aTKy
no craaapty [13] HaBoAMTBCS MPHKIAA SKICHOTO METOAY OL[HIOBAHHS, a CaMeé BUKOPUCTaHHS TPH- Ta
I’ AITHOAJIBHOT OITIHHUX IKajd. 3a IT'SITHOANBHOIO ITKAJIOI PiBHI BapTOCTI iMeHTH(IKOBAHOTO pPECypcy

OIIHIOIOTh SK. “He3HauHWi”, “HU3bKui”, “cepenmuii”, “BHcOkmil’, “myke BUCOKHMU~. 3a TpHOATLHOIO
IITKAJIOK0 — SIK “HU3BKHNA ™, “cepenHii’, “BUCOKHIA™.

3aranpHi KpUTEpii OIIHKYM O€3MEKH MTOBHHHI 3aCTOCOBYBATHCH HA €IMHIN 3aTaJIbHIN METOIOJIOT 9HIM
OCHOBI, 1110 IPYHTYEThCS Ha CUHTE31 3aX0/IiB, 3aCO0IB Ta CepBiciB Oe3reKu it MiHiMizamii iHpopMaLiHHUX
pu3uKiB. BHKOPHCTOBYIOTH 3arajibHy METOJOJIOTI0 OIIHKKA iH(pOpMaIliiiHOT Oe3lekn eKCIepTH,
PO3pOOHKKH Ta 3aAMOBHHUKH IS OIIIHKHU i KOHTPOIIO iH(popMariitHoi 6e3nexu pecypcis [9].

3 morsay po3poOHHMKAa NPO(UI 3aXHMCTy 3aCTOCYBaHHS 3arajbHOi METOOJIOrIl J1ae 3MOry
BUKOHATH HOTO HE3aJIeXKHY 1 TOCIIOBHY OLIIHKY Ta OOIpyHTYBaHHSI.

Po3po0OHIKOBI 3aCTOCYBaHHSI 3arajibHOT METOJI0JIOT1i JaCTh 3MOTY:

e HE3WIS)KHO OOIPYHTYBAaTH Ta TEPEBIPUTH 3aJOKYMEHTOBaHI y Mpodiai Ta MPOEKTI MOKa3HUKH
3aXUCTY Oe3MMeKu KOXHOTO iHGOPMAITIITHOTO pecypcCy;

® T[IepPEeKOHATH CIIOKMUBAUa Y TOMY, III0 00’ €KT OIIHKH BiATIOBiIa€ HEOOX1THUM TIOKa3HUKAM Oe3MeKH;

e e(EeKTUBHO BUKOPUCTATH OTPHMAaHI MiJ 4ac OLIHKH IHIIMX MPOAYKTIB 1 CHCTEM pe3yJbTaTH LIS
NnoOYIOBU CHCTEM Oe3IeKH;

® 3MEHIINTH BUTPATH YaCOBUX Ta MaTePiabHUX PECYpCIB y TPOIIeCi OIIHKK O€3MEeKH CUCTEMH.

3a 3arajbHOI0 METOJIOJIOTIEI0 OIIHKY 1H(QOPMAIIiifHOT Oe3IeKH BOHA TOBUHHA 3]IIHCHIOBATUCS 3a TPU
eTanu. MArOTOBYM, OCHOBHHUM, 3aKIIOYHUMN.

Ha migroroBuomMy etari OCHOBHUMH JIHOBUMH 0CO0aMU € 3aMOBHHUK OIIIHKH Ta KCHEPT. 3aMOBHUK
iHpOpMYy€E BCi CTOPOHH OO0 HEOOXITHOCTI OLIHKK Mpodimo 3axucty abo 00’ekTa OIiHKH, 3a0e3neuye
eKcrepTa HeOoOXiAHOI NTOKYMEHTAIli€l0, MaTepiadaMu 3a npodigeM 3axucTy H 00'ekTa OLiHKH. 3aBIaHHS
eKcrepTa — BU3SHAYUTH MOXKIIMBICTH YCHIIITHOTO 31MCHEHHS OLIHKYA Ha OCHOBI OTPUMaHUX MaTepiaiis, a 3a
HEOOXiAHOCTI BUMaraT JOJaTKOBUX MaTepialliB y 3aMOBHHMKA a00 po3poOHuKa. [lincyMKoM miaroToBuOro
eTany € yKJIaJaHHS MiK 3aMOBHHKOM 1 €KCIIEPTOM YroAW Ha BHKOHAaHHS POOIT 3 OLiHKK 00’ekTa abo
npodisto 3aXUCTy.

Pe3ynpTaToM OCHOBHOTO eTamy € po3poOJIeHHS Ta HaJaHHS SKCIIEPTOM TEXHIYHOTO 3BiTy OLIHKH,
10 MICTUTH OOIPYHTYBaHHS NpUHHSTOrO pimieHHA. Ha ocCHOBHOMY eTami ekcrepT JOCTiIKye MmoaaHi Homy
Matepiaiu, npodiiab 3aXUCTy a00 00’ €KT oriHKU. ExcriepT ckiaiae 1iry HU3Ky 3BIiTiB 3 BUMOTaMU HaJlaHHS
MOSICHEHb 32 BUMOTaMH OpraHy KOHTPOJIIO, BHSBJICHHMH HEAONIKaMHU Ta 1HIIOK iHQoOpMAaLi€o mpo Xix
omiaku. KoHTpomroroumii opran 3aiHCHIOE Oe3nepepBHHUI MOHITOPHHT IPOIECY OIIHKHA BiATIOBIAHO 0
CXEMHU OLIIHKH.
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Ha 3akmoynomy erami 3AiHCHIOETHCS BCEOIYHMU aHAJi3 TEXHIYHOTO 3BITy OI[IHKH OPraHOM
KOHTPOJIIO Ha MpPEAMET HOro BiAMOBITHOCTI 3araJlbHUM KPHUTEPIsIM 3arajJbHOi METOAOJIOTII Ta BUMOTraM
cxeM omiHku Oesneku. Ha ocHOBI TexHIUHOTrO 3BITY (OpMyeThCS MiACYMKOBHH 3BIT 3 OLIHIOBAaHHS 3
pilIEeHHSIM TPO BiANOBIAHICTE HEOOXIAHMM BHMOTaM. YCi 3alydeHi B MpoOLEC OLIHIOBaHHS CTOPOHHU
BHBYAIOTh MiICYMKOBHI 3BiT Ta MarOTh PAaBO BUMAraTH BiANOBIIHUX MOSCHEHb.

Binbmricte oprasizamiii 3 pi3HUX NPUYHH HE MAlOTh MOYJIMBOCTI 3/IIICHUTH MOBHY OLIIHKY 3aXHCTY
indopManiiiHuX pecypciB, TOMy IIPONOHYEThCS BUKOPHCTOBYBATH KilbKiCHY OIHKY PiBHS 3aXHIIEHOCTI. Ii
BUKOPUCTAHHS MOXUJIMBE Ha CTalil BIPOBA/DKEHHS. Y pe3yibTaTi 3aCTOCYBAaHHS KUIBKICHOI OILIHKH €
MOJKJIMBICTh TOYHIIIE TOPIBHATH JEKiIbKa BapiaHTiB 3aXHCTY, IO Ja€ 3MOTY BHOpaTH Halie(heKTUBHIIIUIA.
Jus 11 3acTocyBaHHS BH3HA4YalOTh WMOBIPHICTP BUHUKHEHHS 3arpo3 Ta BpPa3lMBOCTI iH(pOpMamiifHUX
pecypciB, BapTiCTh pecypciB, MO 3aXUINAOThCs (OIiHKA BTpaTH B pasi BUXOAY 3 Jaay iHdopmaiiiftHoro
pecypcey) Ta 4acToTy 3arpo3 KOXKHOTO BHJY B 3araJlbHOMy MOTOLI 3arpo3. OOOB’SI3KOBHM € BU3HAYCHHS
00MEKeHb Ha BapTICTh CUCTEMH 3aXHCTy iH(OpMAIIii Ta 3HIKESHHSI PIBHSI IPOTYKTHBHOCTI CHCTEMHU.

Jl1st 3iiCHEHHS OIIHKHY 3aXUIIEHOCTI ITPOITOHY€ETHCS BUKOHATH HAaBEICHI HUKIE KPOKH.

® Ha MEpIIOMY KpOLi CKJIAJAl0Th CIHMCOK 3arpo3 3 Mmo3uuii 3abe3nedeHHs iHOpMaiiHOi Oe3nexH,
BU3HAYAIOTh MMOBIPHOCTI BHHHKHEHHS 3arpo3 Ta HMMOBIPHOCTI iX BiJOOpa)KCHHS CHUCTEMOIO 3aXHCTY,
BapTicTh iHPOPMALIHHIX PECYPCIB;

® Ha ApYromy Kpolli BBOAATH OOMEKEHHS Ha BapTiCTh CUCTEMH 3aXUCTy iHpOpMaIii Ta Ha 3HWKEHHS
PIBHSA IPOAYKTHBHOCTI KOMIT FOTEPHOT iH(OPMAIIHOT CUCTEMH;

® Ha TPETbOMY KpOIli NPOBOAMUTHCS OIIHKA 32 MaTeMaTHYHUMH (QOpMYyJIaMH 3arajibHOTO PiBHS
3aXHCTY KOMIT FOTEepHOI iH(QOopMaIliiiHOT cucTeMU BUOpaHUMH 3aco0amu;

® Ha YETBEPTOMY KpOIIi 3 PO3IISHYTHX Ta OIiHEHWX BapiaHTIB BHOWPAIOTH TOH, M0 MaKCHMaJbHO
BIZINIOBiJa€ BUMOTaM 1 HE BUXOJUTH 3a 3a/1aHi OOMEXEHHL.

®DakTUYHO PIBEHB 3aXUCTY BU3HAYAETHCA SIK BIIHOMIECHHS PU3HKIB Y 3aXHINEHIN CHCTEMI JI0 PU3HKIB
y He3axWIleHid cuctemi. Takwii MiAXix mae 3MOTY TOYHIIIE OMHMCYBaTH iH(MOpMAIiitHI pecypcu depes
XapakTepHi I HHUX BPA3JIMBOCTI, BAPTICTh CaMHUX PECYpCIB, PaHXyBaTH PH3UKH Ta BIIIOBITHO
iH(opMarriitHi pecypcH 3a CTyIIeHeM KPUTHIHOCTI JUTSI TisTBHOCTI OpTaHi3altii.

BucHorok

PosrnsHyTHil miOXig WIOA0 OLIHKKA pPIiBHS 3aXHIICHOCTI iH(OpMAIiMHUX pecypciB  MOXKHA
3aCTOCYBATH Ha YCiX eTanax MpOoeKTYBaHHS Ta CyNPOBOHKEHHS 1H(QOpMAaIiiHIX CHCTEM OpraHizaliii 0y/b-
K01 cepH MisLTBHOCTI. 3aCTOCOBYIOUH HOro, iHQopMaliifHy CHCTEMY YU MEPEKY PO3TIISIAIOTh 3 MOTJISIITY
MOJKJIMBOI BpPAa3JIMBOCTI 11 3ac00iB O€3MeKH, a TaKoXK BIJOYBAEThCS aJamnTallis MiAXOMy MiJi KOHKPETHI
notpebu oprasizamii 3 ypaxyBaHHAM crenudiku i1 QyHKIIOHYBaHHS Ta BeJeHHs Oi3Hecy. TOUHICTBH
pe3yIbTATy 3aJIeKUTh IEPEyCiM Bijl IIOBHOTH CIIMCKY 3arpo3 1 ypakeHb sSIK OCHOBHHX CKJIAJIOBUX PH3HKY,
TOYHOCTi OWIHKK THQOPMAIIfHUX pecypciB, a TaKOX TOYHOCTI OLIHKH HMOBIPHICHHX XapaKTEPUCTHK
peamizamii 3arpo3. IlepeBaramMu Takoro MiAXOMy € HECKIAJHA peaji3allis, MOIIMPSHUNA MaTeMaTUYHUN
amapart, JOCTYIHICTh JJIsi PO3yMiHHS. SIK HEMOJIiKM MOXKHA 3a3HAYMTH, IO Ied miaxin He 3ade3mneuye
BpaxyBaHHsI 0cOOJIMBOCTEH (PYHKIIOHAIBLHOI B3a€EMO/IT 3aCO01B 3aXHUCTY.

3acTocyBaHHS PO3TISHYTOTO MiAXOAY MIOAO OLIHKH 3aXHCTY iH(OpMaliiHUX pecypciB 3MEHIIUTH
BUTpaTH opraHizaiii Ta 3a0e3neuuTs BUOip HaAHKPaoro 3aco0y 3axucry.
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Hamionaneauii yHiBepcutet “JIbBiBChbKa MoJiTEXHIKA”,

'kaenpa Gesnexn iHDOPMALIHHAX TEXHOMOTIH,

kadenapa 3axucty iHpopmarii;

JIbBiBCHKHI AP KaBHUN YHIBEPCUTET OE3MEKH KUTTEMISITBHOCTI,

*kateapa ynpasiinas iHOPMAITiHHO0 Ge3MEKOI0

®OPMYBAHHS TYACCOHIBCBKOI IMITYJbCHOI
MOCJIITIOBHOCTI HA OCHOBI TEHEPATOPA I'OJJIMAHHA

© Kocmis 0. M., Maxcumosuu B. M., I'apacumuyx O. 1., Manoporna M. M., 2014

[Mokazano mMoxaMBicTh GOPMYBAHHSI NMYACCOHIBCHKOI iMIYJIbCHOI MOCJHIZOBHOCTI Ha
OCHOBI ICeBIOBHUIIAAKOBOI 0iTOBOI mocaizoBHoCTi. s popMyBaHHS 0CTAHHBLOI BUKOPHCTAHO
redeparop I'onamanna. SkicTe 6iTOBOI MOCHITOBHOCTI JOCHIIKYBaJM 3a J0NOMOIOI0
cratuctuaanx tectiB NIST. Jlns oniHky siKocTi MyaccoOHiBChbKOI MOCTiIOBHOCTI BUKOPHCTAHO
METOAMKY, 0 IPYHTY€EThesl HA KpuTepii [lipcona.

KarouoBi cjgoBa:  mceBIOBUNMAAKOBI  iMNYJbLCHI  MOCJiZOBHOCTI, TeHepaTopHu
MCEeBIOBUIIA/IKOBUX YHCeJI, CTATHCTHYHI XapakTepucTuku, kputepii IMipcona.

FORMING OF POISSON PUL SE SEQUENCE BASED
ON GOLLMAN GENERATOR

© Kostiv Y., Maksymovych V., Garasymchuk O., Mandrona M., 2014

The possibility of forming Poisson pulse sequence on the base of pseudorandom bit
sequenceis shown. Gollman generator isused for forming the last of these sequences. Estimation
of bit sequence quality was conducted with the help of NIST datigtic tests. For estimation of
Poisson sequence quality the methodology that based on Pear son criterion is used.

Key words: pseudorandom pulse sequences, pseudorandom number generators, statistic
characteristics, Pearson criterion.

Beryn
Ilupoke 3acrocyBanHs po3nojiury I[lyaccoHa 3yMOBJICGHE THM, IO BiH OMNKMCYE BHHUKHCHHS
PiAKICHUX O 3 HE3MIHHOIO, 200 TaKOI, IO 3MIHIOETHCS MOPIBHSIHO IOBUIFHO, CEPEAHBOI0 YaCTOTOIO.
TomMy cepen ychOro pi3HOMaHITTS T€HEPATOPiB BUIMAJAKOBHX Ta ICEBIOBHUITAIKOBUX YriceN abo IOCIiI0B-
HOCTEM Ba)KJIMBE MICIle 3aiiMarOTh T€HEPATOPH ITyaCCOHIBCHKHX IMITYIbCHUX TocmigoBrocte (I'TIIIT).
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