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MopiBusiHO amapaTHi BHTPATH NOMHOXKyBaviB ejqemenrtiB moaiB Faxya GF (d™) 3
BeJIMKOI0 OCHOBOIO 3 METOI0 BU3HAYEHHH MOJIfl, Y IKOMY NOMHOKYBa4 y pasi iioro peamizamii
Ha cyyacHux IIJIIC maruMme HaiiMeHIy amapaTHy cKJaaHicThb. JleTaabHo po3risiHyTo
BHYTPIIIHIO CTPYKTYPY OCHOBHOT'O eJIeMEeHTa MOMHOKyBa4a — Moau¢ikoBanoi komipku I'inga,
110 CKJIAJAEThCA i3 MOMHOKYBa4ya Ta cyMaTopa, siki npauiowTs 3a moayJiaeM m. Ilokasano, mo
anapaTHi BMTpPaTH TNOMHOXYBadiB /s po3miupeHux mno’aiB I'aaya 3 ocHoBow, Hadarato
Oinbmior0 3a 2, OyayTb AacMMOTOTHYHO Yy 4 pa3u OLILIIMMHM 32 anapaTHi BUTPaTH
NMOMHOKYBayiB ABilikoBUX po3mnpenux noiais I'adya.

Kuirouosi cioBa: moasi Taaya GF (d™), momuoxyBau, moaudikosana komipka inna,
LUT.

The paper compares realised on modern FPGA Galois fields GF (d™) elements
multipliers hardware costs for great basis d to determine the field in which the multiplier has
the lowest hardware complexity. Guild cell internal structure consisting of modul n multiplier
and adder. It is shown that hardware costs will have a constant value 4 which tends to increase
when the foundations of the field.

Key words: Galois fields GF (d™), multiplier, modified Guild cell, LUT.

Beryn
V cydacHuX 3aco0ax 3axucTy iH(popMaIlii BAKOPHCTOBYIOTH orepartii Haa nomsivu ['amya GF (2") 3
BEJIMKOIO KUTBKICTIO €JIEeMEHTIB, SIKI TPEJICTABICHO B MOJiHOMiabHOMY 0a3uci. OnpalltoBaHHs elIEMEHTIB
TaKUX MOJIB XapaKTePU3YEThCS BHCOKOKI aNapaTHOIO, CTPYKTYPHOIO Ta YaCOBOIO CKIIAHOCTSAMH. Tomy
BHU3HAYEHHS MOXXJIMBOCTI 3MEHIICHHS anapaTHOl CKIQJIHOCTI Y pa3i BHKOPUCTAHHSI 3aMICTh JBIMKOBHX
posmupenux noiiB GF (2") moniB T'anya GF (d™) 3 ocnoBoro d <998 Tta npubIM3HO OIHAKOBOIO

KUTBKICTIO eMeMeHTIB (d = ~ 2" ) € aKTyaJIbHOIO 3a/1aucro.

AHaJti3 JiTepaTypHHX JKepet

3a ocTaHHI POKHM MMOHATTS EIINTUYHUX KPUBUX 3HAWIIIO CBOE 3aCTOCYBAaHHS y KpuITorpadii.
[Ipu9amHOIO MHOTO € T€, IO eMINTHYHI KPUBI HaJ CKIHUYEHHUMH TTOJSIMH YTBOPIOIOTH CKIHYEHHI TPYITH, Ha
SIKAX JIETKO BH3HAYUTH apuPMETHUIHI oneparlii 3aBasgky OaraTiii cTpykTypi rpyi. Jloremnep y kpunrorpadii
MpaIoBAIA 3 MYJbTHUILTIKATHBHUMH TpyHamMd HaJ JeIKHMH CKIHYEHHHUMH TMOISIMH. 3a CBOIMH
BJIACTUBOCTSIMH CIINTHYHI KPHUBI JCII0 HAraayIoTh ITi TPYIH, aje IXHs IepeBara mojisrae B TOMY, 110 iCHY€E
Oimpma cBoOOMAa BHOOPY ENINTHYHOI KPUBOi, HDK BHOOpPY CKiHUEHHOTOo moiii. KpiM Toro, eminmTudHi
KPUIITOCUCTEMH 3a0€3MeuyI0Th Kpaluii 3axucT iHpopMarii. J[JisT BUKOHAHHS Oomnepaiii HaJl eminTHIHUMA
KPUBUMH BHUKOPHCTOBYIOTh apudMeTHKy moiiB ['amya, komu eneMeHTiB Takux moiiB [1, 2] momaroTh
y ToJliHOMiaTbHOMY 200 HOpMaJIbLHOMY Oa3ncax.

[ToMHOXYBaYi IS TaKHUX TOJIIB XapaKTEPU3YIOThCS BUCOKOIO amapaTHOO [3], cTpykTypHOIO [4, 5]
Ta 9aCOBOIO [6] CKIIATHOCTSIMH.

3 niTepaTypu BimoMo GaraTo MpUCTPOIB [UIs ompaloBaHHs exemenTi monis [axya GF (d™) [7], saki
BUKOPHCTOBYIOTh y PI3HUX KpHUITOTpaidHUX IMEepeTBOPEHHSAX. Bimomuii MaTpuIHMA NMOMHOXYBad IS
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NBiiKOBUX uucen [8], skl ckinamaeTbes 3 KoMipok [imma [9]. Takox BimoMuii MOMHOXKYBad Ha OCHOBI
MoaudikoBaHuX KOMipok ['inja Juis BUKOHAHHS oreparliii MHOKeHHsS eneMeHTiB moniB [amya GF (d™)
[10]. ¥V crarri [11] po3riisiHyTO anmapaTHi BATpAaTH MaTpUYHKUX MOMHOXYyBaviB moniB Famya GF (d"), konu
d < 4, y po6orti [12] po3risHyTO amapaTHI BUTpPAaTH MOMHOXKYyBadiB, koiu d < 998, ane He PO3MIIIHYTO
BHYTPINIHBOT CTPYKTYpH MOAM(BIKOBaHMX KOMipok [imga Ta ii BIUIMBY Ha OIIHIOBAaHHS amapatHoi
CKJIQJIHOCTI, 1110 1 € IPEAMETOM IIi€i pOOOTH.

Meta podoTu
Meroto poGOTH € MOCHIIKEHHs alapaTHUX BUTpaTH IMOMHOKyBauiB momiB [amya GF (d™)
(3 TpUOTM3HO OIHAKOBUMH KUTBKOCTSIMH €IEMEHTIB) 3 BEJIMKOIO OCHOBOIO Ta 3 BPaxXyBaHHIM BHYTPIITHBOT
crpykrypu komipku [inmma. Koam enemenrtiB momie [amya mnpu 1mboMy TIPEACTaBISIOTBCS B
MoJIiHOMiaJIbHOMY Oa3uci.

Peanizanis na IIJIIC
IMomuoxyBau s nonie Ianya GF (d") moxke Oyt peamnizoBaHMii Ha OCHOBI MOAM(DIKOBaHUX
komipok Tinma (KI'). MomudikoBani KI' must momie Tamya GF (d™) marore 3 Bxomu Ta | BuXin

PO3pSIHICTIO p = ’_log2 m—‘ Oit xoxkHUi (puc. 1). Y pa3i Bukopucranus cydacHux [1JIIC, noriuni komipku

SKHX OyIIyIOTHCSI HA OCHOBI MPOrpaMOBHUX 6-Bx0m0oBHX KoMmOiHamiiHux cxemu (LUT - 6 Bxoxis, 1 Buxin),
peanizamis Ha IIJIIC takmx xomipok [inma y camoMy 3aralbHOMYy BHMQJKY, KOJHM HE YTOYHIOETHCS

crpykrypa KI', a BpaxoByeTbCsl TUIBKM KUIBKICTB ii BXOAIB Ta BHXOZiB, morpedye ¢, =( AL | )p
LUT.

BxXiJ — 4 Oitn BXi1—3p Oitn
e
| A B C | | A B C | BXIZ[ _ 3p
A B A B 6iTH
| MUL mod 2 | | MUL mod n |
S S Gn
| | | 1p |
[ A Bl g la B | i i
| Co S Z | | S Z | BUXI :p GiTH
S S
- | Bmxix-26iru /P BEXig—p GitH
a o 8

Puc. 1. Komipka I'inoa, (a); moougixosana komipku I'inoa onst 06pobxu
enemenmis nonie Ianya GF (d"), (6); ymoene epaghiune nosnauenns (cumeon)
moougixosanoi komipku I'inoa GF (d") (8)

Ominuty kimekicth LUT y xomipmi ['inma MojkHa 3a KiTbKOMa BapiaHTaMHU:

1) BBaxkatum KoMmipky ['inma ‘“HopHOI0 CKPHUHBKOIO® — TOBHICTIO ITUTICHHM €IEMEHTOM, B SKOMY
HECYTTEBOIO € BHYTPILIHS CTPYKTYpa, a 0 YBaru OepeThCs TUIbKU KUIbKICTh BXOJIB Ta BUXOJIIB;

2) 3 yTOYHEHHSM BHYTPIIIHBOI CTPYKTypu (Komipka [inmma ckimamaeTsCs 3 IMOMHOXKYBada Ta
cymaropa);

3) MOMHOXYBad Ta CymaTop, IO MPaIfoOTh 3a MOAYJIeM m, y Kowmipmi [imma ckimamaroTees 3
0a30BUX (YHKI[IOHAIEHUX €IEMEHTIB: MYJIbTHIICKCOPIB, OJHOPO3PSAIHUX ABIHKOBHX CyMAaTOpiB Ta HIIIHX.

JlBa mepii BapiaHTH OyJIO PO3MNISIHYTO B momepennix podorax [10, 11], ToMy po3IIsHEMO TLIbKH
TpETiil BUIMAIIOK.

ATmapaTHi BUTpaTH 3py4YHO OITIHIOBATH, TIOPIBHIOIOYH i3 BHTpaTaM{ MTOMHOXYyBada JJIsl ABIAKOBOTO
noss Fanya GF (2").
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[MomHOXYBauy MomudikoBaHoT KOMipKkH ['inja MOXXHA TPENCTABUTH K MAaTPUYHUI TOMHOXYBad 3
MPSIMAM Ta 3BOPOTHUM XOJIOM (pHc. 3). 3a mpsAMOro xoy o0UYHCIeHb BUKOHYETBCS OIepallisi MHOXKEHHSI, a
3a 3BOPOTHOI'0 — 3HAXOJDKEHHS OCTadi BiJl MUIEHHS METOJ0M Oe3 BiJHOBJICHHS 3QJMIIKIB. 3a MPSIMOTO
X0yl ofHy KoMipky SMn moxHa peanizyBat Ha KLUT1 = 2 enementax LUT (4 BXoau Ta 2 BUXOIH), 3a
3BopoTHOro — oauH enemenT SMch na KLUT2 = 2 enementax LUT (5 BXomiB, 2 BUXO/H), a €IEMEHTH
Sn — ma KLUT3 =1 (3 Bxomu, 1 Buxig) Ta Rn — va KLUT4 = 1 (2 Bxoau, 1 Buxin) exementi LUT.
Cymatop SUM G wmoaudikoBaHoi komipku [inma OyIayeThcs 3a JIONOMOIOHO JIAHIIKOXKKA ITOBHHUX
OJTHOPO3PSTHHUX JBIKOBUX cymaTopiB. J[Ba Taki cymaropu (5 BXOiB, 3 BHXOAM) MOXHA MPEACTABUTH 32
nornomoroto 3 LUT — KLUTS5 = 3. /lani npe/icTaBlieHHS HABECHO Ha PHC. 2.

boao podoSa 0
| 1 — 1
Co | [Cr 72
SMn ~T1SMch Sn Rn
| | | |
2LUT 2LUT 1LUT 1LUT
Krumi —2 Krurz2 —2 Krurs —1 Krurs — 1
Sodk Si
ao SUM ai SUM
b A S o A ST
0 1
Co |2 co
G Co e Co
3LUT
Krurs —3

Puc. 2. Peanizayin ocnosnux oaokie 6 komipyi I'inoa GF (d")
3 8eIUKOI0 0CHOB0I0 Ha 6-6x0008ux LUT

SMn — ejleMEHT IOMHOXKYyBaya, KM BUKOHYE OIEpPaIlif0 MOAYJIBHOIO MHOXKEHHS Ta JOAaBaHHS 1
Ma€ BUXOJM pe3y/IbTaTy Ta MepeHeceHHs, To0To 11e MoaudikoBaHa komipka ['inga. SMch — eneMenT, skuit
BHKOHYE OIEpallilo JoJaBaHHS a00 BiIHIMAHHS 4YHCIa B JONOBHSJILHOMY KOAI y pas3i aiieHHs 0e3
BIIHOBJICHHS 3aJIMINIKIB. Sn — 1€ BY30J, KM BH3HAYa€ THI OIEpallii, BiIHIMAHHSA YK JOJABaHHS y pasi
niTeHHs1 O€3 BIHOBJICHHS 3aJIMIIKIB. Rn — eeMeHT, sSikuii BU3HA4Ya€, Yd MOTPIOHO MPOBOAUTH IIE OTHY
oIeparliro 101aBaHHs JJIs 3HAXOIKEHHS Pe3yJIbTaTy.

Koedimient amapatHux BHTpPAT MOMHOXKYyBada ISt eneMeHTiB monst GF (d”) BiTHOCHO aHAJIOTIYHUX
ki
ky

xoedinientu cknannocti Ta kinbkoceti KT, &k, ta k), ki, Ta k., — xinmbkicts LUT y KT ta kinbkicts KT

. k
BUTpAT NOMHOXyBaua Il enementis mons GF (2) k,, =k, "k, , ne k, = &d o k, =
g2

st moniB [anya GF (d") Ta GF (2"), BigmoBigHo.

Jns neitikopux nonis Ianya GF (2°) k,, =1, ans inumx:

kgd = KSMn *KLUT1 + KSMch *KLUT2 + KSn *KLUT3 + KRn *KLUT4 + KSUMn *KLUTS,

KSMn, KSMch, KSn, KRn — kiibKocTi efieMeHTiB, BiamoBinHo, SMn, SMch, Sn, Rn y
rmoMHOXKyBadi oiiB ["amya (puc. 3).

k= (logd)* 2 + (log,d ) #2 + [log,d 1#1 + [log.d 1 + [log.d 1+
ko, = 2(Tlog,d )’ +2([log,d])’ +2[log,d |+ j [log,d |=4([log,d )’ + Z [log,d]. Orxe:

k.= 21og.d 1 + 2[log.d )"+ [log 1+ Hlog.d |~ 4(Ttog 1" + . [1og.aT (1)
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bmao b2ao biao bo ao
[ || [ ] ] [ || [ ||
SMn SMn SMn SMn
bmai | baai biai boai
[ || [ ] ] [ | [ ]
SMn SMn SMn SMn
\
bmam b2am biam boam
[ || [ | ] [ 11 [ ||
SMn — — SMn — SMn — SMn IPOMIXHHUIT pe3yJIbTaT
MHOXCHHs
0 -
pmdm p2d2 pidi podo
[ [ [ | [ |
Sn [ |SMch| SMch| |SMch|  |SMch
0 pmdm p2de pidi podo
\ [ 1] [ [ 1] [
Sn [ |SMch| “|SMch| |SMch| |SMch
\ \ \ \
T 1 T T T
0 pmdm p2d2 pidi podo
\ [ [ ] | 1] [ 1] | |
Sn [ |SMch| “|SMch| |SMch|  |SMch
\
0 Ppmdm p2d2 pidi podo
A [ [ [ [ |
Sn ﬁ“ SMch| |SMch| | |SMch| | |SMch
a | | | |
Rn Rn Rn Rn
~>I_Sm Sz Si So ¥
So Si S: S
a| SUM a,| sum SUM a.. | sum
AT s QAT s BT s YAT s
bo b: b2 b1
c B [ [ Cn ©
7OCI Co ! C1 Co 2 Ci COi n-1 Ci COi
0

Puc. 3. [lpedcmaenenns 6HympiwiHboi cmpykmypu
nomnooicysaua MUL G komipku ['inoa GF (d") (a); cymamopa SUM_G komipxu I'inoa GF (d") (6)
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S
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S
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Y

Y

Buxig — 1 6iT

o

Buxig— 1 6iT

8

Puc. 4. cxema enemenma SMch, (a); cxema enemenma Sn, (6),; cxema enremenma Rn (8)

V meitikoBux moisx GF (2") mist peanizarii moMHOKyBada mOTPiOHO kk2:2n2 —2n+1 xomipok

lnga, a B nomax [lanya GF (d™) 3 ocHosowo d k,=2m*-2m+1. Takox 107ATKOBO

(m-1)* (23*(1%2‘11_5 ~1)*[log,d | LUT s smaxomkenns xoediuicnta, Ha skmii moTpiGHO

MEPEMHOXKUTH HE3BIMHUI TONMIHOM (I[MMH arapaTHAMH MOXHa B I[bOMY BHIIQJIKy 3HEXTYBATH, OCKLIbKH

BOHH MaJli TIOPIBHSHO 3 BUTPaTaMU Ha peari3alliro caMux koMipok ['inga). Otxe:

2

2m’ =2m+1 m’ m

X——————— R — X | — | I BEIMUKUX N, (2)
n

T oomi-on+l1  n?

(4(T1og.d "+ [1og.d

k ==~ 3
mul l’l2 ( )

k

Hpu wsomy d” =2". Toxi m~log, 2" =T k,~log;’ d,
log,d

7
4(]—log2d—‘)2 + 5 ’_logzd—‘
k =
(log, d)’

s manux n Ky, Tpeda po3paxoByBaTH 3a TouHimuMu dopmyiamu (1, 2, 3).
SIK BUIHO 3 puc. 4, BIJHOLIEHHS allapaTHUX BUTPAT Ha peajizaliro moMHoxysauis y moii GF (d™) mo

Aim, k=4 .Tpadix dynkuii kmul HaBeneno Ha puc. 4.

mu.

amapaTHHX BHTpaT Ha peaisamiio momHoxysadis y moimi GF (2") y pasi 30iabLIeHHS PO3MIpy OIS
OpSMYBaTUMYTh JI0 ACHMIITOTHYHOrO 3Ha4YeHHS 4, M0 CBIMYMTH MO IMepeBary, 3 MOy armapaTHUX
BUTPAT, BAKOPHCTAHHS JIBITKOBUX PO3IIUPEHHUX MOIIB ['aiya mepes BUKOPUCTAHHIM PO3IIHUPEHHUX TOMTIB 3
BEJIMKOI0 OCHOBOIO.
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Kmul
NOWBR Y N

[

L T L T o T T ) O B T T e ) T e T o O o 3 T S o o e =) T 2 ]
M~ WV T N ~ QNHOOOI'\V\SMHOCOT\
SN N0 OO AN ANMm O~ 00
D R I B B I I e |

n

Puc. 4. I'pagpix ¢ynxyir kmul

Buchnoku

VY cyuacamx [UIIC mpu peamizanii moOymoBaHWX Ha OCHOBI MoaugikoBaHHX Komipok ['inma
NOMHOKYBadiB eneMenTiB moiiB ['amya GF (d™), 3a ymoBH, 10 TOMHOKYBa4 Ta cymartop y Komipii ['inma
CKJIAJIAFOThCsl 3 0a30BUX (DYHKIIOHATBHUX €NEMEHTIB: MYJbTHIUIEKCOPIB, OMHOPO3PSAHUX JBIMKOBHX
CyMaTopiB Ta IHIIMX EIEMEHTIB, BiJTHOIICHH alapaTHUX BUTpAT Ha peaiizaiito MoMHoXKyBadiB y moii GF
(d™) mo amapaTHMX BHTpaT Ha peaisaiiro nmoMHoxyBauiB y momi GF (2") i3 30UIbLIEHHSIM BETHUHUHH
OCHOBH TIOJISI TIPSIMYBATUMYTh JI0 ACUMITOTUYHOrO 3HadeHHs 4. ToOTo just po3mmpenux moniB [amya 3
MPHOJIN3HO OJJHAKOBOKO KUTBKICTIO €IEMEHTIB MEHIINX arnapaTHUX BUTPAT BUMAralOTh MOMHOXYBaYl JUIst
IBIKOBUX MOJIiB ["atya, SIKIIO eIEMEHTH IOJIIB MPEICTABICHO B MOMIHOMIaJIbHOMY Oa3HCi.
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