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IIpoananizoBaHo OCHOBHiI MeTOaM Ta 3ac00M ONIHIOBAHHA PHM3UKIB CHCTEM 3aXHCTy
indopmanii y cdepi eiekTpoHHOr0 0i3HECY TAa NIJISAXH 3MEHIIEHHS PiBHS IMX PU3UKIB.

The analysis of basic methods and facilities of evaluation of risks of the systems of priv
in the field of electronic business and ways of diminishing of level of these risksis conducted in
thearticle.

Beryn
ITin indopmarniitnoro 0Oe3nekoro (IB) cucremu enexrponnoi komepuii (CEK) posymitors
3axHILIEeHICTh iH(opMarlii Ta iH(pacTpyKTypH, sKa 11 MATPUMYE, BiJl BUMIAAKOBUX a00 HABMHCHUX BIUIMBIB
NPHUPOAHOTO YHM INTYYHOTO XapakTepy, 3AaTHUX HAHECTH 30WTKM BIacHMKaM abo KOpHCTyBadam
iHopmarii. Byap-ske mopyuenHas 6e3neky iHpopMallii B eEKTPOHHIN KOMepIii MOKe OYTH PO3TIISTHYTE B
TepMiHaX 3arpo3, ypa3iuBocTi Ta atak [1].

3arajnbHa NOCTAHOBKA MP00JieMH Ta ii 3B’ 130K i3 BaXKJIUBHMH HAYKOBHUMH
TAa NPAKTUYHUMH 3aBJAaHHIMH

3 mosokeHHs mpo Oe3mneky iH(opMallii B €IeKTPOHHIA KOMEpIii MOXXKHA 3pOOHMTH JBa BaXKJIUBI
BUCHOBKH [14]:

§  TpakryBanHs mpoOiieM, TMOB's3aHUX 3 iH(OPMAIiHOW OE3MeKo, Ui PI3HUX KaTeropiit
Cy0’ €KTIB MOXE ICTOTHO BIJPI3HSTHCS, HANPHUKIIAJ, Oe3leKka i 3aKpUTUX JIEpXKaBHUX OpraHizaiiii Ta
KOMEPIIHHUX CTPYKTYP;

§  Tudopmaniiina 6e3neka He MOIATae BUHATKOBO y 3axKcTi iH(opmaltii. []e mpruHIUIIOBO mHpIie
noHsTTs. Cy0’ ekt iH(OpPMAIIHHUX BIJHOCHH MOXKE MOCTpakaaTH (OTpuMaTu MatepiaibHi i/abo MopasbHi
30MTKM) HE TUTBKM BiJl HECAHKI[IOHOBAHOTO MOCTYITY 10 iH(OpMaIlii, aje i Bi/l MOMIKOKEHHS CUCTEMH, II0
3yMOBUTH T€pepBy B pobOoti. [ GaraTbox BIIKpUTHX OpraHizaiiii (HanmpHKiIaa, HaBYAIbHHX) 3aXHCT
iH(OpMAIIil He € MEPIIOUEPTOBO0 33 1a4elo.

Ilpobnemu _oe3neku _ingpopmauii. Y Tteopii indopMariiHoi Oe3nmeKkd ICHYe OCHOBHA TeopeMa

Oe3meKy CHUCTEeMHM, sKa JOBEIACHA Ui 0araTboX THINIB MAaTeMaTHYHUX MOJCICH 3aXHUIINEHUX CHUCTEM 1
bopmyaroeThes Tak: “AKuio nouamkoeuii cman cucmemu dezneunull i 6ci nepexoou cucmemu iz Cmamy
¢ cman 6e3neuni, mo cucmema dezneuna”’. AOCOTIOTHO OYEBHIHO, IO JIs Oe3meuHo 3axuiieHoi CEK
YMOBH J]aHOI TE€OpeMH NOBUHHI MIATPUMYBATHCS Ha BCIX CTaisIX JKUTTEBOTO LUKy cucteMu. [Ipu npomy
OCHOBHa TeopeMma Oe3MeKH CHUCTeMH TPaHC(HOPMYEThCS B OCHOBHY TEOpeMy OE3MEKH JUIS MPOrpaMHOr0
3a0e3neueHHsT cucTeMu:. “SKugo npozpamue 3a0e€3neYeHHA CUCHEMU NOUYUHAE C6OI onepauii 6
Oe3neunomy cmaui i éci nepexoou cucmemu i3 cmamy 6 cmaH 0Oe3neuHi, mo 6ci cmMaHu cucmemu
be3neuni’ .

Cepen OCHOBHHX BHMOT JI0 MPOBEICHHS KOMEPLIHHUX oreparii — KOH(IIeHIIHHICTD, HITICHICTS,
ayTeHTHu(IKallis, aBTOpHU3allis, rapaHTii Ta 30epexenHs Taemuuii [1-4, 16-17]. Tlepuri 4oTHpU BUMOTH
3a0e3MeuyIOThCSl TEXHIYHMMH Ta MPOrpaMHUMH 3aco0aMH, ajie BUKOHAHHS OCTaHHIX JABOX — JOCATHCHHS
rapaHTiii 1 30epeXCeHHS TAEMHUIII — OJHAKOBO 3JIGKHTh SK Bil HPOrpaMHO-TEXHIYHHUX 3acO0IB Ta
BIJINOB1IaJIbHOCTI OKpEMUX OCi0 1 opraHizalliii, Tak i BiJ JOTPUMaHHS 3aKOHIB, 10 3aXHUIIAOTh CIIOKHBaYa
BiJl MOYKJIMBOTO IIaxXpaicTBa. Y peaibHOMY CBITI MU 0araTo yBaru npuaiisieMo ¢i3nuHii O6e3nerri, a y cBiTi
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CNEKTPOHHOI KOMEPIIil IOBOAUTHCS MIKIyBATUCS MPO 3aCO0M 3aXHCTy JAaHWX, KOMYHIKAIil 1 TpaH3aKIlii.
Matoun crpaBy 3 MepekeBUMH cuctemamu Internet Tta Intranet, tpeba mam’'sitaTH Mpo iCHYBaHHS
JEKITBKOX MOXIIMBHX 3arpo3:

§  JlaHi HABMHCHO TEPEXOILUTIOIOThCS, YUTAIOTHCS UM 3MIHIOIOTHCS;

§  KopucryBadi HABMUCHO iIeHTU(IKYIOTh ce0Oe HelTpaBUIIBbHO;

8  KopucryBay oep)Ky€e HECAaHKI[IOHOBAHUM JOCTYII 3 OAHIET MEpekKi 0 iHIIIOI.

Bkazani 3arpo3u peatizyroThCs Yepes Taki ypas3JiuBi MiCIs:

1. VYpasausocti cepiciB TCP/IP — psn cepriciB TCP/IP € HebesneyHHMMH 1 MOXYTh OyTH
CKOMITPOMETOBaHI PO3YMHHMH 3JI0BMUCHHKaMu. OCOOIMBO Bpa3iMBi cepBicH, IO BUKOPUCTOBYIOTHCS B
JIOKAJIbHUX 00uncIoBaIbHUX Mepexax (JIOM) asist mominiieHHs yIpaBIIiHHSI MEPEKEIO;

2. JlerkicThb criocTepeskeHHs 32 KAHAJIAMHU Ta NepexonjeHHs indopmanii — OinbnricTs Tpadiky
Iurepuer He 3ammdpoBano. EnekrponHa momTa, mapom Ta (ainM, mo mepenaroTbes, MOXYTh OYyTH
MepexOoIIeHI P BUKOPUCTAHHI JETKOJAOCTYIMHHX MporpaM. [1oTiM 3TOBMUCHHKH MOXYTh BHKOPHCTATH
MapoJti JUis MPOHUKHEHHS B CUCTEMH CJIEKTPOHHOT KOMEPIIii;

3. BigcyTHicTb mosiTukm — 6arato Mepexx MOXKYTh OyTH CKOH(QITypoBaHi yepe3 HE3HAHHS Tak,
IO JIaBaTUMYTh MOXIIMBICTH JIOCTYIY JIO HHUX 3 [HTEepHETYy, He BPaxOBYIOUHM MOXKIIMBHUX 3JIOBXKHBaHb.
3HavHa KUTBKICTh MEpPEeX OMYyCKae BUKOPUCTaHHs OinbInoi KinbkocTi cepsiciB TCP/IP, Hix 11e moTpiOHO
JUISl TSUTBHOCTI iX oprasizamii. AJIMIHICTpaTOpH TaKWX MEPEX HE HaMararoTbCsi OOMEXHTH JOCTYII JIO
iH(opMaii 3 koMt TepiB. Lle Moxke 0moMOrTH 3T0BMUCHUKAM MPOHUKHYTH JI0 MEPEXi;

4. CxaagHicTb kKoH(}IrypyBanHsi — pecypcy YIpaBIiHHS TOCTYIIOM JIO MEPEXK Y XOCTax 4acTo €
CKJIIaJJHIMH B HaJalITyBaHHI Ta KOHTPONI 3a HUMH. HempaBuwibHO cKOH(]IrypoBaHi 3aco0M 4acTo
MPHU3BOAATH JI0 HEABTOPU30BAHOTO JIOCTYILY;

5. TMomuwixku npu koudirypyBanHi xocra ago pecypciB ynpaBiaiHHSI 10CTYNOM, sKi a00 TOraHo
BCTaHOBJICHI, 800 HACTUILKK CKJIAJHI, 110 BaKKO aJMIHICTPYIOTHC;

6. Pouab Ta BaxkJMBiCTH aAMiHICTPYBaHHS CHCTEMH, SIKi YACTO HE BPaXOBYIOTHCS i/l Yac OIMHCY
MOCaI0BUX O0OB’S3KIB CHIBPOOITHUKIB (OLIBIIICTh aAMIHICTPATOPIB HAHMAIOThCS HAa HEMOBHUI pOOOUHiA
JICHb € HU3bKOKBaTi(DiIKOBAHHMHU);

7. Cuaabka ayreHTudikanis,

8. MoIMBIiCTH JIETKOr0 COCTEPEKEHH 32 IaHUMH, 110 MePelaloThes;

9.  MoKJIMBICTD JIETKOr0 MACKYBAHHS i/l iHIINX;

10. Hemouniku ciyx0 JIOM Ta B3a€MHOI 10BipH X0CTiB OIMH 0 OTHOTO;

11. CxkaaanicTb KoOH(}IrypyBanHs i 3axoiB 3axucry;

12. Caabkmuii 3axucT Ha piBHi X0CTiB.

VY 3abe3neuenHHi iHpopMaIiiiHoi Oe3neKr B eNEKTPOHHIM KOMepIii 3aIlikaBICHUMH € TPHU Pi3HI
KaTteropii cy0’ €KTiB: AepkaBHI OpraHizailii, KOMEpI[iiiHi CTPYKTYpH Ta OKpeMi TPOMaISHU.

AHaJi3 cy4acHUX J0CTIIKeHb i myOaikauiil Ta BugiieHHs: mpo0JemM
3axodu 3abe3neuenns 6e3nexu inghopmauii. JIns 3axucty iHTepeciB cyO e€KTiB iH(pOpMaLiiHIX

BIIHOCUH HEOOXIHO MOEAHYBATH 3aX0/U TAaKUX PIBHIB!

§  3akoHOZABYOro (3aKOHHM, HOPMATHBHI aKTH, CTAHIAPTH TOIIO);

§  ajMiHicTpaTHBHOIO (Mii 3arajbHOrO XapakTepy OpraHizallii, ki BAKOHYIOThCSI KEPIBHHIITBOM);

8  mpouemypHoro (KOHKpETHI 3ax0u OE3MEKH, 110 MAIOTh CIPABY 3 JTIOIbMH);

§  mporpaMHO-TeXHIYHOro (KOHKpPETHI TeXHIUHI 3aXO0/IH).

3akoHonaBuMii piBeHb. 3aKOHOJABUMI PiBeHb € HalBaxumBimmMM i 3ade3neuenns 1b CEK. [lo
BOTO PIBHA MH 3apaxOBYEMO BeCh KOMIUIEKC 3aXOiB, CIPSIMOBAHWX Ha CTBOPEHHS 1 MIITPUMKY B
CYCHUIBCTBI HEraTHBHOrO (30KpeMa BIAMOBIJadbHOCTI 1 MOKapaHb) BIJHOLICHHS JO TOPYIICHb |
mopytmaukiB Ib CEK [1]. BinbImicts oaei He 3MiHCHIOIOTh MTPOTUITPABHUX il HE TOMY, IO 1€ TEXHIUHO
HEMOXIIMBO, @ TOMY, IO II€ 3aCy/DKYEThCS 1/ab0 KapaeThCsi CYCHiIbCTBOM, TOMY IIO TaK IiSTH HE
npuitHATO. HaliBaskMBiMM Ha 3aKOHOJABUOMY PIiBHI € CTBOPEHHS MEXaHi3MY, IO Ja€ 3MOTY Y3TOJUTH
MPOIIEC PO3POOJICHHS 3aKOHIB 3 MporpecoM iHdopMaliiHuX TexHouorid. [IpupoaHo, 3aKOHU HE MOXKYTh
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BHIIEPEDKATH JKUTTS, aJie BAXKJIMBO, 00 BiJCTaBaHHS HE OyJIO HAATO BEJIMKUM, OCKUIBKHM Ha MPAKTHIIL 11¢
MPHU3BOAUTS JI0 3MEHIIeHHs piBHA IB.

AnMinictparuBHuii piBeHb. OCHOBOI0 3aXOIB aJAMIHICTPAaTHMBHOIO PIiBHS, TOOTO 3axOMiB, IO
PO3pOOIIAIOTECST KEPIBHUIITBOM OpraHisailii, € MoMiTHKa Oe3MeKku Mpu enekTpoHHii komepii [2]. ITix
TAKOI0 TMOJITHKOI O€3MeKH pPO3yMIIOTh CYKYIHICTh JOKYMEHTOBAHUX VIIPABIIHCHKHX PpillIEHb,
CTIpSIMOBAaHMX Ha 3axUCT iH(opMamii i acoriiioBaHux 3 Hero pecypciB. [lomiTnka Oe3nekn BH3HAYAE
cTpareriro oprasizamii B rany3i iHopmaiiiHoi Oe3MeKH, a TAKOXK Ty Mipy YBard i KUIbKICTh pecypciB, sKi
KEPIBHUIITBO BBa)Ka€ JOIUIBHUM BUAUIMTH. BoHa OyAyeTbcs Ha OCHOBI aHaJi3y PHU3MKIB, SKi €
peaJbHHMHU U CHCTEMH EJIEKTPOHHOI KoMmepIii opranizamii. Konn pusukn mpoaHanmizoBaHi i cTparteris
3aXMCTY BHM3HAY€HA, CKJIAMAEThCS TMpOrpama, peaiisallis sSKoi MOBHHHA 3a0e3mednTd iH(opMaliiHy
Oesmeky. Ilim 1m0 mporpamy BHIUISIOTBCS —PECYypCH, NPHU3HAYAIOTHCS — BIAMOBIAANBHI  OCOOH,
BCTaHOBJIIOETHCS MOPSIIOK KOHTPOJIIO BUKOHAHHS MporpaMu i T.1. Po3poOka momiThky Oe3nekn — crpaBa
TOHKA, OCKIIbKM KOXXKHA Oprasizailis mMae cBoro crnenudiky. besrmy3mum € 3acToCOBYBaHHS MPAKTHKH
3aKpUTHX JEp)KaBHUX OpTaHizalliii Ha KOMEpIiiHI cTPyKTypH. Y wiil cdepi JOIIITBHO BUKOPUCTOBYBATH
OCHOBHI NPHUHIUIK PO3POOJICHHS MOJITHKK OE3MEeKM Ta TOTOBI IMA0JIOHW JJIs HAHBaKIUBIIIMX THITIB
OpTraHi3ailii.

IpouenypHuii piBens. [0 mporenypHOro piBHA HajexaTh 3aXOIu O€3IeKd, MO Peati3yIThCs
JIOAbMH. Y BITYM3HSHUX OpraHi3allisix HaKONMMUYEHUN OaraThii JOCBIA CKIAmaHHS 1 3J1HCHEHHS
mponenypuux (opraHizamiiHuX) 3axo0iiB, OJHAK IpobieMa IOJsAra€ B TOMY, IO BOHHM MPHHILIA 3
JIOKOMIT FOTEPHOTO MUHYJIOTO 1 TOMY MOTPE0YIOTh ICTOTHOT'O TIEPETIISLY.

MokHa BUAUIATH TaKi TP MPOLESTYPHHUX 3aXO/IiB!

YIPaBIIiHHS IEPCOHAIIOM;

(bi3UYHUH 3aXUCT,

MIATPUMKA TPaIe3aTHOCT;

pearyBaHHS Ha TIOPYIICHHS PSKUMY Oe3IeKH,;

w W W W W

TUTAHYBaHHS BiTHOBIIIOBAILHUX POOIT.

JA7ist KOXKHOT TPYIH B KOXKHIM opraHi3allii moBUHEH iCHyBaTH Hallp perfiaMeHTIB, SKi BU3HAYAIOTh il
nepcoHany. CBOEIO 4eproro, BUKOHAHHS [IMX PEriJaMeHTIB MOTPiOHO BiANpaIibOBYBaTH HA MPAKTHIII.

IIporpamuo-TexHiunuidi piBeHb. 3TiHO i3 CYYacHUMH TIEPEKOHAHHIMH, y MeEXaX CHUCTEM
eJICKTPOHHOI KOMepIIil MOBUHHI ICHYBaTH NMPUHAHMHI Taki MexaHi3mMu Oe3neku [17]:
imeHTH(]iKais it mepeBipka aBTEHTUYHOCTI KOPHCTYBAayYiB;
VIIPaBITiHHS JIOCTYIIOM;
MPOTOKOTIOBAHHS Ta ay/IHT;
Kkpunrorpadis,
eKpaHyBaHHS,
3a0e3MeyeHHs] BUCOKOI IPOTyKTHBHOCT.

Crextp iHTEpeciB cy0’ €KTiB, OB’ s13aHuX 3 BukopuctanHsaM CEK, MoykHa MOIITMTH Ha TakKi OCHOBHI
KaTeropii:

0  KOH(IAEHIIHHICTS (3aXMCT Bifl HECAHKIIIOHOBAHOTO O3HAMOMIICHHS);

O [WTiCHICTh (AKTyaJbHICTh i HECyNepedHiCTh iHdopMarlii, 1l 3aXHUINCHICTh Bil PyHHYBaHHS i
HECAaHKI[IOHOBAHOI 3MiHH);

O  JOCTYNHICTh (MOXKJIMBICTD 3a TIPHUHATHHIA Yac oepKaTu HeoOXimHy iH(opMaIliiiHy mocIyry).

Kondinenuiiinicts. Lleii acnexr Ib Haiibinem BignpanpoBaHwWii y Hamiid kpaini. Ha BapTi
KOH(IACHIIIMHOCTI CTOATh 3aKOHH, HOPMATHBHI aKTH, OaraTOpiYHUI IOCBiJ BIATIOBIAHHMX CITYKO.
BiTun3HsHI anapaTHO-POrpaMHi MPOMYKTH NAIOTh 3MOTY 3aKPHTH MPAaKTHYHO BCi MOTEHI[IHHI KaHAJH
BIJITOKY iH(pOpMAIIi.

IinicnicTs. Ii MoxkHa mofinuTi Ha cTatnyHy (3pO3yMiny AK HE3MIiHHICTh iHQOpPMaiHHUX 06’ €KTiB)
i muHaMiuHy ([0 CTOCY€ThCS KOHKPETHOTO BHKOHAHHS CKJIAAHUX Aid (Tpan3akiiiii)) [1]. IIpakTudno Bei
HOPMATHBHI JIOKYMEHTH 1 BITUM3HSHI PO3POOKM HAJICKATh JO CTATHYHOI LUIICHOCTI, X0ua AMHAMIYHUM
aclieKT He MEHII BaxnuBui. [Ipukiag IUHAMIYHOT HUTICHOCTI — KOHTPOIb TOTOKY (hiHAHCOBHX
MOBIZIOMJICHB (BUSIBIICHHS KPaJDKKHU, YIIOPSIKYBaHHs a00 1yOIFOBaHHS OKPEMHX MOBIZIOMJICHB).

w W W W W W
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HJoctynnictb. CucTeMH €IEKTPOHHOT KOMEpI[ii CTBOPIOIOTHCS JUIS OTPHMAaHHS TEBHUX iH(popMa-
iifHUX mocnyr (cepriciB). ko 3a THX a00 IHIIMX MPUYKUH OTPUMAHHS [IUX MOCIYT KOPUCTyBa4aMH CTa€e
HEMOXKJIMBHM, II¢, OYCBHJIHO, HAHOCUTh 30UTOK yCiM cyO e€kTaMm iH(pOpMaIliiHUX BiAHOCHH. Tomy, He
MPOTUCTABJIAIOYN JOCTYIHICTh IHIIMM AacleKTaM, MH BHIUITEMO 11 AK HAHBaKIUBIIIMKA EIEMEHT
iHdopmariitnoi Oe3neku [1-4]. OcobaMBO SCKPABO MPOBiAHA POJIb JOCTYIMHOCTI MPOSBISETHCS Y TAKUX
CHCTEMaXx €JICKTPOHHOI KOMEpILii, SK:

§ cucTeMH MATPUMKH €IEKTPOHHOI B3a€MOIl pPIi3HMX CIIy)KO TP IMIArOTOBIN aBialliffHUX,
3aJTi3HUYHHUX 1 aBTOMOOUTEHUX PEHCiB;

§ TOproBi CHCTeMH, sSIKi MpPU3HAYCHI JUIA opraHizailii [HTepHeT-TOpriBii i peani3yloTh CTOCYHKH
TUNy ,TpOJAaBelb—IIOKYIeb’; CHUCTeMH ,0i3Hec—Oi3Hec”, Je peami3oBaHa CXeMa MOBHICTIO
aBTOMATH30BaHOI B3aeMoJii Oi3Hec-TIpoleciB MK JBoMa opraHizamisiMu. Lle MoxyTe OyTH ayKIioHwH;
¢dinaHcOBi, OaHKIBCHKI, TYpHUCTH4YHI, MEIU4YHI, CTpaxoBi, iH(OpMaliliHiI MOCIYrH; OHJIAKWHOBA OILIaTa
paxyHKIB TOIIIO.

30BHI MEHII JpaMaTU4Hi, alie TAKOXK BEIbMH HEMPUEMHI HACHJIKA — 1 MaTepiajbHi, i MOpaJIbHI —
MOXE MaTH TpWBaja HEJOCTYNHICTh iH(OpPMAIIHHUX TOCHYT, SIKUMH KOPHCTYEThCS BEIHKa KLTBKICTh
JIFOJICH: PO 3aIi3HUYHHMX Ta aBIaKBUTKIB, OAHKIBCHKI MOCIYTH TOIIIO.

OTtxe, iHpOpMaIIiiiHa Oe3reKka MOBHHHA 3a0e3MedyBaTh: KOH(IIEeHIIHHICTh iH(OopMaIlii, HiTiCHICTh
JaHUX — 3aXUCT BiJ 300iB, 110 BEAyTh JO BTpaTH iH(opMaIllii Ta HEaBTOPU30BAHOTO CTBOPEHHS abo
3HUMICHHS JJAaHHUX, @ TAKOXK JOCTYITHICTh iHPOPMAIIiT JUTsl BCIX aBTOPH30BAHMX KOPHUCTYBAUIB.

Jus Beix ¢yskmii i 3agay CEK moBuHHI OyTy naHi BiANMOBiAHI BU3HAa4YeHHs. [10oTiM BH3HAYAIOThH
MexaHi3MH Oe3MeKH, sKi peanizyroTh i GpyHkiii. OCHOBHI MexaHi3MH iH(opMaIiiHoi Oe3MeKn TaKi:

8  ympaBIiHHS JOCTYIIOM 10 iH(OpMAILi;
inenTudikaiis Ta ayreHTH}IKaIlis;

Kkpunrorpadis,

eKpaHyBaHHS,

3a0e3MeUeHHs ILTICHOCTI 1 JOCTYIHOCTI JaHHMX;

MiATPUMKa MpaIe3aTHOCTI CHCTEMH eNIEKTPOHHOI KoMepIlii pu 300s1X, aBapisx, HC,;
BIJICTE)KEHHS IO, SIKI MOXKYTh 3arpoxysartu Ib;

VIIPaBITiHHS JOCTYIIOM Y CHCTEMaXx eJIeKTPOHHOI KOMEPIIii,

w W W W W W W W

MPOTOKOIFOBAHHS JiH 1 TIOIIMH.

SIKII0 BUKOPUCTOBYETHCS OMKC BUMOT 32 IMIJICHCTEMaMH, MOBHHHI OyTH c()OpMYIIbOBaHI J0AaTKOBI
BHMOT'H, DErjaMeHTOBaHi y BHMOrax BHOpaHoro mpodimo 3axucTy (KiIacy 3axHINEHOCTI CHCTEMH
eJICKTPOHHOI KOMEpIIil BiJl HECAHKIIIOHOBAHOTO JOCTYIy). MOXIIMBE BUKOPUCTAHHS 3MIIIAHOTO MiIXOMY,
3a SIKOTO JIOJIATKOBI BUMOTHM ONHCYIOThCS B TepMiHax (yHKIH (cepBiciB) Oe3mexku. OmHaK 3 METOO
BHUBUYCHHS O€3MEeKH B EIEKTPOHHIA KOMepIlii ChOroiHi MOKHa BHJIUTMTH YOTUPU KJIacl OOMiHY JaHUMH B
Mepexax Uil eNEeKTPOHHOI KOMEpIIil: eleKTpOHHA IOIITa, eNeKTPOHHUN OOMIH JaHuMH, iH(opMmalliiHi
TpaH3akiii, piHaHcoBI TpaH3akilii [ 7—8].

OcHo6HI CK1a006i De3neKu_cucmem eaeKmponnol Komepuii
EnexTpoHHa momTa € JemeBrM 3aco000M B3a€MOIl 3 KIIEHTaMH, JTITOBUMH TapTHEpaMu i 3 ii

BHKOPHCTaHHSM IIOB’ 13aHUH psii MpoOeM 3 0e3MeKor0:

§  ajpecH EIEKTPOHHOI MOMTH B [HTEpHET JIerKo miapoouTy;

§  eJIEKTPOHHI JUCTH MOXKYTh OyTH mpocTo MomudikoBani. Ctanaaptauii SMTP-11cT He MiCTHTh
pecypciB MepeBipKH X IMUTICHOCTI,

§  eJIEKTPOHHY MOIMITY MOXKYTh MPOYUTATH HA KOXKHII MPOMDKHII poOoYiid CTaHIIIi;

8  Hemae rapaHTiifi JOCTaBKH €IEKTPOHHOIrO JHCTAa. XOY JeiKi IOINTOBI CHCTEMH HAaIal0Th
MOJKJIMBICTh OTPHUMATH MOBIIOMJICHHS MPO JOCTABKY, YacTO TaKi MOBIIOMJICHHS 03HAYAIOTh JIMIIE TE, IO
MOIITOBHIT cepBep onepikyBaya (a He 000B’ I3KOBO caM KOPUCTYBa4) OTPHUMAB TTOBiJOMICHHS.

Eaextponnnii o6min nanmmu (EDI). Haiinpocrima ¢opma — 1ie 00MiH iHpopMaliiero Mk aBoMa
Oi3Hec-cy0 ektamu (TOPrOBHMH TIapTHEpaMH) y CTaHAapTH30BaHOMY (opmari. ba3oBor omuHHUIECHO
oOMiHy € Ha0lp TpaH3aKIid, SKUHA 3arajioM BiIMOBiJae CTaHAAPTHOMY Oi3HEC-IIOKYMEHTY, TaKOMYy SK
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IJIaThKHE JOpy4eHHs a00 HakjIaaHa Ha TOBap. 3a JIOMOMOI'OI0 CTaHIAPTIB, OCHOBY SKHUX CTaHOBJATH X.9 1
UN/EDIFACT, ninoBe CriBTOBapUCTBO PO3POOMIIO IPYIy CTaHAAPTHUX HAOOpiB Tpan3akirii [11].

Koxxauit HaOip TpaH3aKiid CKIaJa€ThCs 3 BEJIMKOI KUTBKOCTI €IEMEHTIB JaHUX, HEOOXITHHUX IS
JIaHoro Oi3HEec-JOKYyMEHTa, KOXKHHUM 3 SKUX Mae CBili (opMmaT 1 Miclie cepel IHIIMX CJIEMEHTIB JaHUX.
Kommanii mowyanu BukopucropyBatd EDI, mo0 3MeHmmTH 4Yac 1 BUTpaTH Ha KOHTaKTH 3
rmocrayaJibHuKaMu. Tak, B aBTOMOOLTBHINM MPOMHUCIOBOCTI BEJIMKI KOMITaHii BUMarajiy BiJl MOCTa4aIbHUKIB
Bukopuctatd EDI mns BciX TpaH3akiiid, 10 J03BOJKIO 30epertu Oe3niu mamepy, 3HaYyHO MPHCKOPHIIO
nporec TOCTaYaHHs 1 3MEHINIIO 3YCHJUIA Ha MATPUMKY aKTyaldbHOCTI 0a3 JaHMX. 3a3BU4Yall Juis
BukoHaHHs1 EDI-Tpan3akiiii BUKOPHCTOBYBAIUCS MPUBATHI TTI00abHI MEPEXi, SKi OY/IH JEmeBIINMH, HiXK
BMJIUICH1 JTIHIT, OHAK HaJaBaJid CEPBIC HAIIIHOI 1 0€3MEYHOT JOCTaBKH.

Internet 3a0e3meuye MOKIMBOCTI B3aeMoii, HeoOXinui mis EDI, 3a Hu3bkuMuU 1iHaMu. AJie BiH HE
3abe3neuye cepBiciB  Oesmeku (LUTICHOCTi, KOH(IACHIIIHHOCTI, KOHTPOJIO YYaCHHUKIB B3a€MOIii),
HeoOximuux mns EDI. Tpanzakiii EDI Bpasnmusi mo moaudikaiiii, kommpomerailii a0 3HHUIICHHS MPH
nepecuianHi uepes |nternet.

Indopmaniiini Tpan3akuii — ocHOBHHUI 1 Joporuii enemeHt komepiii. [Hdopmarist B kKomepiii
MOXKe MaTH JeKiibka Gpopm [12]:

§  craTWuHi JaHi, Taki gK iCTOpUYHA iHGOpMAITis, KapTH 1 T.JI.;

§  kopropaTthBHa iH(pOpMaIlis, Taka sk TejaehOHHI HOMEPH, aJIPecH, CTPYKTypa opraHizailii ToIIo;

8  imdopMarlis mpo IPOAyKIlito abo MOCIyTH;

8  ruraTHa iH(OpMAIlis, Taka K HOBHHH, TEPIOMYHI BUIAHHS, JOCTYII 10 0a3 JaHMX i T.]I.

Buxopucranns Internet s HagaHHSA TaKUX CEPBICIB 3HAYHO JCIICBINE, HDK BUKOPHCTaHHS (akcy,
tenedony abo 3BMYaliHOI momTH. [ToTeHNiHHI KIIEHTH MOXYTh IIyKaTH W ofepKyBaTH iH(opmarliio B
noTpiOHOMY 1M TeMIi, i I1e He BUMaraTuMe J0JaTKOBHX BUTpPAT Ha CIIyXO0y TexHiuHOro cymnposoay [11].

3a3Buuail Taki iHpopmaliiiHi cepBicu BUkopucToBYIOTH WWW sik 6a30BHil MexaHi3M Il HaJaHHS
iHdopmarrii. LimicHICT 1 AOCTYMHICTh iH(OpPMAIii, 110 HAJA€ThCSI, — TOJOBHI MPoOIeMHU 3a0e3reueHHs
Oe3rekH, 1110 BUMArarTh 3aCTOCYBaHHS 3aC00iB OS3MEKH 1 CTBOPEHHS MOTITUKH Oe3meku [16].

®dinancosi Tpan3akuii. Tak 4u iHaKIIe, ajJe KOMI IOTEPH 1 MEPEXKi IABHO BUKOPHCTOBYIOTHCS IS
00poOku (inaHCOBUX TpaH3akiliii. [lepekas rpomei 3 paxyHKy Ha paxyHOK B CIEKTPOHHOMY BHTJISIII
BHKOPHCTOBYEThCS JJIsl TpaH3akilii OaHK — OaHK, a OaHKOMaTH — JJIsS OIepalii KIEeHT — OaHK.
ABTOpH3aIlis TOKYMISI 32 JOMOMOTOI0 KPEAUTHUX KaPTOK BUKOHYETHCS TI0 Tene(hOHHUX JIHISIX 1 Mepexax
nepenaBanHs manux [16-17]. Inst miatpumku Oe3meKH Ii TpaH3aKilii BUKOHYIOTHCS 4epe3 MpHBATHI
Mepexi abo mmdpyroThes. BukopucraHHs mpuBaTHUX riodanbHuX Mepex (ak 1 s EDI) obmexysao
moxuBocTi B3aemomii [13]. 1 Timeku Internet mamaB [erieBy MOXKJIMBICTH 3iHiCHIOBATH (hiHAHCOBI
TpaH3akiii. [CHYIoTb TpH OCHOBHI Kiacu (piHAHCOBMX TpaH3aKIH Ta IT ATh BAKJIMBHX THITIB MEXaHI3MYy
wiaTexy (Tadauis).

Ilnarexi Ta pinancoBi Tpancakuii

Bzaemonis loriBka Yek Jleber Kpenut Enexrponnuit
nepekas GoHmiB
Komnanis-xomnanis OcHOBHUIA JlormoMi>xHuMi
Komnanis-knienm OcHOBHUIA Jomomixkuuii | JJormoMixkuuid | J{omoMi>KHUIMA
Knienm-xnienm OcHOBHUIA JlormoMi>xHui

3acrocyBanHs Internet myis BUKOHAHHS IMX THUIIB TPaH3aKIli Ja€e 3MOry 3aMIHUTH BHKOPUCTAHHS
TOTIBKH, Y€KiB, KPEJUTHUX KApPTOK IX EIEKTPOHHHMH eKBiBasieHTaMH. OCHOBHHMH BU3HAYCHHSMH, IO
CTOCYIOTBCS BCIX KJaciB O€3MEeKH EJISKTPOHHOI KOMEpIlil, € EKCIIO3HIlis, BPa3JIMBICTh, aTaka, 3arposa,
YIIpaBITiHHS.

Ekcnosuuiero HazupaeThcsi ¢GopMa MOxIMBOI BTpaTu abo 30utky s CEK. Hanpukman,
CKCIIO3MIIISIMA BBAXKA€ThCS HEABTOPM3OBAHMI JIOCTYN JIO JaHMX a00 MPOTHAiS aBTOPHU30BAHOMY
BukopucranHio CEK.
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Ypaznugicmp — e nesika cinaOKicTh CUCTEMH Oe€3IeKd, sKa MOXKE CTaTH MPUYMHOI HAHECCHHS
nomkomkens CEK.

Amakor HazuBaeThes ais aeskoro cy6’ exkra CEK (kopucTyBauda, mporpaMu, mporecy i T.1.), 1o
BHKOPHCTOBYE BPa3JIMBICTh KOMIT FOTEPHOI CUCTEMHU EIEKTPOHHOI KOMEpIlil JJis JAOCATHEHHS ILIeH, sKi
BHXOJSITh 3a MEXI aBTOpH3allil TaHOro Cy0'€kTa B KOMII FOTEepHii cucreMi. ToOTo, SKIO, HAIIPHKIA,
KOPUCTYBa4 HE Ma€ IpaBa Ha YMTAHHS JISIKUX JaHUX, 110 30€piraloThCsl B CUCTEMI eJIEKTPOHHOI KOMEPIIil,
a oMy IiKaBO iX 3HATH 1 TOMY BiH BHKOHYE psJ BiJOMHUX HOMY HECTaHIAPTHHX MAaHIMYJALIH, 10
3a0e3MmeuyIoTh JOCTYI A0 IMX AaHuX (y pasi BiACYTHOCTI ab0 HEIOCTaTHRO HaAiiHOI pobOTH 3ac00iB
Oesmexn) abo 3aBepumrIncs Hepaadero (y pasi HamiiiHoi poOOTH 3ac00iB Oe3MeKH), TO Iell KOpHUCTyBay
saiiicHioe moao CEK araky.

3azpo3zoro nnst CEK € yMOBH, 1110 CTBOPIOIOTH TIOTEHIIHHY MOkHBicTh HaHeceHHs1 CEK 30uTKy.

Ynpaeninuam y TepMmiHonorii Oe3nekd HA3UBAETHCS 3aXUCHUM MexaHi3M (Xisi, MPHCTPIid,
MpoIIeaypa, TEXHOIIOTISA TOIo), 1o 3Meninye Bpasnusict CEK. ITorpibHno pozymiru, mo 36utok CEK —
MOHSTTSA TAaKOX JOCHTH IIMPOKe. 30MTKOM YBaXKa€TbCsS HE TUIbKU SIBHE IOIIKODKCHHS OYAb-1KOI0 3
komnonenTiB CEK, ane i npuenennss CEK B Hempaue3maTHuii ctaH (HampuKiIaz, 3HECTPYMIICHHS
NPUMILICHHS, B IKOMY 3HaXOMAThCS anapaTtHi 3aco0u), pi3Hi BUTOKU iH(opMmaltil (Harmpukiai, He3aKOHHE
KOIMIOBaHHS MPOrpaM, OJEPKaHHS KOH(DIMEHIIMHMX MaHWX), 3MiHA JeIKUX (I3HYHHUX Ta JIOTIYHHX
XapakTEPUCTUK CHCTeMU (HaIpHKIA], HeaBTOPH30BaHE J0JABAHHS 3aMKCiB 10 CHCTEMHHUX (aiiliB i T.1I.)
Busnauennss moxnmBoro 30utky CEK — cnpaBa Hanro ckiajHa 1 3aleXuTh Big OaraThbOX YMOB:
HaIPHUKJIAJ, BiJl TOr0, Y4 BU3HAETHCS FOPUIUYHO B JaHIi KpaiHi Tak 3BaHa IHTEIEKTyalbHa BIACHICTH a00
3aranpHOBioMuit Copyright, 4 po3risaaoThes CyAaMH MO30BH 3 BiIIIKOIYBaHHS MOpPAJIbHOTO 30HMTKY,
ITOHECEHOI'0 JIEAKOI0 0Co00K a00 oOpraHizallield BHACTIIOK PO3roJOMIYBaHHS TPEThOIO CTOPOHOIO
KOoH(iaeHIiHHOT iHopMaii 1 T.1I.

[Ipobnemu Ge3nekn cucTeM, MO CTOCYIOThCS EIEKTPOHHOI KOMEpIlii, MO)KHa YMOBHO TIOJAUTHTH Ha
TaKi TpyIu:

1. IIpobGnemu 3abe3neueHHs ¢izmunoi CEK. Jlo HMX HaJeKUTh 3aXHCT CHUCTEM BII MOXEXI,
3aTOIUICHHS, IHITMX CTUXIAHUX JIMX, 3001B )KUBJICHHS, KPAKKH, TTOIIKOKSHHS 1 T.1.

2. IIpobmemu 3abesneuenHs JjoridyHoi Oesmeku CEK. /lo HMX HaJ@KUTh 3aXHCT CHCTEM BiJ
HEABTOPU30BAHOI'0 JIOCTYIY, Bil HABMHUCHHMX 1 HEHaBMHMCHHMX IOMMJIOK Yy IisX JIIOJEH 1 mporpam, ski
MOXYTh MIPU3BECTH JI0 30U TKY TOIIIO.

3. IIpobmemu 3abe3meueHHs comiaabHOi Oe3meku kommoHeHTiB CEK. [lo HHMX HajnekaTs:
PO3pO0JICHHS 3aKOHOAABCTBA, sike peryiroe 3acrocyBaHHs CEK 1 BU3Havae Mopsaok po3CiigyBaHHS Ta
MOKapaHHs 3a TMOpYIIEHHS iX Oe3MeKW; NPHHIUIKA 1 MpaBuia Takoi opraHizaiii o00CITyroByBaHHS
kopuctyBauiB y CEK, sika 3MeHIyBana 0 pu3uK MopynieHHs 0€3MmeKH CUCTEM 1 T. 1.

4. Tlpobnemu 3abe3neucHHs eruuHoi Oe3neku CEK. MokinBo, KOMYCh 11¢ BUAACTHCSA HE TaKUM
BKJIMBHM, ajie 0arato (axiBI[iB yBa)KalOTh, 110 B 3a0e3neucHHi Oe3neku CEK yumaiy posib BimirparmTh
nuTaHHS (GOPMYBaHHS B KOPUCTYBadiB MEBHOI JIUCIHMILUIIHM, a TAKOK (HOPMyBaHHSI KOHKPETHHX €TUYHUX
HOpPM, OOOB’SI3KOBHX JIJIsl BUKOHAHHS BCiMa, XTO TIPAIlOE 3 KOMII IoTepaMu. Hampukiaa, HeonaBHO
excrieptin HamionaneHoro HaykoBoro ¢oumy CIHIA 3pobunm cnpoOy CTBOPUTH CBOEPITHHHA “KOAEKC
noBeninku” ¢axiBus y chepi IC, 30kpema cucTeM eNeKTpoHHOI kKoMmeplii. BkasyBasocs, 110 HeeTUYHUMHU
MOTPIOHO BBaXkaTh OYAb-sKi HABMHCHI a00 HEHaBMHUCHI ii, 5Ki:

1) nopyuyTh HOpMaJIbHY POOOTY KOMIT FOTEPHHX CHCTEM;

2) BHKJIMKAIOTh JOJATKOBI BUTPATH pecypciB (MAIIMHHOIO Yacy, JiHil mepeaadi Tolo);

3) pyiiHYOTH IUTICHICTS iH(GOpMaIii, 10 30epira€Tbcs W 00POOISIETHCS B KOMII FOTEPHUX
CHCTeMax;

4) mopyUIyIOTh IHTEPECH JICTaJbHUX KOPHCTYBAUIB;

5) BHKIMKAIOTh HE3aIUIAHOBAHI BHUTPAaTH pECypCciB Ha BEICHHS [OJAaTKOBOTO KOHTPOIIIO,
BITHOBJICHHS TpaIe3aTHOCTI CUCTEM, BUIAJICHHS HACTIIKIB MOPYIICHHS OC3IIEKH CUCTEM Ta IH.

Sx BummBae 3 BusHaueHHs [C, 30kpemMa CcHCTEM eNEKTPOHHOI KOMepIlii, OCHOBHHMH il
KOMIIOHCHTAMH € amapatHi 3aco0H, MaremMaTh4He (30Kpema TporpaMHe) 3a0e3nedeHHs 1 JaHi

(indopmarris).
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TeopeTHyHO iCHYE JIHIIIE YOTUPH TUIH 3arPO3 JUIS [IMX KOMITOHEHT !

8  nepepusanns — Tpu TEpEPUBAHHI KOMIIOHEHT CHCTEMH BTpaydaeThCs (HAMPUKIIAJ, YHACITIIOK
BUKpAJICHHS), CTA€ HEJOCTYNMHUM (HAPUKIAMI, YHACTIIOK OJOKYyBaHHS — (i3MyHOro abo JoriyHoro) ado
BTpayae mpaie3aaTHICTh;

8  nepexonnennsa — nesika TpeTs HEABTOPHU30BaHA CTOPOHA OTPHMYE IOCTYI 1O KOMIIOHEHTA.
[MpuknagaMu epexorieHHs € He3aKOHHE KOIiIOBaHHS MIPOrpaM i JaHWX, HEaBTOPU30BAHE UNTAHHS JTAHUX
3 JiHi{ 3B’ 13Ky KOMIT' IOTEpHOI MEPEKi TOIIIO.

8  mooughikauia — nesxa TpeTsT HEABTOPU30BaHA CTOPOHA HE TUIBKH OTPUMYE JOCTYI IO
KOMIIOHEHTa, aJie 1 MaHiny/aoe HuM. Hanpukian, MonugikaiisMyd € HeaBTOPU30BaHa 3MiHa JaHUX y 0a3ax
JaHWUX a0o B3araii y Qaiiiax KoMI I0TepHOT CHCTEMH; 3MiHA aIrOPUTMIB POrpaM, 110 BUKOPHCTOBYIOTHCS
3 METOI0 BHUKOHAHHSI JEAKOI JTOJATKOBOI HE3aKOHHOI 00poOkH. IHOmI Moaudikallii BUSBISIOTECS JOCHTH
MBUAKO (SIKIIO HE Biipasy), aje OUTbII TOHKI 3 HUX MOXYTh 3QJIMIIATHCS HEBUSBICHUMH TPUBAIHI Yac;

8  nidpoOnenna — TIOPYIIHUK MO)KE JOMATH MIEIKHM (DaabIIUBHIA MPOIEC OO0 CHCTEMH IS
BHUKOHAHHS TIOTPIOHUX HOMY, ajie He BpaXOBaHUX CUCTEMOIO il a0o minpobieHi 3anucu y (aiiam cucremMu
yd IHIMX KopucTyBadiB. Hampuknan, 3Harouu ¢opmar 3anmcy B (aiiili, Ha OCHOBI SKOTO y Ballii
opraHizailii HapaxOBYEThCS 3apIljiaTa, MOKHA 3aHECTH B 1€ (ailyl miapoOHUit 3ammc.

TakuMu € OCHOBHI TEOPETHYHI MPUHIIUIM, HEOOXIAHI JUIs MOAAJIBIIOr0 BHUKIAIY BCIEl MpoOiieMu
3abesneuenns Oeznexn CEK.

st 3a0e3rneueHHs BKa3aHUX MPHHIMIIB HEOOXIJHO Ha eTami MpOeKTyBaHHS abo BHOOPY cHCTEM
SNEeKTPOHHOI KoMepIii copMyTIoBaTH BUMOTH JI0 3a0e3MeUeHHs] pexuMy iH(opMamiiHoi Oe3nekn mpu
peanizanii GyHKIIH 1 3a7a4 CHCTEM €JISKTPOHHOI KOMEpIIil, a TAKOX PO3pOOUTH KOHIEMNIIito moaituku Ib.
[Ipu 11bOMyY mics CKIaJaHHS CIUCKY (YHKIIH 1 3aa4 CUCTEM EJIEKTPOHHOI KOMepIlii Tpeba BU3HAUUTH
BHUMOTH JI0 3a0e3nedeHHst pexumy Ib nipu ix peanmizanii. Lli BuMoru ¢popmyroTbcst B TepMiHax;

8  JIOCTYNHICTS;

§  1iTicHICTB,

8  koH(ImeHIIHICTS.

Pospobka konuenmii monmituku Ib moumHaeThes micas BuOOpY BapiaHTa KOHIICMIT CHCTEM
CJICKTPOHHOI KOMEpIIii, 110 CTBOPIOETHCS/BUOMPAETHCS 1 MPOBOAUTHCS HA OCHOBI aHANi3y TaKUX TPyl
YUHHHKIB!

§  mpaBOBi i TOrOBIpHI BUMOTH;

§  Bumoru J0 3abe3nedeHHs pexumy Ib 3a GyHKIISIMY 1 331a4aMH CHCTEMH €IICKTPOHHOI KOMEPILiT;

8§  3arposu (Kjacu pU3MKiB), IKUX 3a3HAIOTH IHPOPMAIIiiHI pecypcH.

YHacniaok aHamizy GopMyIrOrThCS 3araibHi Noja0KeHHS 1B, 10 CTOCYIOTHCS CHCTEM €IeKTPOHHOT
KOMEpIIii 3arajoMm:

§  mimi i mpiopuTeTH, SKi Iepeciiaye opratizaiis y coepi Ib;

§  3arajbpHi HAMPSAMHM B AOCATHEHHI UX ITiIEH;

8  acnekru mporpamu IB, siki MOBUHHI BUPIIIyBaTHCS Ha PiBHI BCi€T OpraHi3aitii;

8  mocamoBi ocobu Ta ix 060B’ A3KM 111010 peaizaii mporpamu Ib.

[Motim po3pobisieTbest nomituka Ib, sika mependavae Taki eramnu:
aHaJIi3 PU3HUKIB;

BH3HAUCHHS BUMOT JI0 3aC00IB 3aXHUCTY;

BHOIp OCHOBHUX PIIlIEHb I110/10 3a0e3rneucHHs pexumy Ib;
po3po0sIcHHS MJIaHIB 3a0e3reueHHs Oe3nepebiitHol poOOTH opraHi3alii;
JoKyMeHTanbHe odopmitenns nomituku IB.

AmHaui3 pu3MKiIB niependavae BUBYCHHS Ta CHCTEMaTH3aIlio 3arpo3 Ib, BU3HaueHHsS BUMOT 10 3aC00iB
3abe3neyeHns Ib [15] i 3mifiCHIOETBCS TAKMMH €TaraMH:

§  BuOIp €JICMEHTIB CHCTEMH €JICKTPOHHOI KoMepiii Ta iH(OpPMAI[HKX pecypciB, IS SIKHX
MPOBOAUTUMETHLCS aHAI3;

w W W W W

§  po3poOIICHHS METOMOJIOTIT OLIHKH PH3HKY;
§  amaii3 3arpo3, BU3HAYCHHS CIA0KHUX MICIIb Y 3aXKCTi;
§  aHaui3 i OLiHKA PU3HUKIB.
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Bubip eseMeHTIiB cucTeMHu eJeKTPOHHOI KoMepuii Ta iHdopMauiiiHuX pecypciB, 1Jsl SKHMX
NpOBOAMTHMETHCA aHaJi3. Ha npoMy erami BUOMPAIOTHCS KPUTHYHI €IEMEHTH CHUCTEMH 1 KPHTHYHI
iHpoOpMaIiitHl pecypcH, sIKi MOXYTh OyTH 00'€KTaMH aTakd abo caMi € TOTSHLIHHUM JDKEepernoM
nopymeHHs pexumy 1b [5-6].

Po3po6ennst MeronoJiorii oninku pu3uky. Ha mpomy erami moBuUHHI OyTH OTpHMAaHI OIIIHKH
TPAaHUYHOAOIYCTUMOI'0 Ta iICHYIOUOT'O PU3HKY 3MIIHCHEHHS 3arpo3H MPOTATOM TIEBHOTO Yacy. B imeani mis
KO)KHOI 13 3arpo3 OJEp)KYeThCS 3HAUEHHS WMOBIPHOCTI ii 3MIMCHEHHS MPOTArOM IEeBHOro dacy. lle
JIOIIOMArae CIHiBBIHECTH OILIIHKY MOXKJIMBOTO 30MTKY 3 BUTpPAaTaMH Ha 3axUCT. Ha mpakTuii 1ist OLIbIIoCTi
3arpo3 HEMOXIMBO OTPHMATH JIOCTOBIPHI JaHi MPO HWMOBIPHICTH peajizaimii 3arpo3d i JOBOIUTHCS
OOMEXYBaTUCh SIKICHUMH OIliIHKaMH. Y pPO3pOOJICHHS METOMOJNOril OIIHKKM PH3HKY MOXYTh OyTH
BHUKOPHUCTaHI METOJI CUCTEMHOT'0 aHai3Yy.

AHaJi3 3arpo3, BU3HAYeHHA CJA0KUX Micub y 3axucTti. DopMyeThCs J€TaNbHUIA CIIUCOK 3arpo3,
CKJIQJIA€THCSI MATPHIIS 3arpo3/eJIeMEHTIB CHCTEM ENIEKTPOHHOI Komepilii abo iHdopMamiiHuX pecypcis.
KoxHOMY eleMeHTy MaTpHill BiJIOBIJa€ OMMC MOMKJIMBOTO BILIMBY 3arpo3d Ha BIIMOBIAHUN €TEMEHT
cucreMu abo iHdopMalifinuii pecypc. Y mporeci CKIagaHHS MaTpPHUIll YTOYHIOETHCSA CIIMCOK 3arpos i
BUJIIJIEHNX €JIEMEHTIB.

AmHani3 i oninka pusukis. Lleit eran nependayae Taki KPOKH:

8  OIiHKYy 30WMTKYy, IMOB'sA3aHy 3 peaizaifiero 3arpo3. OIHIOEThCS 30MTOK, SKHH MOKE HAHECTH
JISTBHOCTI OpraHizallii peaiizaifisi 3arpo3 Oe3neKr 3 ypaxyBaHHSM MOXJIMBHX HACHiJKIB IOPYIICHHS
KOH(IACHIIIMHOCTI, ILTICHOCTI 1 JOCTYITHOCTI iH(hOopMaIlii;

§  OmiHKY BHTpaT Ha 3aXO[H, IOB'sA3aHi i3 3aXMCTOM 1 3aJMIIKOBOrO pu3uKy. IlomepenHbo
OLIIHIOIOTBCS MPsIMI BHTpPaTH 3a KOKHHUM 3aX0A0M 0e3 ypaxyBaHHS BHTpaT Ha 3axOiM, IO MarTh
KOMILIEKCHU I XapakTep;

§ anami3 BapricTh/edeKTHBHICT. BuTpatH Ha cucteMy 3axucty iHdopmaliii HEOOXiaHO
CHIBBIJJHECTH 3 IIHHICTIO iH(pOPMAIIii, 1[0 3aXMIIAETHCA, H IHIIKMX 1H(OPMAIIHHUX PEeCypCiB, 10 3a3HAIOThH
PHU3HKY, a TAKOXK 13 30MTKOM, SKUN MOKe OyTH HaHECEHUI OpraHizallii yepe3 peaizallio 3arpos.

YHaCIiIOK aHali3y YTOUYHIOIOTHCSA JOMYCTHMI 3aJIMIIKOBI PH3UKHA 1 BHTPATH IIOAO 3aXOIiB,
MOB’ I3aHUX 13 3axuWcToM iH(popMallii, i TTOTIM poOOIATHECS BHCHOBKH PO JOMYCTUMI PIiBHI 3aJHUIIKOBOTO
PH3UKY 1 TONUIBHICTH 32CTOCYBAaHHS KOHKPETHUX BapiaHTIB 3aXUCTY. 3a pe3ylibTaTaMu IPOBEAEHOT pOOOTH
CKJIaJIA€ThCS IOKYMEHT, 10 MICTHTD.

8  mepeniku 3arpos IB,

§  OIHKK PHM3MKIB 1 PEeKOMEHAaIii MO0 3HIDKCHHS WMOBIPHOCTI 1X BHHHKHEHHS 1 3aXHCHI
3aX0/1, HEOOX1IHI JJIs1 HeWTpali3yBaHHS 3arpo3.

®opmyBaHHS 1ijeil Ta aHATI3 OTPUMAHUX HAYKOBHUX Pe3yJibTATIB

IMoBTOpeHHs1 He3ajieKHMX BUNPOOYyBaHb y Tekcri. [Ipu mocmimkenHi mexanizmiB 3arpos b
pe3yJabTaTH OKPEMOI OI[IHKK PU3UKIB 1 peKOMEH Ialliii He MalOTh BEIMKOI0 3Ha4YeHHs. BuBUeHHS B3aeMoIil
CHUCTEMH, HOPMHU Ta CHUTYyallil CEKCIUTIKYEThCS 3a JIOIIOMOIOK Mojeiell Teopii HMoOBIpHOCTEH, sKi
nepen0avaroTh 3/IICHEHHST MacoBOTO CKCIIEPUMEHTY, Y SKOMYy oOfHa i Ta cama 3arposa Ib (momis)
MOBTOPIOETHCS Oararto pasiB. L{i BunmpoOyBaHHS, 110 MOBTOPIOIOTHCS, YTBOPIOIOTH CEpii, B KOXKHIN 3 SKUX
nojtist 3'sIBISIEThCS a00 He 3’ ABJISETHCS TEBHY KUTBKICTh pasiB [4-5]. Bubip Tiei uu iHIIOT Mojeni onucy
OI[IHKH PU3HUKIB 3aJIGKHUTh Bijl MOOYJOBH IMOBIPHICHOTO BHIIPOOYBaHHS 1, 30KpeMa, BiJl opraHizailii Bubopy
3 MePEeNIiKy OKPEMHX HOro OUHUILb.

IMoBTOpHA/Ge3m0BTOPHA BUOiIpKa. Po3risiHeMo Takuii enemeHTapHuil npukiaa. Hexaii 3 mepemiky
3arpo3 Ib B3sro N momii, cepen skux N HeOE3MEUHUX 3 CEPUO3HUMH HACIIAKaMH Ta IM He3HAYHKX 3arpo3, i

- k
KOKHA 3 TIOii BigOyBaiach Ha MEBHOMY MPOMDKKY 4dacy X pasiB (i =1k, k=n+m, N =3 x ); noxii
i=1
BiIOynHcs 0e3 MeBHOT B3aEMO3ISKHOCTI, TIEPIOANYHOCTI Ta 4eproBocTi. JlOCIiKeHHS BUITPOOYBaHb, sKi
MOJISITAlOTh Y aHalli3i BUKOHAHUX IMX TOAIH Ha MEBHOMY MPOMDKKY Yacy, MOXYTh 31HCHIOBATHCH 3a
JIBOMa CXeMaMH.
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3a ymoBamH Mepiioi cXeMH KOXKHA BHKOHAHA IMOJisl paxyeThCs TAKOO, IO MOXKE ITOBTOPUTHUCH
4yepe3 JCSKHH 4ac, MICHS TOro SK y MPOTOKONi (IKCYyeThCS pe3yNbTaT KOXHOro BUMpoOyBaHHA. [Ipu
KO’)KHOMY HACTYITHOMY JIOCTI/DKEHHI BUTIPOOYBaHHS MMOBIPHOCTI MOSIBH TOT UM 1HIIOT MO/IT 3aHIIAIOTHCS
uesminamvu. (Lli #imoBipHocTi Bimmoinmo nopismrorote /N Ta MVN.). VimoBipHicHO-30rpo3nuBHil
EKCIIEPUMEHT, KUK Omepye 3 HacHiIkaMi B3a€EMHO HE3ISKHUX BUNPOOYBaHb, Y KOXKHOMY 3 SIKUX MOl
3arpo3 30epiraroTh CBOi 0€3yMOBHI HMOBIPHOCTI, HA3UBAETHCS HOGHOPHOIO GUOIPKOIO.

IMpu peamizamii gpyroi cxeMd BUKOHAHI TMOMAII BBaXAIOTHCS TaKUMH, IO IOBTOPIOIOTHCS.
VMoBipHicTh MOsBHU Tiel un iHIIOI OJIiT y KOXKHOMY HACTYITHOMY BUIPOOYBAHHI 3a]IeKHTh BiJl pe3yIbTaTiB
noriepeHix BunpoOyBanb. OTrke, MU MaeMo crHpaBy 3 3aJIKHUMH BUIPOOYBaHHSMH, a HMOBIpHICThH
pe3yabTaTy KOKHOTO 3 BUIIPOOYBaHb € YMOBHOK. EKCIIEpPUMEHT, SIKUI ONEpye 3 MOCIIIOBHICTIO 3aJICKHUX
BUIPOOYBaHb, y KOKHOMY 3 SIKUX PE3YJIbTATH MalOTh YMOBHI HMOBIPHOCTI, HA3UBAETLC O€3108MOPHOI0
(abo 6e3 nosepnensv) subipkoio.

PeanbHuit IMOBIpHICHO-3aIpO3ITUBUI EKCIIEPUMEHT MO)KE OyTH 3IIMCHEHHH SK 3a JIOMOMOI'0I0
MTOBTOPHOI, TaK i 3a 0IoMOroro 6e3moBroproi Bubipku [9-10].

Tpu cxemu He3ale:KHUX BUNPoOyBaHb 3arpo3. st nocmimkenHs 3arpo3 Ib Ta oniHroBaHHS
PHU3UKIB BUKOPHCTOBYETHCSI METOJ CepiiiHOro criocrepexenHs. CyTh HOro monsrae B TOMY, IO OJWHHII
3arpo3 BHOUPAIOTHCS 3 (HiKCOBAHOIO TIEPENIiKY IPYITO0: HAIPpUKIaI, mo 3-5 3arpo3 (momiit) Tomro. OuHmuIIi
3arpos, sKi yTBOPIOIOTh CEPil0, He 000B’ I3KOBO MOBMHHI OyTH 3AiMCHEHI OJHA 3a OIHIEID, BOHU MOXYTh
OyTH BUKOHaHI 1 yepe3 MeBHUI YacoBHH iHTEpBAI.

[lpu po3B’'sByBaHHI 0araThOX TEOPETHYHMX Ta IHKEHEPHUX 33734 4YacTO TIOTPIOHO 3HATH
HMOBIPHICTh TOSIBH Ti€l 4M IHIIOT KITBKOCTI MEBHUX OJWHHIBL 3arpo3 y cepii. Skmio BHpoOyBaHHS
PH3UKIB, SIKi YTBOPIOIOTH CEPil0, PO3TIISAAIOTHCS SIK HE3aJEKHI, TO MU MOXKEMO 3JIMCHIOBATH HEOOXiqHE
MPOrHO3YBaHHSA 3a JOINOMOIOK PO3pPOOJICHUX Yy Teopii HMOBIPHOCTEH TPHOX CHCTEM HE3aJICKHUX
BHIIPOOYBaHb: NPOCMOL, NOIIHOMIANILHOL Ta NYACCOHIBCHKOL.

Ilpocma cxema mnepenbadae TIIBKM JIBa pPe3yJbTaTH JIOCHINYy: MOSABY a0o He MOsBY O3HAKU A.

[MpuknagoM Takoi cXxeMH € MOBTOpHA BUOipKa 3 mepeniky 3arpo3 Ib Hebesneunux (A) i He3HAYHUX (K)
ITOJIH.

Y noainomianvhii cxemi BUIpoOyBaHHS Ja€ HE JIBa, a JACKUIbKa Pe3y/IbTaTiB. 3a II€I0 CXEMOIO 3ikc-
HIOETBCS, HAIIPUKIIAJI, EKCIICPUMEHT, KU moisrae y BuOopi 3 nepeniky 3arpo3 Ib moaiil Tprox BHUIIB: 3
HEOE3MCUYHUMU HACTIIKAMH, 3 CEPEAHIMM HACTIIKAMH Ta He3HAYHHX.

3a nyaccouiscbkoio cxemoro HE3aISKHI BUNPOOYBaHHS 3IIMCHIOIOTBCS BITHOCHO JCKLTBKOX
CYKYIHOCTe# (repepuBaHHsl, epexoruieHHs, Moaudikaiis, miapodka), y KOKHIi 3 SIKHX 03HaKa Ma€ pi3HY
HMOBIipHiCTb. TOMy WMOBIPHICTh pe3yNbTaTy PH3HKY 3MIHIOETHCS aJEKHO BiJ TOro, BIIHOCHO SKOI
CYKYITHOCTI TIPOBOUTHCS TOCHI.

MaremaTHyHa MOJIENTb PU3HKIB, 3a SIKOIO 3JIIHCHIOETHCS MPOTHO3YBaHHS PE3yJIbTATIB MPOCTOI CXEMH
BUIIPOOYBaHb, € OCHOBOIO JUIsl MOOYJOBU IHINMMX IMOBIPHICHHX MOJENEH, 30KpeMa 1 THX, KOTpPi IIHPOKO
BHUKOPHUCTOBYIOThCS Y IOCHIJPKEHHI Mepenmiky 3arpos Ib.

IIpocra cxema He3ane:xkHux BunpooOyBanb. ®opmyna Bepuysuii. [Ipumyctumo, mo B aeskii
CHCTEMH EJIEKTPOHHOI KOMEPIIil MOXKIIMBI BUKOHAHHS N 3arpo3, CBOEIO Yeproro, € M Hebe3neuyHnx 3arpo3 i
N-M He3HayHUX. 3a CXEMOI IMOBTOPHOI BUOIpKM mnpoBoguThess N He3aleXHHX BHIPOOyBaHb, SIKi
MOJISITAlOTh Yy TOCHIOBHOMY BWITaJIKOBOMY BHKOHAHHI 3arpo3d 3 IMepemiKy MOXIHBHX. [loTpiOHO
BHU3HAYHTH HMOBIPHICTH TOJil, SIKa MOJSATae B TOMY, IO cepex 3aificHennx N 3arpo3 piBHO X BUSBUTHCS
HeOE3MeUHUX, IPUYOMY MTOCTIAOBHICTh CIIiyBaHHS HEOE3MeUHOT 1 He3HAYHOI 3arp03 HE Ma€ 3HAUCHHS.

BBaskatimeMo TosiBY HeGe3MeYHOT 3arpo3u MoIiero A, a mosiBy HesHauHOI — nogiero A . BuzHaunmo
HMOBIPHOCTI TOSIBM HEOE3MEUHOT Ta HE3HAYHOI. 3a KIIACHYHUM O3HAYEHHSM HMOBIPHOCTI MaeEMO:

P(A)=myn=p, P(A)=(n- m)/n=q.

Tenep 3HaiieMo HMOBIpHiCTh TOro, 1o nmpu N He3aneKHUX BUMPOOYBAaHHSIX TOmis A 3'SIBUTHCS
PIBHO X pasiB, SKIIO WMOBIPHICTh TOSBU M€l MOJIl MPH KOXHOMY OKpPEeMOMY BHUIPOOYBaHHI crana i
JIOPiBHIOE P.
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JA7ist bOro CKIIAZEMO BCi MOXKJIMBI CXEMH, SIKi YTBOPSATBH TOCIIOBHICTh 3 MOSBH X pa3iB momuii A Ta

N - X pasis venosiBu 1iei moaii, Tooto AAK A A AKA . 3a TeopeMoro MHOXEHHsI HMOBIPHICTh TIOABH
. N- . . . . . o
KOXHOT CXeMM CTaHOBUTh P(" *, a KiIbKICTh TAKMX CXEM JOPIBHIOE KUTBKOCTI cronyk 3 N eleMeHTiB 1o

X, To6To C . 3Bifcu BUILTHBAE, 10 WMOBIPHICTH MOSBU mofil A piBHO X pasiB y cepii N He3adexHUX
N y

BUITPOOYBaHb CTAHOBHUTH
N!
R()=Cipg=— = p g M
N N '
(N - x)!
ne p+q=1. 3ayBaxumo Takox, 1mo HWMoBipHOCTI (1) JOPIBHIOIOTH BIAMOBIIHMM 4IEHaM PO3KIAIy 3a
. N
(dhopmysior0 OiHOMa BHpasy (q + p) .
3a pomomororo Bupasy (1), skuii HasHBaeThCS popmynoro Bepuynni, i 3AIHCHIOETBCA IMOBIpHICHE
MPOrHO3YBaHHS PE3yJIbTATIB 3a MPOCTOK CXEMOIO HE3aJeKHUX BUIIPOOYBaHb.
Yci MOKITUBI HecyMicHI MK coOoro pesyiabTatu N gocmiis nossiratots y nosisi 0, 1, 2,..., N pasis
moxii A. Tomy cyma Bemuumn (2.1), sKi € OKpeMHMH 3HaueHHSIMH HmoBipHOcTel mpu X=0, 1, 2, ..., N,
nopieHioe 1:

N N
a PR (x)=acipq**=(q+p)" =1.
x=0 x=0

Posnoxin iimosipHocreit Py (X)=C,)\(I P gV mpum x=0, 1, 2, ..., N HasuBaeThCs GiHOMiaNbHUM

po3nodinom (a0 GiHOMIANLHUM 3AKOHOM PO3NOOLLY) HMOBIPHOCTEH.

Yacro, mob onepkath IOCTATHHO JOCTOBIPHI pPe3yJNbTaTH, JOBOJIUTHCS MPOBOIAMTH BEIUKY
KUIBKICTh He3aleKHuX BUIPoOyBanb. [Ipu 1ibomy Benmunan N Ta X MOKyTh OyTH 1OCTATHBO BETMKUMHU,
0 pOOUTh OOYHCIICHHS 3a MIOHHO OMUCAHOK CXEMOIO JY)KE BAXKHUMH. Y TaKUX BHIAAKAX OOYUCIICHHS
nMoBipHOCTEH P, (x) 3IIMCHIOETHCS 32 HAOMMKEHUMH (POPMYIIaMH.

IHkonmu i po3B’ si3yBaHHs iH(pOpPMAIliiHOI 3ama4di HeO0OOB'S3KOBO BH3HAYATH BCI MMOBIPHOCTI
nosieu wiei moxii 0,1, 2,K, N pasis. J[ocTraTHRO BKa3aTH HAHIMOBIPHIIITY KiIBKICTh MOSB Ili€i MOi.

PosrisiHeMo BiAmOBiAHY cxemy. 3i 30iibleHHsIM X BenudnHa B (X) 3pocTae, i mpu aesKoMy X, (BOHO
HA3HBAETBCS MOOAIbHUM 3HAYEHHAM) JOCATAE CBOrO Haiibinpmioro 3xaueHHs P (Xo) [Micnst poro 3i
30inbIIeHHsIM X HMOBipHicTE P (X) crajiae.

IIo6 BM3HAYMTH MOJAlbHE 3HAYCHHA X,, POSIIAHEMO HoBediHKy GyHkuii By (X) MOCIZIOBHUM

HOPIBHSHHSAM JIBOX CYCIIHIX wieHiB posnoainy. Hexait B (Xo) — HaHOUIbIIE 3HAYEHHS WMOBIPHOCTI Y
posmoziti (1). Toai BUKOHYIOTBCS Taki 1B HEPIBHOCTI:

PN(XO' 1)£PN(X0)’ PN(X0)3 PN(XO +1)- )

[Mepenuimemo nepiry 3 HepiBHOCTEH (2) y BUTIISII

Rbo) _ Crpeg™™ _(N-x%+lp, .,

Pul-1) Cripigh ™ xg ©

3aMiHMBIIM B OCTaHHI# HepiBHOCTI ( Ha P - 1, omepxumo
X £Np+p. (4)

AHaJoriuHo, 3aMMCaBIIIn APYTry 3 HepiBHOCTEH (2) y BUTIIS
RO +2) g™t (N-x,)p (5)
Pul) — Crpeg™™ (Lo
OZIEPKHMO

% * Np+p-1. (6)

006’ exuyroun (4) ta (6), OTpUMyEMO MTOABIHHY HEPIBHICTH
Np+p-1E£X,£Np+p. (7
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3Hal04u MOJIaIbHE 3HAUEHHS X, BU3HAYA€EMO MOTPiOHI HaM IMOBIPHOCTI OIHOMIaIbHOIO PO3MOLTY.

OOGuncieHHs X MOYMHAETHCS 3 BU3HAYCHHSI MAKCHMaIIbHOI HMOBipHOCTI P (X0 ):
NI
N-
) peq . )

P —CrpogNr =
W (%) =CYp*q N

OOuuCIIeHHST peINTH WMOBIPHOCTEH 3MIMCHIOETHCSA 3a TaKUMU PEKypEeHTHHMH (HOpMyJIaMH, IO
noOynoBaHi Ha BukopucTanHi Bupasis (3) Ta (5):

npu X <X,
- Xo q a
P -l)=—2—— =P ,
N(XO ) N-(Xo-l) 0 N(XO) :
_ %-1 g '
P -2)=— ) —— 2P, - 1),
N(XO ) N-(XO-Z) 0 N(XO ) Zii
LLLLLLLLLLLLLLLLy (9, a)
+2 !
PN( Xemin +1) hx%@ ( min +2)’.:.
- +1 q '
P nin__ —
N(Xmln) N X pXP (Xmln +1) Ib
npu X > X,
p a
R (% +1)= 5 Xfxa P, (%), |
Ry +2)= " 0P )|
LLLLLLLLLLLLLLLLLL l/ (9, 6)
N - -2 !
I:)N (Xmax - ): %xgﬁ:h (Xmax - 2)’:
N - (X - 1) P '
P =— > M7
N(Xmax) X0+1 XEXPN( 1)’ Ib

3
e X, 3 0Tax  £N.

MoainomianbHa cxema. Skmo BUMPoOyBaHHS PHU3WKIB Ma€ JEKUIbKa pe3yibTaTiB, TO IX

iMOBipHiCHE TIPOTHO3YBAaHHS 3MIHCHIOETHCS 3a JOTMOMOrOK ITONIHOMIaNbHOI CXeMH. i MaTeMaTHyHa
MoJIeTb Oyy€eThCs TaK.

[IpumycTuMo, IO AesIKe BUIPOOYBaHHs PM3MKY MOKE MaTh OAMH 3 K pi3HUX MMONApHO HECYMICHUX
pesymsratie. A, A, ... A.. VIMOBIipHiCTb KOXHOTO 3 HHX IIO3HAYMMO BIAMOBIIHO HYepes P(A&): P,

P(AZ) =P, P(A<) =p,. Ockineku mnomit A +A +L+A € nocrosipHooo,  TO
p, + p, + L+ p, =1. 3xilicuumo N HezanekHUX BUIIPOOYBaHb 1 BU3HAUYMMO HMOBIPHOCTI TOTO, IO HOJis
A 3'sButhes X, pasie, momist A, — X, pasis,..., momist A — X, pasis, ze X, + X, +L.+X =N.
Bkazanuii pe3ynabTaT OJCPKYEThCS PI3HUMH NUIAXaMH, KOXKHHHM 3 SIKHX BIIAIOBIiZa€ Pi3HUM
IepecTaBlIeHHAM X, pasiB pesyasraty A, X, pasiB pesymsraty A, ., X, pasie pesymsraty A, .

MOBIpHICTh TOSBM KOKHOI Takoi KomGiHauii mopiBaioe P;*p,2 L p. 3aranbHa KinbkicTs Takux
xomGiHauil nopisuioe 106yTky CUC 2 L C*, sKkunii mpuBOANTHCS 10 BUpasy
N!
XXX !
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3Biacu ogepxkyemo, mo npu N He3alneXHHX BUNPOOYBAHHSAX HMOBIPHICTH OfepiKaTH X, pasiB

pesymsrat A, X, pasiB pesyabrar A, ,..., X, pasiB pesynsrar A mopiBHIOE

NI

Py (%, %5, K, %) = xpepe L p, (10)

XXX !

k
ne 0£Xi£N,aé.Xi =N.
i=1
YV yacTkoBOMY BHIAJKy, komu K =2, maemo
NI X X
PN (X1a Xz) = PP

X !X,

Bpaxosyroun, mo X, +X, =N, a p, + p, =1, i no3nagaroun X, gepe3 X, X, —gepe3 N- X, p, —
yepes P,a P, —dyepe3 (, IpUXOIUMO A0 BUpasy

N! X -X X X - X
PN(X):mp g *=Cipq"”,

T00TO 110 hopMynm BepHyIui A1t MPOCTOI CHCTEMU CXEMH HE3aIeKHUX BUIpoOyBaHb. OTke, popmyra
BepHyti € yacTHHHUM BUnaakoM criBBiaHomeHHs (10).
Sk 1 mpocTa cxeMma, OJIIHOMHA cXeMa BUKOPHCTOBYETHCS y TOBTOPHUX BUOIpKaxX PU3HKIB 32 YMOBH,

mo Benmynan N, X XZ,K, X, HE nyxe BENIMKI. 3a IHX YMOB BUKOPUCTAHHS PO3IJISIHYTOI CXEMH A€

HiHHY iH(OpMAIlif0 HEe TUIBKH JIsi WMOBIpHICHOI 1MOOYIOBH aNTOPUTMIB CHCTEMHOTO aHAI3y IEpPeNiKy
3arpo3 Ib B cucremax enexktponHoi koMepitii. Lli anropuTtMu 1al0Th TAKOXK 3MOTY BU3HAYUTH ONTHMAIBHY
MOCTIZIOBHICTh OI[IHKA PHU3HMKIB Ta MPOBEACHHS PEKOMEHIAIM 100 3HUXKCHHS HMOBIPHOCTI iX
BUHUKHEHHS 1 3aXMCHI 3aX0/I1, HEOOX1/IH1 JIUTsl HEHTpali3yBaHHS 3arP0O3 B CHCTEMaX EIEKTPOHHOT KOMEpIIii.

IMyacconiBebka cxema. VY mpaktuii [b yacto A0BOIUTBCS MaTH CHpaBy 3 TaKOK CYKYIHICTIO
3arpos, y sKii TpaH3akiiii, mo i CKJIaJalTh, HAJIEXKaTh J0 PI3HUX TUIIIB 3arpo3. OCKUIbKH IEpeTiK 3arpo3
Oy/IyIOTbCSl, BUXOJSYM 3 PI3HHX HOPM, TO KOXXHA OJMHHIIS 3arpo3 Mae€ B KOXXHOMY IIEpeIiKy CBOIO
anpiopHy HMOBIPHICTb. Y MiICYMKY HMOBIPHOCTI MOSIBM Ta HE MOSBU IEBHUX OJMHMIIL MIHSIOTHCS BiX
JOCIITY 10 JOCIAY B CHCTEMaX eIEKTPOHHOI KoMepIIii.

Taka cuTyairis, 300pakeHa Ha PUCYHKY, OMHMCYETbCs cxemoro Ilyaccona. ®opManbHe OmaHHs 1€l
CXEMH IPYHTYETHCS HA TAKUX MIPKYBaHHSX.

Hexait 3nilicHioeThess N He3asie)kHUX BUMPOOYBaHb, Y KOXKHOMY 3 SIKMX MOXE 3 SIBUTHCH abo He
3’ IBUTUCH momis A. ﬁMOBipHOCTi mosieu moxii A B 1, 2, ..., N BUIpoOyBaHHSIX BIAMOBIAHO JAOPIBHIOIOTH

P, P, K, Py, a #iMoBipHOCTI 1i HenosiBu gopisarorors ¢ =1- p,, ¢, =1- p,, gy =1- p, . MoxHa
MOKa3aTH, MO HMOBIpHICTh TIOSBHU pe3ynbTary A B cepii 3 N BUIpoOyBaHb piBHO X pa3iB CTAHOBUTH
Py ()= PP, Py K PG K Gy + P10, P K01 Py + L+ 00,05 KOl Py P2 K Py - (1)
Otxe, moTpiOHA WMOBIPHICTH € CYMOIO BCiX MOXIUBHUX JOOYTKIB, Y KOKHOMY 3 SIKHX P 3 PI3HUMH
iHIeKcaMu MiCTHTBCS PIBHO X pa3iB, a (3 pisHumu ingekcamu Bxoauts N - X pasis.

CyKynHicTb 3arpos

Ilyacconiecvra cxema nosieu CykynHocmi 3aepo3 ingopmayitinoi besnexu
6 cucmemax eneKmpoHHOI Komepyii
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[Io6 yrBoputH Bci MoxiuBi H00yTkHM 3 X HmoBipHOcTeit P, Ta N - X iimosipHOCTEH ()

(i =1 2,K, N), YTBOPHUMO 100YTOK GiHOMIB
A
(@+pt) (+p )L (ay+py )=Q(a+np t), (12)
i=1
ne t — neskuii JOBUTBHMIA apaMeTp.
[TepeMHOXMMO OIHOMH 1 3BE€IEMO OIIOHI YWICHH, TOMI OJCPKUMO PIBHICTh

A N
Ofa+pt)=a Rt
i=1 x=0
y kil koeditienT npu t* € Hi wo inme, sk Bupas (11).

Po3kpuemMo nyXKH y JiBi 4YacTHHI PIBHOCTI W 3BEAEMO MOMIOHI WICHH, TOMI OTPUMAEMO BCI
iimoBipHOCTI P (0), Py (1), Py (2), e Py (N), KOTpI BUCTYIAIOTh y POJIi Koe(illieHTiB, BiAMOBIAHO, IPU

%, t2, .tV Cyma Bcix itmoBipHOcTell P (X) nopismioe 1.
N
[o)
a Pu(x)=1.
x=0

3okpema, sikmo P, = P, =K=p, =p, ¢, =09, =K=q, =q, maemo

N
(a+pt)* =a Cipg" ",
x=0

3Bimku BUIUMBae ¢opmyna bepuymni. Cxemy Ilyaccona, sik 1 ABI momepenHi CXeMH, IOIUIBHO
BUKOPUCTOBYBaTH B BUIPOOYBaHHI PHU3HKIB TOJi, KOIIM MH MOXEMO OpraHi3yBaTH MOBTOPHY BHOIpKy, a
BennurHU N Ta X He IyXKe BeNuKi.

Bu3znauenHsi BHUMOI 10 3axoAiB 3axucty i BHOIp OCHOBHUX pillleHb 11010 3a0e3medyeHHs!
pexumy IB. BusnaueHnst BuMor /1o 3aco0iB 3axuCTy nependayac Taki eTamm:

§ ®opmymoBanHs Bumor 1o Ib, anamisyroun ¢yskmii i 3amaui IC 3 ypaxyBaHHSM MPOBEICHOTO
aHani3y pusukis. Bumorn 5o 1B hopmyiiotoTeest B TepMiHax GyHKILIH 1 MexaHi3MiIB Oe3eky,;

8 Bubip mnpodimo 3axmcty (KIacy 3aXHINEHOCTI CHCTEMH  EIEeKTPOHHOI KOMepIi  Bix
HecaHkiionoBaHoro gocrymny (HCJ)).

Y BuOOpi OCHOBHUX pillieHb 11010 3a0e3MeueHHs pexumy Ib CTpyKTYpyeThCsl KOMILIEKC 3aXO0/iB 3a
PIBHAMHU:

8§ aaMiHicTpaTHBHOMY (3a0e3meueHHs po3poOKH 1 BUKOHaHHs nporpami 1B);

8 opranizamniiinomy (oprasizaiiis poGOTH IIEPCOHANY 1 perjaaMeHTaris Horo ii);

8§ mporpaMHO-TeXHIYHOMY (IPOrpaMHO-TEXHIYHA peati3allis MeXaHi3MiB Oe3neKn).

Ha apminictparuBHoMy piBHi 3a6e3neuenns Ib noBunHI OyTH BUpoOIIeHi:

8§ cucTeMa MIATPHUMKM KEPIBHUIITBOM OpraHizailii 3axoiiB moA0 3abesmeueHHs Ib, BUKOHAHHS
MPaBOBHX 1 ToroBipHUX BUMOT y ctepi Ib;

8 mporiemypa JOBEACHHS 0 BioMa CIIBPOOITHHKIB OCHOBHHX MOJOKEHBL KoHienmii Ib, BumMorn
L1010 HABYaHHS NepcoHaly npaswiaMm Ib;

8§ crcTeMa KOHTPOJIIO 3a peaji3alicro IPHHHATHX PillleHb 1 BiAMOBiIaIbHI TIOCaI0BI 0COOH.

Ha opranizauiiinomy piBni 3a6e3neuyenns Ib MatoTs OyTH po3rIsSHYTI:

8 opraHizamiiiHa CTpPyKTypa CiIy:KOM, [0 BiAmoBimae 3a 3abesmeuenust pexkumy Ib, posmomin
000B’ I3KiB;

8§ KOMIUTEKC MPOQITAKTHIHUX 3aX0/iB (MornepeKeHHs MOsSBH BipyCiB, MOMEPEKEHHS HEHABMUCHUX
T, SIKi TIPU3BOAATH 10 mopymieHHs IB);

§ oprani3aiisi IOCTYIy CIiBPOOITHUKIB CTOPOHHIX OpraHi3alliii 10 pecypciB CUCTEMH €IIeKTPOHHOT
KOMEpILii;

8§ opraHizaris JOCTYIy KOPUCTYBAYiB i TEPCOHATY 10 KOHKPETHHX PECYPCiB CHCTEMH €JIEKTPOHHOI
KOMEpILii;

8 MoMiTHKA MO0 OKPEMHX ACIEKTiB. BiAaJeHWH IOCTYNl OO0 CHCTEMH EIEKTPOHHOI KOMeEPIIii,
BUKOPUCTAHHS BIIKPUTHX pecypciB (Hampukiaa, [HTepHET), BHKOPHCTaHHS HecepTH()IKOBAaHOTO
nporpamuoro 3abesneuenns (I13) Toro.
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Ha mporpamuo-Texniunomy piBHi 3a0e3neuentsi Ib po3risnaioThCst IporpaMHO-TEXHIUHI 3aCO0H,
SIKi peai3yroTh 3aJaHi BUMOTU. SIKIIO BUMOTH (hOPMYJIFOBAJIMCS B TepMiHax (yHKIIii (cepBiciB) Oe3mekw,
PO3IJISIIAI0TECS MEXaHi3MU Oe3MeKH i BIAMOBIAHI M BapiaHTH MPOrpaMHMX 1 amapaTHUX peajizamiii [16,
17]. Sxmo Bumoru QopmymoBaiucs 3a migcucremMaMu IC, poO3IIsSAAlOTBCS BapiaHTH IPOTrPAMHO-
amapatHOi peamizamii ux migcucreM. [li yac po3rsioy pi3HUX BapiaHTIB PEKOMEHIYEThCS BPaxOBYBAaTH
TaKi acIIeKTH:

§ ympaBJIiHHS AOCTYIIOM J10 iH(pOpMAIlii i cepBiciB, BpaXOBYHOUYH BHMOIH JI0 PO3MOALTY 000B’ S3KiB i
pecypcis;

8 peecTpaliist oIl y )KypHAJIi 3 METOIO IOIEHHOTO0 KOHTPOIIIO a00 CITEI[iaIbHIX PO3CIiyBaHb,

8 mepeBipka 1 3a0e3medyeHHs IUTICHOCTI KPUTHYHO BaXKIMBHX JaHWX HaA BCIX CTagigx ix
OIpaIlOBaHHS,;

§ 3axuCT KOH(DIACHIIIMHUX JaHUX Bill HECAHKIIIOHOBAHOTO JJOCTYITY, 30KpeMa BUKOPHCTAaHHS 3aCc00iB
mudpyBaHHS;

§ pe3epBHE KOMiOBaHHS KPUTHYHO BAXKIMBUX JIAHUX;

8 BiTHOBJIEHHST POOOTH CHCTEMH EIEKTPOHHOI KOMEpINii ITCNIA BiJIMOB, OCOONHMBO JUIA CHCTEM 3
MiIBUIICHUMH BUMOTaMH IIOJI0 JOCTYITHOCTI,

§ 3aXMCT BiJf BHECEHHS HECAHKI[IOHOBAHUX JOIOBHEHD 1 3MiH;

§ 3a0e3meueHHsT 3aC00iB  KOHTPOJIIO, HAMPHKIAA, 3a JOMOMOrOK BHKOPUCTAHHS TIporpam y
BUOIPKOBOMY KOHTPOJII Ta aJbTEPHATUBHI BapiaHTH NPOrpaMHOro 3abe3neueHHs Ui MOBTOPCHHS
KPUTHYHO BXKJINBUX OOUUCIICHD.

BucHoBKH i nepcrneKTHBH NOJAIBIINX HAYKOBUX PO3BiIOK

Jiis 3a0e3mneueHHs 3aXuCTy iHpopMallil eJIeKTPOHHOI KOMEpIii HEOOXIAHO 1 JOCTaTHRO, 1100 3MiHa
CTaHIB CHCTEMH CIIPUYHMHSIIA TUIBKH iX O€3MEUHICTh, SKIIO IMOYAaTKOBUN cTaH OyB Oe3nedyHuM. ChOrojHi
3aXUCT iH(OpMaIlii, MPeICTaBICHOI B €ICKTPOHHOMY BHUIJIAI, BiJ TaKMX METOJIB BIUIMBY. 3aIlUTIB Ha
YATaHHS, HA 3amuc, Ha Moau(ikamio, Ha CTBOpeHHS 00’ e€kra Oe3 30epekeHHS Y3ro/PKEHOCTi, Ha
3HUIIEHHS, HA 3MiHY CBOT'O ITOTOYHOI'0 PiBHA 3axucTy. s edekTrBHOrO 3aXUCTy iHpOpMAIl B cUcTeMax
CJIEKTPOHHOI KOMEpIlii BHKOPHCTOBYIOTH IMpOrpaMHO-arapaTHI 3aco0M 3axHCTy IIporpamMHoro 3a0es-
MEUCHHS BiJ] HECAHKI[IOHOBAHOT'O JIOCTYIYy 1 KOMiIOBaHHA. ABTOpaMH 3alpONOHOBAHO MPOTHO3YBAHHS
pe3ynbTaTiB MACOBUX BUIPOOYBAaHb PH3HKIB B CHCTEMaX EIEKTPOHHOI KoMepilii. Taki MporHo3u MOKH 10
MOXHA 3/IIHCHIOBATH CTOCOBHO MOBTOPHHX BHOIPOK, CIIMPaIOYKCh HAa KJIACHYHE O3HAYCHHS WMOBIPHOCTI,
TOOTO 3a YMOBH, IO JOCIiJ 3IiHCHIOEThCS BIIHOCHO TMOPIBHSIHO OOMEXKEHOi 32 00CSATOM CYKYIHOCTI
00’ extiB. Taka cutyanis 3yctpiuaerbes y Ib mopiBasHO pinko. Haitvacrime Ib noBonuThes MaTh cripaBy 3
0e3MOBTOPHOI0 BHOIPKOIO, SIKa JOCIIIKYE OJWHUIN 3arpo3, MO PiKO 3yCTPidaroThCs. 3a TAaKUX YMOB
PO3MOiT HMOBIPHOCTE#H MOsBY 3arpo3u (MOIii) MiAmopsIKOBY€EThCS TIEPreOMETPUIHOMY 3aKOHY.
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