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Y crarTi aBTOpPHM PO3KPHMBAIOTH CyTh iHGOpPMaNiliHOI BiliHH, aKIIEHTYIOTh YBary Ha OCHOBHHX PO3YMIiHHSIX ILOI0
¢enomeny. Haronomeno, mo B HaykoBiii jiteparypi indopmaniiina BiiiHa TpakTyeTbes, 30KpeMa, fIK. CYNEPHHUTBO B
indopmaniiino-ncuxonoriuniii cdepi 3aa8 BIVIMBY | KOHTPOJIIO HAJX pecypcamu; iH(popManiiHuii BIJIMB HA NPUAHATTS
NMOJITHYHNUX pPillleHb; CyJacHHH KOHQUIKT, AKUH NMPUTAMAHHUI /IS €NOXH NMOCTiHAYCTPiaJbHOIO CYCHiIbCTBA;, KOH(DIIIKT,
SIKAW mependadae BHKOpPHCTaHHA iHQopMmamiiiHoi 30poi Ta in. Tpakryroum indopmaniliny BiliHy 3 mo3mmii
KOH(IIKTOI0TiYHOr0 MiaXoxy, aBTOPHU 3'ACOBYIOTH BiMiHHOCTI Mi:k iH(popMmaniiiHOI0 BiiiHOI0 i TAKHMHU NOHATTAMH, AK
«TICHXO0JIOTiYHA BiifHAa», <3OpoiiHMi KOHQIKT», «kiOepBiliHa», «kibepTepopu3mM», «Mepe:keBa BilfHA», <XaKTHBIi3M».
BuokpemiieHo ¢y0 ekTiB Ta 00 exTiB iHdopmaniiinoi Biiinu, BuaijieHo pi3HOMaHiTHI (opmMu iHdopMaNiiiHNX NPOTHCTOAHD.
ABTOpH XapaKTEepPU3YIOTh OCHOBHI Nl iHQOpMaNiiiHUX BOEH. KOHTPOJIL iHgopMamiiiHOro nmpocropy; 3axucr indopmanii;
indopmaniiini aTaku Ha cynepHHKa; MiABHIIECHHSA ¢)eKTHBHOCTI 30POHHMX CHJI TA iH.

3Ha4yHy yBary 3BepHEHO HAa aHaJi3 iHdopmaniiiHoi 30poi. ABTOpH BHOKPEMJIIOIOTH ii OCHOBHI XapaKTEPHCTHKH Ta
nepeBaru NopiBHAHO 3 TPaAuLiiiHOI0 30po€0, KOHKPeTHi ¢popmu ii Bukopucranns. Ilokazano BigmMiHHOCTI Mizk 000pOHHOIO
Ta HACTYNAJbHOI iHQopManiiiamvu BiliHaMu. Bugineno ocHoBHi npuHounu edexruBHocTi iHGOpManiliHUX BOEH,
30KpeMa. NPUKJIAJAHHA MAKCHMYMY 3yCHJIb 331 PO3IIMpeHHs iHdopmaniiiHoro mpocropy 3i 30epe:KeHHsIM KOHTPOJIIO;
3ailicHenHsl iH)opMaNiiiHOro BIVIMBY Ha HailypasjuBimi ejeMeHTH iH(opMamiiiHOI cMCTeMHM NPOTHBHMKA; 3/iliCHEHHSI
nporudii Ta KoOHTpAii iHdopmamiiiHoMy BIUIMBY Bopora Ta 3MEHIICHHs cdepH HOro mNOIIMPEHHS; 3aCTOCYBaHHS
KOMIUIEKCHOT0 miaxoxy mix 4ac dopmyBaHHs crparerii indopmaniiinoro mnporuGopcTBa (MOETHAHHSI MeTOMIB
indopmauiiinoi BiiiHU 3 eKOHOMiYHMMH, BiiiCbKOBUMH, MOJITHYHUMH TA iHIIMMH YHHHUKAMH).

Kuouosi ciioBa: ingpopmayiiina siiina, ingpopmayiiina 30post, kongrikm, xibepsiiina, ingpopmayis.
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In the article, the authors reveal the essence of information warfare; focus on the basic understanding of this
phenomenon. The article acknowledges that in the scientific literature information war is interpreted, in particular, as
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rivalry in the informational and psychological spherefor the influence and control over resources; informational influence
on making political decisions, a modern conflict that isinherent in the post-industrial society era; a conflict involving the
use of information weapons, etc. By characterization of information warfare from the standpoint of the conflict-based
approach, the authors find out the differences between the information warfare and such concepts as “ psychological
warfare’, “armed conflict”, “cyberwarfare’, “cyberterrorism”, “ network warfare”, “ hacktivism”. The subjects and objects
of information warfare and various forms of information conflicts ar e distinguished. The author s describe the main goals of
information wars: control of information space, information protection, informational attacks on an opponent, increasing
the effectiveness of the armed for ces, etc.

Considerable attention is paid to the analysis of information weapons. The authors distinguish its main
characteristics and advantages compared with conventional weapons, the specific forms of its use. The differ ences between
defensive and offensive information wars are shown. The basic principles of the effectiveness of information wars are
highlighted, in particular: maximum effort is made to expand the information space with preservation of control;
implementation of information influence on the most vulner able elements of the enemy's infor mation system; realization of
counteraction to the informational influence of the enemy and reduction of its sphere of distribution; application of an
integrated approach during the formation of a strategy of information confrontation (a combination of methods of

infor mation war fare with economic, military, political and other factors).
K eywor ds: information warfare, information weapon, conflict, cyberwarfare, information.

Conflicts are an integral part of the functioning of
human civilization. However, if in the previous epoch the
concept of conflict was associated with armed
confrontation and human casualties, in the era of the
development of post-indudtrial society, which a priori is
information society, a theoretical rethinking of the
essence, place, and role of conflict in human relationsis
taking place. In particular, it refers to the concept of
«information war», which has not yet received the proper
theoretical justification but has become an attribute of
modern  international  relations.  Moreover, the
understanding of the aforementioned concept is
complicated by the absence of not only a single
interpretation of the phenomenon, but also by the use of
such concepts as “network war”, “cyberwar”,
“cyberterrorism”, “hybrid war” etc. This requires not
only a conceptual study of these concepts but also a clear
differentiation of them.

For Ukraine, the sdlected issues are extremey
relevant, because our state is in a status of undeclared
war with Russia, which is largely an informationa
confrontation in its essence. Therefore, the research of
the problem of information war will enable not only to
more clearly define the features of this phenomenon but
also to develop effective mechanisms for counteracting
Russian aggression against Ukraine.

The problems of the information war were
engaged by such foreign scholars as V. Belonozhkin,
I. Vasylchenko, A. Gor, D. Denning, A. Edelstein,
R. Clarke, V. Korovin, A. Manuilo, S. Rostorhuiev,
E. Toffler, M. Trebin, M. Troitskyi, V. Tsyhanov and
others. Among the domestic researchers, it should be
noted such scholars as |. Valiushko, I. Denysenko,
E. Mahda, O. Merezhko, G. Pocheptsov, G. Sasyn,
T. Chukhlib, P. Shpyha, and others. They explored the
essence and features of the information war, the goals,
and principles of its implementation. At the same time,

the lack of a unified interpretation of the concept of
"information war", its newest and dynamic nature
requires a more detailed understanding of this
phenomenon, ascertaining its role in  moden
international relations.

The aim of the article is to carry out a political
andysis of information warfare at the present stage.

The phenomenon of information influence, as
well as information thrests and confrontations in the
socio-human sciences, is the subject of research by many
scholars. It is also worth noting that the concept of
“information warfare’, as well as the derivatives of it
definitions (“informal confrontation”, “informal and
psychological warfare», “informal influence’,
“information and psychological operation” etc.), appears
to be rather unspecified in the theoretical terms and not
fully developed and worked out in relation to its
functional purpose.

Asiswel known, the term “information war” first
appeared during the Cold War — the confrontation
between the Soviet Union and the countries of Western
Europe and the USA in the 1970s. It is worth drawing
attention to the work of the former US Vice President,
Nobel Laureate, Albert Arnold Gore Jr., who called the
information war as an attack on the mind. In his work
“Attack on the Mind” emphasizes the role of information
influence on the adoption of palitical decisions, as well
as the peculiarities of behavior and reaction of
individuals to the «information boom» from the side of
interested parties [T'op 2008].

It is clear that during the interpretation of
information warfare as one of a variety of conflicts, this
concept should be considered, first of all, through the
conflictological paradigm. In this context, it should be
noted that the change in social formations also changed
the classification of wars. In particular, one of the authors
of the concept of “information civilization”, American
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sociologist Elvin Toffler, divided the development of
society into “three waves’, namely:

» wave 1 — agrarian society. This wave was
characterized by the concept of “power”.

» wave 2 — an industrial society. This wave was
characterized by the concept of “wealth”;

» wave 3 — post-indudrial society. This wave
was characterized by the concept of “knowledge’.

Based on the theory of the scientist, during the
agrarian society, those who showed their strength came
to power, in theindustria society — those who owned the
material property, and aready in the post-industria
society — those who owned knowledge, intelligence, and
the main thing — information [Toddrep 2003].

So, in the modern third wave of post-industrial
society, the wars acquired completely different
characteristics and forms. Key properties of such wars:
information becomes a weapon in the conduct of war;
space isincreasingly being mastered; computerization of
management takes place [ Ienncenko 2008; 214].

History gives a lot of examples of wars that are
significantly different among themsdves by means,
methods, objects, and subjects. Information warfare also
has many differences from other forms of wars. That is
why, in our opinion, it is worthwhile to consider the
difference between information warfare and other types
of wars.

Each type of war is directed at a certain type of
space. For the traditiona type of war (armed
confrontation) the main objectiveisthe physical space. If
this is psychological war than the main objective is the
cognitive space. For the information war, the main
objective is an informational space. The difference
between these types of wars is aso the time values.
Physical space, which is the purpose of the traditiona
war, needs an instant reaction. The information war
requires, in turn, a daily plan of action. At that time,
psychological warfare requires planning of action for
decades [TTouemnios 2013].

The main difference between the psychological
warfare and information isthat the psychological warfare
is primarily a whole range of means and methods that are
aimed at influencing a person and his consciousness in
order to change his views, thoughts, value orientations,
stereotypes, norms, established stereotypes, mass senti-
ment and public consciousness in general. Information
influence is directed not only on the public consciousness
but also on the image of the Sate, its computer systems,
decision-making systems, systems for the dissemination
and use of information resources etc. [Yyxumi6 2004].

The differences between the armed conflict and
the information war are not only the target space,
methods, means, but aso the presence of defeat: the

defeat in information warfare, compared with armed
confrontation, is almost impossible.

Regarding this issue, a lot of discussions arose in
political science, but if it is logical to proceed from the
fact that both the traditional and the information
confrontation are wars, then the defeat, as in any
confrontation, should be on one side. The information
war has only one difference from the traditional war — a
type of weapon. So, if the type of weapon used in these
types of wars is different, then the signs of defeat should
be the same.

If we take into account the traditional war, the
signs of defeat in such a confrontation may be such
effects as the reduction of armed forces, the loss of part
of the territory, political dependence on the winner, the
removal of technol ogy-intensive technol ogy, the death or
emigration of a part of the population, the destruction of
industry and payment of indemnity etc. [Pacropryes
2003: 155].

As for the defeat in the information warfare, one
can digtinguish the following features:

* Injury of the information system, change or 1oss
of its eements and substructure units. Such
transformations and smplifications in the system make it
safe for the enemy.

* Performance of tasks in the area of interests of
the winner. The system processes only the data that it
receives from the winner.

* The defeated system takes over the algorithm of
the winner system's operation. The system is directly
absorbed by its structural units and elements, that is, the
structure in general [Pacropryes, 2003: 155-156].

As we seg, in general, for the losing party, it does
not play an important role in which war it has lost — in
the traditional form of the war, or in the information. The
digtinction between these two types of wars is the
culmination. If we are talking about information warfare,
then there is no definite end. If we are talking about the
traditiona form of war, then the culmination, in this case,
is most likely to be in the form of signing a peace
agreement. In addition, the winning party will not refuse
to control the information system of the defeated party
both through material and security benefits.

If we are taking about such concepts as
cyberwarfare, cyberterrorism, network warfare, hack-
tivism, so for each of these activities there are its distinct
characteristics from information.

Network wars differ in the fact that they are not
conducted by armed or other means, but by network
organizations. That is participants in the network warfare
use network organizations, doctrines, drategies, and
technologiesthat aretypica of the present-day information
era. Network warfare can also be seen as the organization
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and conduct of hacker attacks, as well as the spread of
computer viruses in the information and communication
systems and enemy databases [Koposun 2009].

Today, the most dangerous kind of crime is
cyberwarfare. Many scholars give a variety of definitions
to this notion. Some of them identify the cyberwar with
computer confrontation on the Internet. Ukrainian
scientist O. Merezhko defines cyberwarfare as techno-
logical and informational tools and methods that are
carried out through the Internet to cause damage not only
to the enemy's information security, but also to the
military, economic, technological, and politicad [Me-
pexko 2009].

The wel-known magazine The Economid, in
turn, characterizes cyberwarfare as the so-called fifth
wave of forms of war [Cyberwar 2010]. Alan Richard
Clark, a wel-known American palitician, and anti-
terrorism expert describes this concept as penetration into
computer systems and networks of an opponent of one of
the participants in the confrontation, namely the state, in
order to damage or destroy them directly [Clarke 2010].

Ukrainian scientist V. Topchiy under cyberter-
rorism understands a deliberate, motivated attack on
computer systems, networks that contain and process
information for certain political purposes.

Hacktivism is the use of computers and computer
networks to achieve certain political goals. Hacktivism is
a fairly controversial term with many definitions. In
general, the word meant direct eectronic actions aimed
at social change by combining program skills and critical
thinking. However, hacking is now defined as a crime
that is destructive, harmful, dangerous and undermining
Internet security as a technical, economic and palitical
platform [Denning 1999].

In genera, information warfare differs from other
activities by the fact that it exercises its influence on the
consciousness of people; on information and technical
systems of different scale and purpose; on systems of
formation of public consciousness; on decision making
systems, on systems of formation and functioning of
public opinion. While other types of activities direct their
influence on a certain category: psychological warfare
affects peopl€'s consciousness, cyberwarfare — on com-
puter networks through the Internet, network wars — on
information and communication systems, cyberterro-
rism — on computer systems and networks, hacktivism —
on information systems through computers, computer
networks, and the Internet [I{piranos 2007: 65].

Information warfare is a deliberate action to
achieve information advantage by causing damage and
detriment to information, information processes and
information systems of the enemy. Hence it turns out that
the purpose of the information war is to inflict an attack
to protect itself or defeat the enemy [Benonoxkun 2009].

The main component of the information war is
information weapons. It is difficult not to agree with
those authors who consider information weapons more
dangerous than nuclear ones because these types of
weapons have different goals of harming. More
importantly, the information weapon has a distinct
offensive character, because the effect of the information
strike has a preventive nature. Offensive nature of
information weapons largely determines the subject of

information warfare and immediatdly  alows
declassifying an aggressor. Offensive information

weapons can in some way measure the potential of
aggressiveness if you determine the amount of
information that is broadcast from one participant of the
information confrontation to ancther.

Information weapons are defined as information
that serves as the main weapon for victory and damage to
the enemy. One of the advantages over other types of
weapons is its intangible value. One American president,
namely Richard Nixon, once said that one dollar spent on
propaganda is more important and will give more than
ten dollars that were invested in weapons. Since this one
dollar will be used and put into action immediately, those
ten dollarswill till be waiting [Edelstein 1997].

Another advantage of information weapons is its
latent character. In the information theory, there is the
principle of secret and invisible use of this weapon,
which is explained by the fact that the subjects of the
information war can hurt the enemy hidden and invisible,
which complicates the nature of interactions in
information wars [Bacunenko 2010]. This implies that
information warfare can be carried out independently,
that is, without the use of traditional means and methods
of armed struggle, and in combination with other types of
hostilities.

The quality of information possessed by the
parties to the confrontation directly affects their combat
readiness. For the readiness of the enemy, the influence
is exercised, for example, by destroying the
infrastructure, living power and technology, violating the
processes of information exchange infusing the
information systems of the enemy of their information.

From this point of view, the task of information
warfare — the impact on the enemy's information in order
to undermine his combat readiness, as well as protecting
own information from the enemy’s influence at the same
time. The information can act as an object of influence,
and as a weapon in information warfare.

An important point regarding information wars is
that such confrontations are generally perceived only as
an offensive and attack on an opponent. However,
information warfare can be both offensive and defensive.

The Defensive Information War is characterized
by actions aimed at protecting its own information
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systems and combat communication means from hogtile
attacks and attempted damage.

The offensive information warfare deals with the
degradation of information on the enemy's battlefield.
That is, those are the actions, means, methods, and
principles that are considered to be the definition of the
concept of information confrontation.

In addition to tools and methods, there are also
certain principles that guide participants in information
wars during their conduct or training. In generd, we can
highlight the following principles of the effectiveness of
information wars:

* Maximizing efforts to expand the information
space while maintaining control.

* Influence on the most vulnerable elements of the
enemy's information system.

* Counteraction to the informational influence of
the enemy and reduce the scope of its spread.

* Application of an integrated approach during the
formation of an information confrontation strategy. This
means the combination of methods of information
warfare with economic, military, political, etc. [Illnura
2014].

However, as scientists point out, the main
principle of conducting an information war is the
aggressor’s desire to continuoudy expand the controlled
information space, despite acceptable moral standards
and rules, deliberately violating all social restrictions and
moral principles [Bacunenko 2010].

With regard to the latest principle of conducting
information warfare, namely, the formation of a strategy,
it should be noted that the strategy is a certain action
plan, which is followed by participants in information
wars for the effective completion of the confrontation.
The development of the strategy includes not only the
identification of wvulnerable structural units of the
enemy's information system but also the outline of the
main means, methods, and principles of protecting the
information space in order to ensure the security of its
own information structure.

So we can conclude that the information has
become a new weapon, due to which it is possible to gain
victory in the war. Information warfare is not a new
phenomenon and its origins date back to the last century.
In the scientific environment, there is no clear definition
of information warfare. Due to the rapid development of
technologies, the modification of the means and methods
of information confrontation has begun, contributing to
the constant modification of the features and assertions
regarding this concept. Information warfare is a
systematic information impact on the entire information-
communicative system of the enemy and neutra statesin
order to create a supportive global information

environment for conducting any political and geopolitical
operations that provide maximum control over space.

Taking into account the fact that Ukraine became
the object of Russian military aggression, which also
includes an information component, the issue of Russia's
information war against Ukraine is forward-looking for
further research.
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