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Abstract: The next industrial revolution commonly known
as Industry 4.0 represents the idea of interconnected
manufacturing, where intelligent devices, systems and
processes exchange information, resources and artifacts to
optimize the complete value-added chain and to reduce costs
and time-to-market. Industrial software ecosystems are a
good example how the latest digitalization trends are applied
in the industry domain and how with the help of industrial
IoT applications the production process can be optimized.
However, the use of third-party applications exposes to a risk
the systems and devices part of the manufacturing process.
To address these risks a set of quality measures must be
carried out in the ecosystem. This paper presents the results
of a systematic mapping study carried out in the area of
verification and validation of industrial IoT third-party
applications. The goal of the study is to structure the
scientific landscape and to provide an up-to-date snapshot of
the current state of the research field.

Index Terms: industrial applications, industrial ecosys-
tems mapping, IoT, mapping study, quality assurance,
testing, verification, validation , third party

[. INTRODUCTION

Industry 4.0 is a name originally initiated in
Germany and commonly used to represent the fourth
industrial revolution. It addresses the latest trends in
digitizing manufacturing and production, which
revolutionizes the way how commodities and products
are created. The core concept behind Industry 4.0 refers
to the intelligent networking of machines and processes
for industry with the help of information and
communication technology [1], [2]. Thus, Internet and
the interconnectivity it offers between different systems,
devices and processes, constitutes the main driver of the
fourth industrial revolution. Another common term
related to that is Internet of Things (short: IoT). ITU
defines IoT as “global infrastructure for the information
society enabling advanced services by interconnecting
(physical and virtual) things” [3].

In the context of Industry 4.0 of particular interest
for machine vendors, manufacturers and software
providers is the possibility to connect devices from the
shop floor to cloud-based IoT platforms. The
combination of real-world production data and the nearly
endless resources provided by a cloud allow to get the
most of the production process. Using methods from the

data analytics, one is be able to optimize the production
process, predict more accurately downtimes and
schedule maintenance, just to name a few of the
application fields.

Therefore, it is not quite surprising that more and
more companies are keen on creating industrial
ecosystems or contributing to these. The industrial
ecosystems are one of the phenomena brought by the
digitalization age and one of the cornerstones of the
shared economy towards Industry 4.0.

There has been no consensus to date on the
definition of a software ecosystem. As per Messer-
schmitt and Szyperski [4], software ecosystem refers to a
collection of software products that have some given
degree of symbiotic relationships. According to Bosch et
al. [5], a software ecosystem consists of a software
platform, a set of internal and external developers and a
community of domain experts in service to a community
of users that compose relevant solution elements to
satisfy their needs. Jansen et al. [6] defines a software
ecosystem as a set of businesses functioning as a unit
and interacting with a shared market for software and
services, together with the relationships among them.
These relationships are frequently underpinned by a
common technological platform or market and operate
through the exchange of information, resources and
artifacts. This definition is also adopted by this paper.

Based on that, one can conclude that the major
characteristics of software ecosystems, witnessed also by
[71, [8] are:

o Business interests

e Common technological platform

e Common market for software and services

e Exchange of information, resources and
artefacts

e Relationships among the parties involved in the
ecosystem

While the common technological platform provides
the underpinning software base around which the
platform is built, the involvement in the ecosystem
depends on the business interests. They are on the other
hand usually driven by the value (both monetary and
non-monetary), which the information, resources and
artifacts being exchanged bring for the parties involved
in the ecosystem
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The items subject of exchange in a software
ecosystem are usually provided in a form of applications
or so called apps. The applications are software exten-
sions which provide additional services and functions.
They are published in the ecosystem’s marketplace
commonly known as app store, where interested users
can purchase them against a fee or for free. After that the
apps are installed on the end user’s device.

The more apps are offered in the marketplace, the
more additional services are available and the more
attractive the ecosystem is for all involved parties.
Therefore, modern ecosystems offer the possibility to
device owners and other interested parties to implement
and publish in the app store their own applications
known as third-party apps. The special thing about them
is that from platform provider’s and device owner’s
perspective, these apps are a piece of software code,
developed by another company or organization.

Thus, from a software quality perspective third-
party apps constitute a risk for both the ecosystem
platform and the device they run on. This is even more
valid for the industry domain, where the requirements
with respect to functional and non-functional require-
ments are higher than in the entertainment domain for
example. To address this risk all parties in an industrial
software ecosystem have to undertake certain quality
measures owing to the use of third-party apps.

Driven by the recent progress made in the area of
Industry 4.0, I believe this topic will become in the next
years even more important. In order to summarize the
current state of work and to identify gaps and needs for
further research, a study on the verification and
validation of third-party apps was undertaken.

There are different methods for structuring a
scientific research landscape. Two of the most common
methods are systematic literature review [9] and
systematic mapping study [10]. As stated by Petersen et.
al [10] both methods “differ in terms of goals, breadth and
depth” and “should and can be used complementary”. A
systematic map can be conducted first, to get an overview
of the topic area. Then the state of evidence in specific
topics can be investigated using a systematic review [10]
Mapping studies provide the summary of the results in a
visual form, a map, which eases the understanding of the
current state of work. This paper aims to provide an
overview of the results of this mapping study.

The reminder of this work is structured as follows:
Chapter II presents the current state of research. Chapter
III provides an overview of the research method used in
this study. Chapter IV discusses the results of the study,
while the major findings and conclusions are introduced
in Chapter V. Chapter VI presents the main threads for
validity and the last chapter summarizes the main
contribution of study and proposes topics for future work
in the research area.

II. RELATED WORK

To the best of my knowledge, there is so far no
published work providing an overview of the current state

of research in the area of verification and validation of
third-party industrial applications. Several mapping
studies have been published so far, but they all target only
single aspects of the research area subject of this study.

A. Garcia-Holgado and F. Garcia-Penalvo [11]
provide an overview of the software ecosystem domain
as a whole, while O. Barbosa et al. [12] aims to scope
the domain from three-dimensional perspective. F.
Fotrousi et al. [13] conducted a study on KPIs for
software ecosystems. The current state of research in the
area of requirements engineering in software ecosystems
area is reported by A. Vegendla et al. [14].

A. Fontao et al. [15] conducts a mapping study
focused solely on mobile software ecosystems
(MSECO). It has identified during the search for relevant
publications 268 records, which were reduced to 28 after
sanitization. The study helped to understand better the
characteristics and benefits of MSECOs and to gain an
overview of the available methods, tools, processes and
approaches in the technical literature with respect to
MSECOs.

Wortmann et al. [16] characterizes in his mapping
study on “Modeling for Industry 4.0” the state of the art
of model-based software engineering for smart factories.
His study has analyzed 1475 publications and out of
them has qualified 199 for classification. One of the
findings of his research is that “neither validation &
verification, nor the human factors crucial to the success
of Industry 4.0 or product modeling are investigated as
much as integration and digital representation”.

The aspect of verification and validation of appli-
cations is subject of talk by S. Zein et al. [17]. Out of
7356 studies they have identified 79 relevant empirical
studies and have mapped them according to a classi-
fication schema. Their study reveals several gaps in the
research area: need for eliciting early testing require-
ments, need for research in real-world development
environments, testing techniques for application lifecycle
conformance and mobile services testing, as well as
comparative studies for security and usability testing.

Although all of the above-mentioned studies are
related to the research topic subject of this study and
some of them have even addressed the verification and
validation aspect, none of them is focused in particular
neither on the third-party applications, nor on industrial
software ecosystems.

[II. RESEARCH METHOD

Systematic mapping study (SMS) is as per Petersen
et. al [10] a methodology that provides a structure of the
type of research reports and results that have been
published by categorizing them and gives a visualization
of its results, usually in the form of a map. This chapter
provides a step by step description of the SMS
methodology used to conduct the study.

A. THE SYSTEMATIC MAPPING PROCESS

The systematic mapping process consists of several
sequential steps. Every step of the process has a different
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purpose and outcome. The SMS starts with definition of
the research field and setting up the research agenda in
terms of a time frame, goals and available resources.
Then, one proceeds with definition of research questions,
search for relevant publications, publications screening,
keywording of abstracts and mapping. These steps are
the most essential ones and built the core of the process
as described by [10]. The current study showed that in
order to improve the quality of the search results, one

has to follow a systematic approach for the definition of
the research questions and for the definition of the search
queries. Therefore, compared to the process proposed by
Petersen et al. [10] the definition of the search strings is
highlighted as a separate step here. The systematic
mapping process ends with the reporting step. Fig. 1
provides an overview of the systematic mapping process
followed by this paper and the outcomes of every
process step.

PROCESS
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set up research agenda agenda agenda
Raise structured research Defineresearch | . e Research
guestions targeting the topic area questions questions
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Fig. 1. The Systematic Mapping Process

The remaining part of this chapter provides more
detailed information about the process steps and the
activities carried out there.

B. SET UP RESEARCH AGENDA

The research process begins with setting up the
research agenda and the frames of the study. This step
aims to detail the schedule of the study and to specify the
research field of interest, the persons involved in the
study, the available and required software licenses, the
overall goals of the study and the reporting format of the
results.

The research field for this SMS was set to
verification and validation of industrial IoT applications.
The was carried out from November 2018 to April 2019
and the goal is to structure the scientific landscape, to
characterize the current state of the research and to help
understand and compare the results in this field. The
results of the study were documented in the form of (i) a

map and (ii) a report containing a detailed description of
the findings.

C. DEFINE RESEARCH QUESTIONS

The definition of the research questions is one of
the most important steps in every study and has a major
impact on the results. Since the majority of the research
databases uses search engines supporting rudimental
queries, it is recommended to use a more systematic
approach for the definition of the research questions
(RQs).

As stated by Petticrew and Roberts [18] a good way
for defining RQs in the medical domain is to break them
down into population, intervention, comparison,
outcome and context. This structure is also known as
PICO or PICOC model. Kitchenham et. al [9] adapts
these criteria and proposes a mapping, which is suitable
for the software engineering domain. provides an
overview of this mapping.
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Following this structure, the research question of this study was built.
For every element of the PICOC model a corresponding phrase was
specified as in column “Root Term” in
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this study aims to answer.

Table 1. Then, the phrases were grouped together
resulting into the research question the study was aiming

The end result of this step is the research question

to answer.
Table 1
PICOC Model Elements and Root Term Definition
Criterion Description Example Root Term
Population People or artifacts affected by the Testers, managers, IT systems, Third-party Edge

intervention

Telecommunication companies, Small
IT companies, etc.)

applications

Intervention

Software methodology, techno-logy,
tool, or procedure addressing specific
issues

Requirements engineering, system
testing, software cost estimation, etc.

QA measures (for industrial
ecosystems)

Comparison | Software methodology, techno-logy, Requirements engineering, system QA measures (for mobile
tool, or procedure the intervention has | testing, software cost estimation, etc. ecosystems)
been compared to
Outcome Relevant outcomes Improved reliability, short time to Efficient approach for
market, etc. verification and validation
Context The context in which the comparison | Academia vs. industry Industrial context

takes place

Which quality assurance measures are required in
order to establish an efficient approach for verification
and validation of 3rd party edge applications in industrial
ecosystem context compared to applications in mobile
domain?

D. BUILD SEARCH QUERIES

The next step in the systematic mapping process is
the definition of search queries. They are used to search
in research databases for relevant articles, journals,
papers, scientific books and other publications
contributing to the research question.

The majority of the research databases usually
dispose search engines, which support and ease finding
the right records. These search engines receive as input a
string of words or phrases (so called keywords) which
they are able to interpret. Every entry in the research
database is checked against the search string and
matching entries are added to the hitlist with the search
results. Common search engines usually follow specific
notation consisting of keywords and operators
expressing the relations between the keywords

Table 2 provides an overview of the most common
operators used by the search engines. Please note that
this is not a comprehensive list and there might be
deviating operators depending on the research database.

Search queries have strong impact on the search
results and on the study itself. If a search string is too
generic the search results would be inaccurate and biased
by irrelevant publications. On the other hand, if the
search string is too specific, relevant publications might
be excluded from the hitlist, just because they did not
match in the exact same way the search string.
What’s more, using semantically varying search queries in

different research databases might lead to distinctive
results, which is also recognized as threat to the validity
of the study in Chapter VI.

To overcome this issue, it is useful to build a search
string with equivalent meaning to the research question
but omitting unnecessary expressions. The PICOC
model previously used to formulate the research question
simplifies this activity, too. First, for every term
corresponding to a PICOC criterion one should define a
set of related keywords. These might include synonyms,
spelling variations or other related terms. Then, in the
related terms are transformed with the help of logical
operators into interpretable logical expressions. Adding
operators allows to dedicatedly broaden the search by
considering synonyms or spelling variations or to narrow
it down by excluding specific terms.

The result of this process step is a search string,
which is designed to repeat semantically the research
question but it can be also easily interpreted by search
engines:

(“3rd party” OR ”third party”) OR (application*
OR app* OR edge application* OR “edge app*” OR
“mobile application*” OR “mobile app*”) AND

(test* OR “quality assurance” OR QA OR
verification OR validation OR “verification and
validation” OR “V&V” OR functional OR “non-
functional” OR NFR* OR qualities OR “quality
attribute*” OR “quality measure*”’) AND (approach*
OR method* OR methodology OR concept* OR
strategy OR “test strategy” OR process* OR test
process*” OR framework*) AND

(industrial OR ecosystem®* OR “industrial
ecosystem*” OR mobile* OR “mobile ecosystem*” OR
i0OS OR android OR edge OR “edge ecosystem™*”)




Systematic Mapping Study on Verification and Validation of Industrial Third-Party loT Applications 33

Table 2
List of logical operators commonly used by search engines in digital libraries
Operator Usage Example Outcome

AND This operator is used to narrow the search. | applications AND The search engine retrieves only unique
It considers only unique records containing | test records containing both terms
both terms. “applications” and “test”.

OR This operator is used to broaden the search. | applications OR The database retrieves all unique records
It considers either one of the terms or both | apps containing “applications” or “apps” or both
of them. - “applications” and "apps”.

NOT This operator is used to narrow down the | ecosystems NOT The database retrieves all records
search by excluding terms from the hit list. | ecology containing “ecosystem”, but not “ecology”.

* The wildcard operator serves as truncation | test* The search engine considers all unique
operator. Terms match if they begin with records containing the terms “test”,
the word preceding or following “testing”, “testable”, etc. but also words
the * operator. like “testimonial”, “testament”, etc.

) The parenthesis operator groups words into | (third party OR 3rd | The search engine looks first for all records
subexpressions, which can be also nested. | party) AND containing either “third party” or “3rd
Parentheses specifies the order in which the | (applications OR party” and then looks in the results for
expressions are interpreted. apps) “applications” or “apps”.

Table 3
Related terms used to build the search strings
Criterion Root Term Related Terms Search string
Population Third-party 3rd party, third party, application, (“3rd party” OR “third party””) OR ("application*”

applications

app

app, edge application, edge app,
mobile application, mobile app, IoT

OR ““app*” OR “edge application*” OR “edge
app*” OR “mobile application*” OR “mobile
app*” OR “IoT app*”)

Intervention

QA measures
(with respect to
industrial

ecosystems) qualities

Test, testing, quality assurance, QA,
verification, validation, V&V,
functional, non-functional, NFR,

“test*” OR “quality assurance” OR “QA” OR
“verification” OR “validation” OR “verification
and validation” OR “V&V” OR “functional” OR
“non-functional” OR "NFR*” OR “qualities” OR
“quality attribute*” OR “quality measure*”

Comparison

QA measures
(with respect to
mobile

ecosystems) qualities

Test, testing, quality assurance, QA,
verification, validation, V&V,
functional, non-functional, NFR,

“test*” OR “quality assurance” OR “QA” OR
“verification” OR “validation” OR “verification
and validation” OR “V&V” OR “functional” OR
“non-functional” OR "NFR*” OR “qualities” OR
“quality attribute*” OR “quality measure*”

Outcome

Efficient approach
for verification

and validation framework

Approach, method, methodology,
strategy, process, test process,

“approach*” OR “method*” OR “methodology”
OR “concept*” OR “strategy” OR “test strategy”
OR “process*” OR “test process*” OR
“framework™*”

Context

Industrial context

industrial, ecosystem, industrial
ecosystem, edge, edge ecosystem,
software, software ecosystem,
mobile, mobile ecosystem

“industrial” OR “ecosystem*” OR “industrial
ecosystem*” OR “mobile*” OR “mobile
ecosystem*” OR “i10S” OR “android” OR “edge”
OR “edge ecosystem™”’

Table 4

Search queries used to identify relevant studies

Abbr.

Search string

Database

Ql (“3rd party” OR "third party”) OR (application® OR app* OR mobile app*) AND
(test* OR “quality assurance” OR verification OR validation ) AND
(approach* OR method* OR methodology OR concept* OR strategy OR process* OR
framework*) AND (industrial OR ecosystem* OR “industrial ecosystem*” OR mobile* OR
“mobile ecosystem™*”” OR 10OS OR android OR edge OR “edge ecosystem*””)

ACM
arXiv

Q2 (“3rd party” OR ’third party”) AND (application OR “edge application” OR “edge app*” OR
“mobile application*” OR “mobile app*”) AND (testing OR “quality assurance” OR “verification
and validation”) AND (“industrial ecosystem”) Time range: 1994-2019

SpringerLink

Q3 (application OR app OR "edge application" OR "edge app" OR "mobile application" OR "mobile
app") AND (testing OR "quality assurance" OR "verification validation") AND ("industrial
ecosystem" OR "software ecosystem") Limit to: Computer Science, Engineering, Mathematics,
Decision Science, Medicine
Time range: 1994 — present

Scopus
IEEEXplore

Q4 "third party” application "industrial application" testing validation software ecosystem "industrial
ecosystem”

Google Scholar




34 Ivan Tritchkov

E. CONDUCT SEARCH IN RESEARCH DATABASES

The systematic mapping process continues with the
next process step, where the search string is used to
conduct search for relevant publications in research
databases. The search was applied to arXiv, ACM,
Elsevier / Scopus, Google Scholar, IEEEXplore and
Springer Link.

Since the databases use different search engines, it
was not possible to use the exact same search string as
defined in the previous step. As a result, the original
search string was modified to preserve on the one hand
its semantical meaning and to match on the other hand
engine characteristics like maximum number of
keywords, supported string notation or applicable search
fields to name a few. In addition to the search strings in
some of the digital libraries one is able to set further
filters limiting the time frame of the publications or the
discipline they address. Since, the concept of software
ecosystems is relatively new [19], the time range of the
search was set to consider publications published in the
last 25 years. Table 4 provides an overview of the search
query variations used with the corresponding research
libraries.

Performing the search, 307 publications were found
in the digital databases arXiv, ACM, Elsevier, Google
Scholar, IEEEXplore and SpringerLink. In order to find
papers remained unidentified by the search in research
databases, exploratory search was performed in Google
in addition to the systematic search. As a result, a total
number of 328 publications were identified for this

number of 284 unique publications were taken qualified
for further screening.

The second sanitizing step follows two basic
criteria: for inclusion and exclusion. The inclusion of a
study into the classification schema is based on the
inclusion criteria proposed by [16], which I found
suitable for this study. Table 6 provides an overview of
the inclusion rules:

Table 6
List of inclusion criteria
Inc'1u51'0n Rule Description
criteria

inl Peer-reviewed studies published in journals,
conferences and workshops

in2 Studies available in English or German

in3 Studies with full-text accessible
electronically

in4 From title, abstract and keywords is evident
that the publications are contributing to the
research question.

The exclusion criteria aim to eliminate from the
study duplicate records and records not contributing to
the research question. Therefore, considered should be
only publications (i) from the software engineering
domain, (ii) discussion about applications from the
ecosystem, cloud or edge computing domain (incl. third
party code), (iii) dealing with testing and quality and (iv)
addressing applications running on hardware devices. As
given in Table 7 for every one of these aspects a
corresponding exclusion rule is defined.

study. Table 5 shows a more detailed view on the search Table 7
results by digital library and search query. List of exclusion criteria
Table 5
Exclusion e
List of digital libraries considered in the study criteria Rule Description
. . Search | Nr. of exl Publication is not related to the software
Digital Library URL Query | Papers engineering discipline (e.g. publication deals
arXiv arxiv.org Ql 25 with ecosystems in ecology context).
ACM dl.acm.org Ql 37 ex2 Publication is from the software engineering
Scopus www.elsevier.com | Q3 119 domain but has no relevance to (industrial)
Google www.google.com n.a. 21 software ecosystems or cloud and edge
Google Scholar | scholar.google.co Q4 7 comPUtlflg~ _ _
m ex3 The main contribution of the publication is
IEEE Explore | ieeexplore.ieee.org | Q3 55 not in the area of testing and quality
SpringerLink link.springer.com | Q2 64 assurance. :
Total: 328 ex4 The publication deals with ecosystems,

F. SCREENING PUBLICATIONS

In this step all identified primary studies are
screened. This has a twofold sanitizing purpose: (i)
removing from the hitlist duplicate records and (ii)
removing records, which passed the search query, but are
not relevant to answer the research question.

As first sanitizing step the hitlist with all 328
publications identified during the initial search was
investigated for duplicate records. It revealed that 44
copies appeared in the hitlist of more than one digital
library. The detected records were marked as duplicated
and removed from the hitlist. In summary, a total

where the runtime environment of the
applications has no hardware dependency.

The exclusion and inclusion criteria were applied
on all abstracts and keywords of all records of the list
with primary studies. In some cases, where it was not
evident from the abstracts whether a publication was
relevant or not, the criteria were applied based on the
introduction and summary chapters. Further, publica-
tions whose full text was not able to be retrieved neither
from the digital library, nor by searching on the internet
or by contacting the authors, had to be removed from the
list of relevant papers, so that the study is not bias by
inaccurate classification.
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After the second sanitization step of the primary
studies, a total number of 232 of the 284 publications were
removed from the list of publications for classification. In
detail, 9 records were removed because they violated
inclusion rule inl, 101 publications were removed during
sanitization, because the full text was not available (in2),
and it was not evident from the abstract if they contribute to
the research question. From the remaining 174 records, 13
were removed, because they were not related to the
software engineering domain (exclusion criteria ex1). 85
publications were excluded because of ex2 and another 22
records, because of ex3. Only 2 publication was removed
following ex4. At the end, 52 publications qualified for the
next classification step.

G. KEYWORDING OF THE PUBLICATIONS

In the keywording step all relevant publications are
thoroughly investigated and classified according to a
classification schema. The schema itself is built towards
the process proposed by Petersen [10]. In a nutshell the
keywording is done by investigating the abstracts of the
relevant publications and looking for keywords revealing
the contribution of the paper. In the next step the
keywords extracted from different papers are grouped
together to develop a common understanding about the
nature of the research and its contribution. The
keywording process is depicted in Figure 2. Following
these steps, a group of 6 facets was defined. These are
shortly introduced in the remaining part of this section.

Update
Scheme

Classification

Scheme
Sort Article Into
Scheme

Systematic
Map

Fig. 2. Keywording schema [10]

Inspired by Wieringa et al. [20] every entry from
the list of relevant studies was classified based on the
types of research presented in Table 8. The “Publication
type” facet shown in

Table 9 classifies inspired by [21] the studies according
to the way they were published. Since books were not in
the scope of this study, no classification group for books

and book chapters was defined for this facet. The

“Contribution type” facet as given in Table 11 classifies

the publications based on the type of their contribution to
the research question. This classification is inspired by
[22] and give insights how the research question was
addressed by the identified studies. The “Focus area”
facet as per

Table 10 categorizes the studies towards the
disciplines from the software engineering. It aims to

provide information about how the contribution of the
publications maps to software development phases like
requirements engineering, architecture and design,
development, testing and quality assurance. Security is a
group of its own, because of the impact it has on
software ecosystems and third-party applications. The
categorization provided by this facet refers to the
software engineering disciplines, where the majority of
the quality assurance measures should be carried out
according to the current state of research.

Table 8
Classification schema by Research type
Research type Description
Evaluation Evaluates a problem or an implemented
research solution in practice incl. case studies,
field studies & field experiments.
Validation Focuses on investigating a proposed
research solution (through mathematical analysis,
experiments, simulations, prototypes).
Solution Novel or a significant extension to an
proposal existing technique.
Experience Report on personal experiences and/or
paper lessons learned from one or more real-
life projects in the topic area.
Opinion Everything else, which lacks preciseness,
Philos. paper including but not limited to conceptual
proposals of new ways of looking at
things.
Table 9
Classification schema by Publication type
Publication Description
type
Journal The study was published as an article in
a journal
Dissertation The study was published as a
dissertation work
Conference The study was published as part of
Proceeding conference proceedings
Non-reviewed The study was published as white paper,
paper position paper, extended abstract or any
other form of non-peer-reviewed work.

The “Domain” facet presented in Table 12 aims to
classify the business area of the ecosystem targeted by
the publications. It helps to put in a business context the
contribution of the publications and to expose to what
extend industrial ecosystems are subject of present
research. The “Ecosystem aspect” facet as given in

Table /3 categorizes the studies based on which
technological part of the ecosystem they are mainly
dealing with. This category observes how third-party
applications are addressed in the current state of
research.

H. DATA EXTRACTION AND VISUALIZATION

Once the keywording is finished and the classification
scheme is in place, the actual data extraction takes place.
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Every relevant paper is classified following the
classification scheme considering at least introduction and
conclusion chapters. In some cases, where this was
insufficient the complete paper was considered.

The data extracted in this step is visualized using
pie charts, which provide an overview of the results per
facet. Further, map charts were created to put the
different facets in correlation and to provide more
complete picture of the paper’s contributions with
respect to the research question. The results of this step
are discussed in detail in Chapter I'V of this publication.

Table 10

Classification schema by Focus area

Focus area
Requirements

Description
The publication whose main
contribution is in the requi-
rements engineering phase.
Refers to publications adres-
sing problems, methods and
solution approaches carried
out in the design and
architecture phase
Refers to publications whose
main contribution is to the
development phase and the
development lifecycle
Refers to publications whose

Architecture

Development lifecycle

Testing and Quality

| fication | nomy of particular subarea of the topic area |
Table 12
Classification schema by Ecosystem domain
Ecosyst'em Description
domain
Ecosystem Refers to publications where the domain of
the ecosystem is not specified
Mobile Refers to publications in mobile or
ecosystem telecommunications domain
Industrial Refers to publications in the industrial
ecosystem domain
IoT Refers to publications in the IoT domain
ecosystem
Other types | Refers to publications addressing any other
of type of ecosystems than the ones mentioned
ecosystems | above
Other The publication does not refer to a software
ecosystem
Table 13
Classification schema by Ecosystem aspect
Ecosystem Description
aspect
Platform The publication refers to issues and

solution approaches targeting a platform
(an ecosystem one or any other)

The publication discusses on applications
and libraries without to distinguish if these

Applications
and libraries

whose main contribution
area is the security

Table 11
Classification schema by Contribution type
Contribution -
Description
type

Open issue, | Discusses issues, open points, problems,

Problem that need to be addressed in the topic field

Method Refers to descriptions (both general or
detailed ones) of how to solve particular
problem in the topic area

Tool Refers to any tool support presented in the
publications as main type of contribution

Process Refers to detailed descriptions how to
ensure the overall quality of a system,
platform and / or application

Demonstrato | Refers to a demonstrator or proof-of-

r, PoC concept (PoC) showing off how a QA
approach in the topic area would work

Metric Refers to any description how to measure
quality in the topic area

Classi- Proposes a classification, clustering or taxo-

assurance main contribution is on the are provided by third parties or not
QA and testing incl. test Native The publication is focused on applications
strategies, concepts, contri- and libraries which are provided by the
implementation, automation, butions platform provider
execution, design, etc. Third-party | The publication addresses third-party
Deployment Refers to publications whose contributions | applications and / or libraries
main contribution lays in the Other types | Refers to publications addressing other
deployment of software in of ecosystem aspects than the ones mentioned
the context of the topic ecosystems above
Security Refers to publications, Other Refers to any other system as a context of

the publication

I REPORTING

In the last step of the systematic mapping process
the results of the study are summarized in a report.
Depending on the stakeholders and the audience, the
report could be a formal document following a certain
template or a more informal presentation for example.

IV.RESULTS

This chapter provides an overview of the results of
this systematic mapping study by presenting the pie and
map charts created during the data extraction and visua-
lization step of the systematic process. Every pie chart
stands for the categorization of the relevant studies accor-
ding to the facets specified by the classification schema.
The map charts on the other hand provide a correlated
overview of several facets. Thus, they offer more complete
view on the research area and on the results of this study.

The actual mapping of the identified publications
can be seen in Table 14 to Table 17 as given in the
appendix.
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J. PIE CHARTS

As evident by Figure 3 almost one third of the
relevant publications in the research area propose a
method for quality assurance. Nearly half of the
publications are focused on a tool or a framework
dealing with a specific problem. Significant part of the
publications discusses about problems or open issues in
the research area, whereas only 7% propose a process for
quality assurance. There are only a few papers talking
about a demonstrator or a proof of concept in the
research area. Based on that information we can
conclude that the majority of the publications deal rather
with isolated quality-related issues and challenges than
with holistic quality assurance approach.

The results of the categorization according to the
“Publication type” facet visualized by Figure 4 provide
insights about the maturity of the relevant papers.
Almost one third of the studies were published in
journals and thus, had undertaken more thorough review
process. Two thirds of the publications were issued in
conference proceedings and underwent a slightly easier
review process than compared to those of the journals.
2% of the relevant studies were carried out as
dissertation work and the remaining publications did not
undergo a peer reviewed process.

The categorization based on the type of research
depicted in Figure 5 provides valuable information about
the type of the contributions. The proportion between
publications proposing a solution to a concrete problem
and those reporting about a validation research is equal
and forms more than two thirds of the relevant studies.
Only 8% of the publications discuss about evaluation
research, i.e. solutions proven in practice. No opinion or
philosophical papers contributing to the research
question were identified during this study.

From the data in Figure 6 can be seen that the
majority of the relevant publications have the focus of
their contribution on quality assurance measures with
respect to security. This witnesses the importance of the
security topic on industrial ecosystems and industrial
third-party applications. Every fourth publication deals
with quality assurance activities carried out in the test
phase of the software development. Significant part
publication discusses how quality assurance in industrial
ecosystems can be achieved during the design and
architecture phase. The remaining part of the identified
studies deals with quality assurance measures in the
development and deployment phase.

The results of the categorization based on the
“Domain” facet shown in Figure 7 are not very
surprising considering the wide adoption of mobile
ecosystems in the last decade and the maturity of mobile
ecosystems compared to industrial ones. 72% of the
publications are focused on ecosystems in the mobile
domain. Less than every 10th publication identified in
this study addresses industrial, IoT or Edge ecosystems,
which were the main focus of this study. 15% of the
relevant papers report about other types of ecosystems
and other 4% does not refer to an ecosystem.

The data shown in Figure 8 provides information
about which component of an ecosystem is addressed by
the quality measures suggested in the relevant papers.
Most papers discuss about third-party contributions and
another 7% discuss about contributions without
distinguishing  between third-party and native
contributions. Thus, third-party applications and libraries
are recognized in the research community as a major
topic of interest with respect to quality assurance in
software ecosystems. 11% of the papers are focused on
apps in particular. Significant part of the considered
studies, almost every fourth of them, talks about QA
measures carried out on ecosystem platform site, which
means that quality in software ecosystems cannot be
achieved only during application development, but it
requires actions by the ecosystem providers, too.

The map chart shown in Figure 9 correlates the
focus area of the relevant publications with their
maturity based on the research and publication type of
the studies. From this map chart is evident that Security
is the most addressed topic by the identified publications
and also the topic with the highest maturity level. The
majority of the studies on this topic have high to medium
maturity. On the other hand, Testing & Quality
Assurance, is the second most targeted topic. Despite the
fact that there are half as many studies discussing on
quality assurance measures than on security, the maturity
of the publications is rather high to medium. The
percentual distribution of the papers focused on Testing
& Quality Assurance in both facets is similar to the one
of the Security-related papers.

Demonstrator / PoC _ Classification / Taxnonomy

Metric
2% 2%

2%
Process
7%

Open issue /
problem
16%

« Open issue/ problem
= Method

Tool

Process

= Metric

Method
= De . PoC
27% Demonstrator / PoC
= Classification
Taxnonomy

Tool
44%

Fig. 3. Publications by Contribution type

Non-peer reviewed paper

6%

Journal

27% i

= Non-peer reviewed paper

= Conference proceedings
Dissertation

= Journal

Dissertatio)

2%

Conference proceedings
65%

Fig. 4. Publications by Publication type



38 Ivan Tritchkov

Evaluation research
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Similar picture comes up, if we relate the focus of
the publications and their contribution type as shown in
Figure 10. Half of the publications focused on the
Security topic have the focus of their contribution on a
tool or a framework. Significant part of the remaining

studies talks about methods ensuring the security of
targeted object or about open issues and problem with
respect to security. Similar is the distribution also for the
publications focused on Testing & Quality Assurance. In
both cases there are only a few publications proposing a
process, reporting about a demonstrator or proof-of-con-
cept (PoC) or introducing a classification or taxonomy.

K. MAP CHARTS

Fig. 11 provides insight information about the
major topic of interest of this study. It shows a map chart
of the publications from the industrial and IoT ecosystem
domain. From the total number of 52 relevant
publications, there are only 5 studies talking about
industrial or IoT ecosystems or a combination of both.
All remaining publications addressed the mobile
ecosystem domain. The map chart below illustrates the
aspects these papers aim to address based on their main
focus. Only one single publication identified during this
study targeted testing and quality assurance of apps in
industrial or IoT ecosystem context. There were no
papers identified, which explicitly targets the testing of
third-party contributions.

Research type Focus Publication type
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The outcome of this study based on the information
collected during the systematic process and on the charts
visualizing the results will be presented in detail in the
next chapter.
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Fig. 11. Publications in the of industrial ecosystems
by Focus area and Ecosystem aspect

V. MAIN FINDINGS AND TECHNICAL
DIRECTIONS

The current chapter will provide a detailed
summary of the major trends and findings identified
during the study and will also point out the major
technical directions of the relevant studies.

e Based on the number and the nature of the
publications found in the research area, we can recognize
the following trends with respect to the relevance and
coverage of the research question:

e Number of publications is growing, which
witnesses the relevance and importance of the research
topic.

e Mobile ecosystems seem to be quite well-
addressed, while industrial and edge ecosystems remain
widely unexplored in the research community.

o Insufficient research in testing and quality of
industrial applications

e Most scholars focus on security as main quality-
related topic, while many other quality-oriented challen-
ges lack of in-depth analysis or remain widely
unaddressed.

Having all these trends in mind, it may be said that
the verification and validation of industrial third party
IoT applications is a growing topic, whose relevance
from research point of view will increase in the next
years. This assumption is proven by Figure 12, where the
trendline depicted the growing number of relevant
publications in recent years.

Furthermore, the results of the study indicate
another set of trends and findings addressing the
maturity of the proposed solutions:

e No (published) experience in verification and
validation of industrial third-party applications

e There are many solution approaches addressing
single challenges or issues, but there are no studies
proposing a holistic approach for quality assurance in
industrial software ecosystems with respect to third-party
applications, neither are any best practices introduced.

e Lack of mature, standardized solutions suitable
for industry domain

In summary, the results of the study show a need
for industry-proven solutions in the research area.
What’s more, most of the relevant studies target concrete
quality-related problems, but there is no alignment
between them, so that they seem independent from each
other. What’s missing is a holistic approach, which
proposes an orchestration of all measures necessary to
ensure the quality in an industrial ecosystem with respect
to third-party applications.

18
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Fig. 12. Number of publications per year

VI.THREADS TO VALIDITY

The presented study is subject to threats with
respect to research design, internal and conclusion
validity. The results introduced in Chapter IV are valid
only for the sample of publications considered in the
study. It was essentially biased by a few criteria, which
should be taken into account, when discussing the results
of the study:

e As mentioned in Chapter III papers published
before 1994 were not considered in the study. Since indust-
rial software ecosystems, IoT and Industry 4.0 became
popular terms in the last decade, I assume that the results
will not be biased by considering publications published in
the last 25 years. It is also noteworthy to say, that the
screening for papers was carried out from November 2018
to April 2019. Publications published in research databases
after that were not examined in this study.

e Books were excluded from during the screening
for relevant studies, since the author of the study was not
able to verify to what extend they underwent a thorough
peer-review process. For the same reason invention
disclosures were also not considered in this study.
Nonetheless, patents and invention disclosures might
help to bridge the gap between published and
unpublished research and could be helpful to get more
complete overview on the research area.

e During the screening for relevant publications,
one has conducted systematic search in four digital
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libraries (s. Table 6) and in Google Scholar. Additio-
nally, exploratory search was performed to find papers
not published in scanned research databases. Despite
this, it is still possible that relevant publications remai-
ned unidentified and thus, unconsidered by this study.

e The classification carried out during the
systematic mapping process includes only publications,
where the full text of the studies was available. The
authors of publications with unavailable full text were
contacted and were asked to provide, if possible, a full
text copy of their work. However, not all authors were
able due to legal or other reasons to provide full text
copies of their papers. Thus, a subset of the papers
identified during the screening were not considered
during the classification step.

Threats to internal validity affect the data extraction
conducted in the study. Since, there are no well-known
best practices how to classify the relevant papers, neither
there is an established taxonomy and terminology
covering the research domain, it is possible that due to
insufficient information or inaccurate presentation of the
papers, some of them were not classified correctly.

The above-mentioned threats may have strong
impact on the results of the study, which leads to threats
to conclusion validity. Drawing conclusions based on the
sample of publications considered and, on the
classification, conducted in the study may be inaccurate,
if one keeps in mind the treats to research design and
internal validity.

VII. CONCLUSION AND FUTURE WORK

The research presentenced in this paper reports
about a systematic mapping study conducted in the area
of wverification and validation of third-party IoT
application in industrial software ecosystems. The main
goal of the study was to provide a structured snapshot of
the current state of research in the focus area, to identify
potential gaps in the research area and to propose further
research directions.

The study was conducted following a novel
systematic research process combining two state of the
art techniques in that area — the systematic mapping
approach and the PICOC model for the definition of the
research question. The process followed by this study
work is the systematic definition of the search strings
derived directly from the research question.

The results of my work revealed some interesting
trends and findings in the research area. The number of
publications in the targeted field is growing in the recent
years, which testifies the significance of the topic from
research point of view. However, the majority of the
identified papers focus mainly on mobile applications,
leaving the industrial ones widely unaddressed. Another
interesting takeaway is most scholars aim to solve security
issues, while other quality-related aspects remain uncovered
in depth. Based on the evaluation of the relevant papers
identified by this study, I came to the conclusion that there
is a lack of industry-proven solutions in the research area.
Another gap I have identified is the absence of holistic
approach addressing all challenges caused by third-party

applications with respect to software quality in every corner
of an industrial ecosystem.

In near future I aim to address these gaps by working
on a holistic approach for quality assurance of industrial
software ecosystems. It should consider all parties in the
ecosystem, as well as the impact of third-party apps on the
products involved in the ecosystem. Furthermore, I plan to
work on concrete quality assurance measures to address the
challenges raised by the use of third-party apps. I believe that
the most challenging tasks are related to ensuring the
testability of industrial third-party IoT apps, providing
industrial-grade test environment for both simulation-based
and hardware-based testing. The last step towards a state-of-
the-art approach for quality assurance in an industrial
ecosystem would be to provide testing as a service to the app
developers in order to speed up the whole app development
process.

VIII. APPENDIX

Table 14
Publication references by Focus area
and Research type

References
Security [23], [24],  [25]-[36] [371-[47] [48]-[51]
Deployment - - - -
Testing and [51] [S2]-{55]  [56]-[58] [59]-[61], [62]
Quality
Development  [63] [64], [65] [66], [67] [68]
lifecycle
Architecture = [69]

[70]-[72] [73]
Requirements - -

Validation
research

Evaluation
research

Solution proposal ~ Experience paper ~ Opinion paper /

Philosophical paper

Table 15
Publication references by Focus area
and Publication type
References
Security [74] [23], [24], [26], [27]-[32], [25], [33], [35],
[34] [36], [38]{42], [44], [37], [43], [45],
[47], [48], [50], [51], [46], [49]
Deployment [75] - -
Testing and Quality [76] [521-[54], [57}-(59], [61], [55], [56], [60]
[62], [77]
Development lifecycle - [66] [67] [63]-[65], [68]
Architecture - [691-[73]
Requirements
Non-peer Conference proceedings Dissertation  Journal
reviewed paper
Table 16

Publication references in industrial and IoT
ecosystem by Focus area and Ecosystem type

References

Security [25], [48)- [28],[29),  [23], [26], [28],[29], [24] [43]
[51] [40]-[42],  [37}-[39], [40]-[42],
[44], [45]  [46], [47], [44], [45]
[27], [30]
[36]
Deployment - - - [75] -
Testing and [591, [62] [55], (58],  [52}-[54], [56],[76] - [61]
Quality [77] [57], [60]
Development  [68] [64], [66],  [63], [65]
lifecycle [67]
Architecture (73] (69, [72]  [70],[71]
Requirements -
Openissue/  Method Tool Process Demonstr. / Classific. /
problem PoC Taxonomy
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Table 17
Publication references by Focus area
and Research type
References
Security [46], [48] - [@7]
Deployment -
Testing and [59]
Quality
Development
lifecycle
Architecture [69]
Requirements
Platform Applications and libraries ~ Native Third-party Other
contributions contributions
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