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Abstract: The article considers an algorithm for
encrypting / decrypting text messages using multilayer
neural networks (MLNN). The algorithm involves three
steps: training a neural network based on the training pairs
formed from a basic set of characters found in the text;
encryption of the message using the weight coefficients of
the hidden layers; its decryption using the weight coe-
fficients of the output layer. The conditions necessary for
successful encryption / decryption with this algorithm are
formed, its limitations are emphasized. The MLNN archi-
tecture and training algorithm are described. The results of
experimental research done by using the NeuralNet
program are given: training the MLNN employing the BP
(Sequential), BP (Batch), Rprop, QuickProp methods; an
example of encrypting / decrypting a text message.
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1. Introduction

The amount of information transmitted through
public communication networks is growing every year.
The main task, the importance of which is gaining
increase, is the security of this information. Cryptogra-
phy is one of the important aspects of secure communi-
cation, aiming to protect information from unauthorized
access. Cryptography provides availability, privacy, and
integrity of information.

Cryptographic encryption systems are based on two
approaches to the use of keys. In a system with one
secret key (symmetric encryption), the key is known
only to the sender and receiver of information. The
sender encrypts a message (P) with the key (K) to obtain
an encrypted message (C) [1]. Having been transmitted
over the network, the encrypted message (C) is decryp-
ted using the secret key (K). Asymmetric encryption uses
two keys [1]: a public key (K Pub) to encrypt a message
and a private key (K_Prv) to decrypt it.

In recent years, more and more works [2]H6] on the use
of neural networks in cryptography have begun to appear. In
such cryptographic data encryption / decryption systems, the

secret key is the weights of the neural network, and its
architecture. The advantages of such systems are that they are
very difficult to break without knowing the methodology
underlying these systems.

Feedforward multilayer neural networks for the
encryption / decryption of messages are used in [2]. The
key in the proposed algorithm is the architecture of the
neural network and its weight coefficients. During the
encryption phase, the neural network converts 6-bit input
sets of a message into 6-bit output sets, which are
transmitted over the communication network. When dec-
rypting a message, the neural network inversely converts
the received output sets into an input message.

Symmetric data encryption based on counter
propagation networks (CPN) is considered in [3].
During encryption, each message character is converted
to the ASCII binary format, which is used as a target
value for the Grossberg layer and forms a set of input
data of the Kohonen layer of the CPN. An encrypted text
which together with the target value is transmitted to the
receiver is obtained at the output of the Kohonen layer
trained. At the decryption stage, the received encrypted
text is fed to the input of the Grossberg layer, and the
obtained target values are set for the outputs. The Grossberg
layer having been trained, each resulting binary value of
the ASCII format is converted back to the corresponding
character.

In [4], the authors consider the algorithm of asym-
metric data encryption. Generation of a private key and
encryption are performed on the basis of Boolean algebra
using the Permutation and Doping functions. Decryption
and generation of a public key scheme employs a MLNN
trained by using an inverse error propagation algorithm.

In [5], an algorithm for encrypting 8-bit input data
using a clipped Hopfield neural network (CHNN) is
proposed. The authors note the simplicity of its archi-
tecture and the possibility of expanding the bit size of
input data by cascading such networks. The work gives a
comparison of this algorithm, implemented on Xilinx
FPGA, with the standard symmetric encryption algo-
rithm DES in term of their performance [1].
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A symmetric encryption algorithm based on real-
time recurrent neural networks (RRNN) is considered in
[6]. This algorithm has a relatively simple architecture,
allows a variable key length, a variable length of the
input block, and increased security to be maintained. The
proposed RRNN has a multilayer structure. The dimension
of the input layer X is twice the dimension of the output
layer Y. One of the hidden layers consists of only one
neuron. The symmetric encryption algorithm works in two
stages: key extension and data encryption / decryption.

The main purpose of this work is to implement the
algorithm for encrypting / decrypting text messages based
on a MLNN, training and testing of the network using
the NeuralNet program [7]. In [7], this program is used to
recognize handwritten characters. The modification of the
program was performed to form from text messages sets of
input data of a given dimension, normalize these sets during
encryption, and denormalize the output data during
decryption. The MLNNs with one or two hidden layers
were used in the studies.

2. MLNN and its training algorithm

Fig. 1 shows the MLNN used to encrypt / decrypt
data. These are fully connected and feedforward neural
networks (FNN). The neurons in the first layer are
connected to the inputs of the neural network. The number
of hidden layers may vary.

Decryption

Encryption |
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1% hidden layer 2™ hidden layer

Fig. 1. MLNN architecture.

The network consists of an input layer, two hidden
layers and an output one. The first hidden layer contains
s neurons, and the second — ¢ neurons. When encrypting /
decrypting messages, it was assumed that the number of
neurons in the output layer is equal to the number of the
inputs (m = n). The n number of the network inputs and
their bit size may vary.

The number of weights in the MLNN shown in Fig. 1,
is defined as:

N,=s(n+1)+t(s+1)+m(r+1). (1)

w

Each neuron in the first hidden layer z_in;, j=1, ..., s
receives signals x;, i=1, ..., n from all the network inputs

[8]:
z_in; =l§)xl.wlj, )

where w,; stands for the bias of the j-th neuron of the

first hidden layer. The signals at the outputs of the
neurons of the first hidden layer are calculated through
the activation function:

Z;=flz_in;) j=1..s 3)

and are fed to the inputs of neurons of the second hidden
layer. Similarly, we determine the signals at the outputs
of neurons of the second hidden layer.

The signals at the outputs of neurons in the output
layer:

Y, =flv_in;) j=1..n, 4)
where
. t
y_in; =% kv; . (5)
i=0

To train a MLNN, an error backpropagation algorithm
(BP) is used [8]. The algorithm includes the following
steps: supplying the training pair to the network input
and its feedforward propagation through the network;
backpropagation of the error associated with this training
pair; correction of network weight coefficients according
to a certain criterion. This criterion consists in choosing
such values of the network weights so that one might
obtain the minimum total standard error of the MLNN
for all training pairs.

The algorithm of error backpropagation is implemented
using a sequential or batch mode. In the sequential mode, the
correction of weights is performed after each training
pair is presented to the MLNN. The error for the /-th
training pair is determined by the expression [8]:

m
E)=385(@0-0) . ©
where y([), di([) is the actual and target output of the j-
th neuron of the output layer of the network for the /-th
training pair.

In the batch mode of the MLNN training, the weight
correction is performed after all training pairs of the
sequence are presented to the network. One cycle of
presenting all training pairs is called an epoch. For the
current epoch, the objective function is defined as [8]:
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where N is the number of training pairs of the sequence;
[ stands for the number of the neural network training
epoch.

Minimization of objective functions (6), (7) is performed
by gradient methods. In particular, in the method of
steepest descent, the correction of weights w;; is selected
in proportion to the partial derivative of the objective
function of the error £ (/) with respect to wy;:

i

wy, (1+1)=w; (1) + Aw, (1), (8)
where
OE(1
A (1) == avf”), ©)

J

7 represents the neural network training rate coefficient.
Given expression (7), the last expression (9) can be
written as:

N
n
Ay l1)=n 2 =_er, _,

i r=l1 U

(10)

where the error signal e(r) corresponds to the j-th neuron
for the 7-th training pair.

The error backpropagation algorithm based on the
gradient method that are employed to train a MLNN has
a number of disadvantages. These include: long training
duration, the possibility of reaching a local minimum
during training, the possibility of network paralysis.

The adaptive algorithms RProp, Quickprop are used
to speed up the process of MLNN training. For the
weights to be corrected in the batch mode, the algorithm
Rprop [9] uses only signs of partial derivatives. The
QuickProp algorithm [10] prevents looping at the point
of a shallow local minimum, which most often occurs
during the functioning of a neuron in the saturation domain
of the activation function.

3. MLNN-based encryption and decryption algo-
rithm

Encryption / decryption of messages based on a MLNN
consists of several steps: training the network using the
error backpropagation algorithm; data encryption using
the weights of the hidden layers obtained in the first step;
data decryption using the weight coefficients of the input
layer obtained in the first step (see Fig. 1). In order to
encrypt / decrypt messages successfully, training the
network on training input pairs must be 100 %. The
training is to determine the MLNN weight coefficients
(wj; — for hidden layers and v;; — for the input layer).

In neural network systems intended for message
encryption / decryption, the secret key is:

— network architecture: number of inputs, number of
hidden layers and neurons in them, number of neurons in
the output layer of the network (Fig. 1);

— matrix of MLNN weight coefficients (w;;) for data
encryption and decryption (v;);

— initial data for initializing the weight coefficients
(wy, vyj) of the network during its training;

— bit size of input training pairs during their encryption.

Input data for MLNN training is a set of letters
(lowercase and uppercase) of the English alphabet,
numbers and punctuation marks in the ASCII format
(Ns= 170 characters), for example:

'8'=0x38=00111000; 'p'=0x70=01110000

'2'=0x5A=01011010; '?'=0x3F=00111111

Before training the network, a set of training pairs is
formed and stored in a file. In order to form it, you need
to specify the number of network inputs (7) and their bit
size (np). The number of the training pairs is defined as

8N,

b
n-n,

N, = (11)
where 8 bits are the bit size of each message character in
the ASCII format. If in expression (11) 8N, is not divisible

evenly by -7, , then the last training pair is padded with

zeros to 7, bits.

Encryption / decryption of text messages was performed
using the NeuralNet program [7], written in C # in
Microsoft Visual Studio 2013.

The NeuralNet program provides two modes of
operation: “Training” — training the neural network on
the basis of the input training pairs formed from Ng=70
characters; “Work™ — encryption or decryption of arbitrary
text messages based on the trained MLNN.

Neural network training is performed in one of the
implemented methods: BP (sequential), BP (batch), RProp,
QuickProp. To configure the NeuralNet program in the
training mode, it is necessary to read the file with the
input training pairs and specify the following data:

— the activation function steepness (0<alfa<l);

— the neural network learning rate (0<z<l1);

— the network training error (eps);

—the error (epsl) of the neural network outputs
against their desired values;

—the initial value for the initialization of network
weights;

— the number of inputs » of the network;

—the number of hidden layers;

—the number of neurons in the hidden layers;

—the number of network outputs;

—the number of training pairs;

—the maximum number of network learning epochs.



4 Volodymyr Brygilevych, Nazar Pelypets, Vasyl Rabyk

The choice of initial values of neuron weight coefficients
and biases in the network affects the rate of its learning
and synchronization of neural networks of the sender and
receiver of messages. The weight coefficients initialization
procedure implemented allows one to set their initial
values to be the same from the interval (-0.5; 0.5) for
different MLNN exercises or to change them. This makes it
possible to get the same weights of the network after its
being trained by the sender and receiver of messages.

The NeuralNet program implements the following
criterion for complete training of the neural network
using the error backpropagation algorithm: the value of
the objective function (expressions (6) or (7)) is less than
the specified error of the network training eps or the
number of epochs is greater than the specified maximum
value. When training the neural network, the training
results are saved in a text file lerning.txt.

To switch to the encryption or decryption mode
using a trained MLNN, go to the “Work” tab of the main
interface window and select the appropriate mode. Then
download the input file to encrypt the message or the
encrypted file to decrypt it. When encrypting, the program
will display information on the results of encryption: the
number of input pairs; pair recognition accuracy in
percentage; the number of unrecognized pairs. When
decrypting messages, the received input pairs and characters
are displayed in the ASCII format.

Consider an example of encryption and decryption
of the following message:

Multilayer neural networks.

This message consists of 27 characters that are part
of the Ng=70 base characters used in MLNN training.
Convert it to the ASCII format and create a set of input
pairs for encryption. Here is a message in the ASCII
code:

0x4D 75 6C 74 69 6C 61 79 65 72 20 6E 65
75 72 61 6C 20 6E 65 74 77 6F 72 6B 73
2E

and the training pairs (N,;=27) for n=8 and n;=1:

01001101 - 1-a,
01110101 - 2-a,
01101100 - 3-a,

Step 1. Before encrypting this message, train the
MLNN by specifying its architecture and generating a
training pair file for the set of Ng=70 characters:

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkl
mnopgrstuvwxyz0123456789space! ., -2 ()

The training results of a MLNN with different
architectures and by different methods are presented in
Table 1. Training of all MLNNs was performed by the
NeuralNet program with the initialization of identical

initial values of weights, errors eps = 0.0001, epsi = 0.1.
Other network parameters — alfa = 1.0, 1 = 0.8. The
selected errors were sufficient for 100 % network training.
For the 16 8 16 16,16 12 16 16 network architecture,
the training error was eps = 0.005. 100 % of its training
therewith was also obtained. The bit rate of the input
data is selected n,=1. For n,>2 it was not possible to
teach MLNN 100 %. As the complexity of the network
(architecture 16 8 16 16, 16 12 16 16) increases, so
does the time of its training,

Table 1
MLNN training results
for a 70-character input basic set
4 44 BP (Sequential) 140, 40 666
4444 RProp 140, 60 611
4.8 4 4 QuickProp 140, 96 25
412 4 4 BP (Sequential) | 140, 132 426
8 88 BP (Sequential) 70, 144 2348
8888 BP (Sequential) | 70,216 2009
81288 BP (Sequential) | 70,284 2421
16_16_16 BP (Sequential) 35,544 5308
16_8 16_16 BP (Batch) 35,552 238542
16 12 16 16 BP (Batch) 35,684 170186

Step 2. Encrypting a message. Suppose a trained
network has an 8-8-8 architecture. A message input file
is downloaded by the program functioning in its Encryption
mode. The values of the outputs of the hidden layer will
be the encrypted message. Each input pair is encrypted
with 8 output values. The following code is obtained for
the 1st input pair:

0,968486351114214 0,989043133425048
0,813025661203787 0,011391139946895
0,064313178643986 0,652372929720987
0,789000493082475 0,668199366103064

For N;,=27, the dimension of the incoming message is
27 Byte, and the encrypted message is 27-8-8=1728 Byte.

Step 3. Decrypting a message. A public key is also
transmitted in the file with the message encrypted. This
key specifies the network architecture, its basic parameters
and the starting value for the initialization of the network
weight coefficients. The receiver of the message reads the
public key data from the file and trains the network. In our
case, the architecture and parameters of the network are
the same as for step 1. After that, the program loads the
encrypted data in the Decryption mode and decrypts them.
As a result, we get a file in which each character is
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represented in the ASCII format. The first 10 characters of
the decrypted message are as follows:

01001101 - 'M' 01110101 - 'u'
01101100 - '1' 01110100 - 't
01101001 - 'i' 01101100 - "1
01100001 - 'a' 01111001 - 'y'
01100101 - 'e' 01110010 - 'r'

Analyzing the results of decryption, we see that the
received message coincides with the incoming message
that was encrypted.

4. Conclusion

An algorithm for encrypting / decrypting text messages
based on an MLNN has been developed. This encryption
algorithm, as well as the asymmetric encryption methods,
uses public and private keys. The public key, which
includes a network architecture, basic parameters for the
algorithms of its training, an initial value for the
initialization of network weight coefficients, is transmitted
together with an encrypted message. The private key is
the MLNN weight coefficients obtained after its training
with the public key parameters before decrypting the
message.

The result of encryption of each input training pair of
messages results in the outputs of the last hidden layer
(8-byte real numbers). The dimension of the message
encrypted in Byte is defined as: 27-8-8=1728, where Ny, is
the number of input pairs formed from the message being
encrypted, ¢ is the number of neurons in the last hidden
layer. The incoming message dimension: Ny Byte.

For an encrypted message to be decrypted, it is fed
to the input of the output layer of the MLNN trained by
the receiver. These are the outputs of the output layer
where we get the input training pairs in the ASCII
format, which are converted into a text message.

A necessary condition for encrypting / decrypting text
messages with this MLNN-based algorithm is its 100 %
training by both the sender and the receiver of the message.
Therewith the weight coefficients of the network in both
cases must be the same. This condition affects the choice of
the number of bits for input pairs. Thus, the experimental
studies have shown the possibility of 100 % network
training when choosing the bit size n,=1, 2. For n,>2, it is
not possible to train the network with a given error eps/.
Thus, for 7,=4, given the normalization of the input data in
the range 0...1, the error eps/ must be several times less
than 1 /(24 -1) = 0.06 (6).

The encryption / decryption of text messages using
NeuralNet written in C # in Visual Studio 2013 is
considered. The results of training the MLNN of different
architecture by the BP (Sequential), BP (Batch), Rprop,
QuickProp methods for the basic set of input pairs according
to the number of necessary epochs are given. In all cases,
100 % network training has been obtained: at the network
output we obtain the target value that coincides with the

input training pair with an error of eps/. An example of
encrypting / decrypting a text message has been considered.
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HINPPYBAHHSA TEKCTOBHUX
MHOBIAOMJIEHB 3 1OIIOMOI'O1O
BAI'ATOIIAPOBUX HEHPOHHUX

MEPEX

Bonomumup bpurinesuy, Hazap [enunens,
Bacuip Pabuk

Posrisryro anropurM mmgpysaHss/ nemmdpyBaHHS TeKc-
TOBHX IOBiIOMJIEHB 3 BUKopucTaHHsM MLNN, sikuii ckiaaeTsest
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3 TPHOX KPOKIB: HABYaHHS HEHPOHHOI Mepei Ha OCHOBI HaB-
Yaroynx map, chopMoBaHHX 3 0a30BOro HabOpY CHMBOIIB, IIO
3yCTPI4aOThCS B TEKCTI; MM(PYBAHHS MOBIJOMIICHHS 3 BUKOPHUC-
TaHHSIM Bar IPUXOBAaHMUX ILApiB; HOro nemmdpyBaHHs 3 BUKOPHC-
TaHHsIM Bar BuXigHoro mapy. ChopMoBaHO HEOOXiHI YMOBH UL
ycnimHoro mmdpyBaHHs/ AeMGPYBAHHS LUM  AJITOPUTMOM,
IiZIKPECIeHo Horo ooMexeHHs. OMICaHo apXiTeKTypy 1 allropuTM
HaBuanHst MLNN. TIpuBezieHO eKcriepiMeHTaIbHI JIOCIIDKEHHS 3
nortomoroto nporpamu NeuralNet: napdanass MLNN meronamu
BP(Sequential), BP(Batch), Rprop, QuickProp; npukian mmdpy-
BaHHs/ IeMU(PYBaHHS TEKCTOBOIO TIOBIIOMIICHHSL.
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