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Iutannsa uudgposoi Tpanchopmalii HA el MOMEHT € AysKe aKTyaJbHUM Y 3B’S3KY 3 emigemio-
JIOTiYHOI0 cUTYyalli€lo i mepexoaoM cucreM 10 nugposoro cepenopuima. loT € ogHUM i3 roJIOBHMX pyHIiiB
nugposoi Tpanchopmaii. Internet of things (IoT) — ne po3mupenns BcecBiTHHOI Mepeiki, sika 00’ €1Hy€
CEHCOPH, KOHTPOJIEPH Ta iHIIi pi3HOMAaHITHI mpucTpoi, Tak 3BaHi “things”, ki 00MiHIOIOTHCA TaHUMHU
Mizk c00010 32 I0MOMOI0I0 BCeCBiTHBOI Mepexki. Po3po0iieHHsI anapaTHO-NPOrpaMHOro KOMILIEKCY AJs
opraHizanii TyMaHHMX Ta TpPaHHYHMX oOOYHCJIeHb OyJ10 MNoOAiTeHO HAa TpPH PpiBHi: anapaTHui,
OPKeCTPOBMii, MIPUKIATHUI, AKUH MOTUISETHCA HA MPOrpaMHy Ta aAPXiTEKTYPHY YaCTHHH. ATIAPATHY
YACTHHY peaJjli30BaHoO i3 3acToCyBaHHAM JBOX Bepciii MiHi-komm’otepa Raspberry Pi: Raspberry Pi 4
Ta Raspberry Pi Zero, saki ninkiao4yaoTsesa B peskumi master-slave. 3 6oky opkecTpoBoi YacTuHu 0YyJ10
Bukopucrano texnoJorii K3S, Knative Ta Nuclio. lyis peanizauii nporpamMHoi YacTUHU NPUKJIATHOTO
piBHsI 0y/J0 BHKOPHCTAHO Taki TexHoJorii, sik cepBicHa ciTka Linkerd, cucrema o0Miny
nopinomiaenHsiMu NATS, peanizauis mporoxoiay RPC GRPC, 6a3u nanunx TDengine, Apache Ignite,
Badger. ApxiTeKTypHY YacTHHY CTBOPEHO SIK cTaHAAPT po3podku APIL, Tomy i Mo:KHA 3aCTOCOBYBaTH
no pisHomaniTHux IoT nmporpamuux pimens 0yab-sK00 MOBOI0 mporpamyBaHHs. CTBOpeHYy cHcTeMY
MO’KHA BHKOPHCTOBYBATH SIK muiatdopmy 1isi nodyaoBu cydyacHux loT-pimeHp 3a npuHIMIOM TyMaH-
HHMX TPAHUYHUX 00YMCIIEHD.

Karouosi cioBa: Internet of Things, loT-niardpopma, Konreiinepni texuouiorii, Digital Twin,
API.

Beryn

CyuacHuli CBIT PO3BUBA€THCS OyXe CTPIMKO, Hepexonsun 1o uudposoro cepenosuiua [1]. Lle

3YMOBJICHO IICBHUM Ha60pOM nepesar, o Haaa€ HaM ]_[I/I(l)pOBe CepcaOBHUILIC HOpiBHﬂHO 3 (bi3I/I‘{HI/IMI/I
aHaJioraMu:

1. VHidikoBanuii inTepdeiic B3aemoii (cucreMa MEHEPKMEHTY ).
2. ABTOMaTH3allis MPOIIECIB.

3. [Ipocte MacmTabyBaHHs Ta PO3IIMUPEHHS CHCTEM.

4. AIanTUBHICTH CUCTEM.
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Sk mpuKIax MOJKHA HABECTH Cy4acHi eNIeKTPOHHI TUIaThkHI cucteMu, Taki sik PayPal, Google Checkout,
Payoneer Ta inmi. Lli cucremu € mpuknagoMm mudpoBoro TpanchopmyBaHHS (QiHAHCOBOI cHcTeMH. BoHH
JTO3BOJISIFOTH JIETKO BHKOHYBATH (DiIHAHCOBI TPaH3aKITil y IM(PPOBOMY CEPEIOBHIII, HE BUKOPHUCTOBYIOUHN 3HAYHI
TPOIIOBI CyMH (hi3UYHO, HE3AJIEKHO Bifl MiCIIE3HAXOIKEHHsI BIAMIPaBHUKA 200 OTPHIMYBaya.

[Mutannas uudpoBoi Tpancopmaiii CHOTOHI € AyXe aKTyallbHUM Y 3B’SI3KY 3 €IIiJIeMiOJIOTIYHOI0
CHUTYalli€l0, a/pKe Bce Oible chcTeM nepexonuTh y nugpose cepeposuuie [2]. Ille omnum npukiagoMm
Moxke Oytu Tak 3BaHuii “‘digital workspace” — mu¢poBa poboua obnacth. L{s koHIemiis monsrae B
CTBOpeHHI 1uppoBoi poOoY0i 00ACTI, A0 SIKOT MA€ MOMIIMBICTh MiIKIIOYMTUCS MPAI[IBHUK 3 OYIb-SIKOT
TOYKH, 32 HAsIBHOCTI MepexXi [HTepHEeT Ta BiAMOBIIHOTO €JIEKTPOHHOTO TepMiHaNy (TenedoH, KoM 1oTep,
HOYTOYK TOINO), SIKAW IO3BOJISIE PO3IOYATH CBOIO POOOTY B Mepexi 3 MIHIMaIbHUMH 3YCHUIAMH 13
KoH(QirypyBaHHs [3].

Cucremu 3a piBHeM nudpoBoi TpaHchopMaIlii MOXKHA MTOAITUTH TaK:

1. ®Dizuyni cucreMH i3 4YacTKOBOIO KoMmII'Tepu3auilo ado 0e3 mei. ToOTO Maiike MOBHA
BiJICYTHICTb 3B’ 513Ky (hi3UYHOI CUCTEMHU 3 IIU(PPOBUM CEPEIOBUILICM.

2. Hudposi cucremu 6e3 3B’a3Ky 3 ¢isuunumu cucremamu. [lani peanbHOro cBity abo He
HaJXOAATH B3araii, a0 HagXOIATh O CUCTEMHU 4Yepe3 pydHE BBEICHHS. TaKkoXk Taki CUCTEMHU HE MOXXYThb
BILTUBATH Ha (i3UYHE CepeaoBHINE, a00 X BIUIUB € HE3HAYHUM.

3. Kom06inoBani cucremu — cucremu, Ae Qi3uvae Ta MuppoBe CEpPeIOBUIA MOBHICTIO TTOETHAHO.
ToOTo MdpoBe cepenoBuUIlle MOXKE aBTOMATH30BaHO 30uparn iHpopMaIlito mpo (i3udHe Ta BIUIMBATH HA
HBOTO.

VY momepeaHi pPOKW MEPIIi Ba TUIH CUCTEM OyM OLIbII PO3MOBCIOKCHHMHU HIK KOMOIHOBaHI
CHCTEMH, Yepe3 MeBHi MpobieMu, a came:

* Oe3rmeka Ta pO3MOAUICHUH JOCTYII;

* IBHIKOIIS;

* MiJKIFOYEHHS 10 (I3UIHOTO cepeoBuIIa (BiACYTHICTh HEOOXiTHUX anapaTHUX PIllleHb).

AJe cborozHI Yepe3 3pOCTaHHs MOTYKHOCTEH Cy4acHHMX OOUYMCIIOBANBHUX CHCTEM, 3/IEIICBICHHS
BapTOCTi MaM’STI Ta TMOSBU BEJIMKOI KUIBKOCTI TuaTGopM 30MpaHHS TeleMeTpii 3yMOBHJIO MOLIMPEHHS
KOMOIHOBaHUX cHcTeM [4].

Jo xoM0OiHOBaHMX cucTeM Hajnexarb loT-cuctemu, siki 3700yJHM BeNWKY MOMyJsIpHicTb. loT-
CHCTEMH — II€ CHCTEMH, SIKi MOEMHYIOTh Pi3HI OOYHCITIOBAIBHI MPUCTPOI, CEHCOPH, JATUYNKH, CIEKTPOHHI
MIPUCTPOI B OAHY aJalITUBHY 00UNCITIOBAIRHY Mepexy. PuHok IoT choromni cTaHOBHTH 248 MiIpa. mojapiB
CIIA [5]. Ue 3ymoBneno tum, mo loT pimeHHs QOmMOMararoTh IMOKPAIIUTH IPOAYKTHBHICTH Ta
e()eKTUBHICTh PI3HUX CHCTEM, MOKpAIIUTA 200 aBTOMATHU3yBaTH TEXHIYHI MPOIECU Ta ACHEKTH KHUTTS
JIo/eH, THM CaMHUM 301TbIINTH NpUOyTOK cydacHux I T-komnanii [6].

Croronni icHye Beimka KilbKicTh loT-mmatgopMm — sk amapaTHUX, Tak 1 MPOTpaMHUX, a TaKOX
KoMOiHOBaHUX. ["oloBHMMH ITpoOsieMamu cyuacHux loT-mmatdopm €:

1. [IpompieTapHicTh 200 3aKPUTICTH CUCTEM.

2. Benuka wiHa.

3. Vendor-lock 3 60Ky mporpamMHuX pillleHb.

4. CknagHiCTh CyNpOBOIKEHHS.

5.V nedxkux BUIMAAKaX HU3bKa aJlallTHBHICTb.

VY 11i#t po0OOTI PO3MISIHYTO amapaTHO-IPOTrpaMHy IiaThopMmy Uit mo0ymoBH cydacHux loT-pimieHs,
sika O BUKOPHCTOBYBAJIA:

* CydJacHi MiIXOJH — TaKi, sIK TPaHWYIHI Ta TYMaHHI OOYHCIICHHS;

* cydacHi deploy-TexHonorii — Taki, Ik KOHTEeHHEPH, OpKeCTPaTopu, OPOKEpPH TMOBIJOMIICHD;

* cydacHi apXiTeKTypHi migxonu: event-driven, microservices Ta serverless.
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L5 rutaTdopma Mae BUpINIyBaTH BHIICONHCAH] TPOOIEMH, MaTH HEBENHKY LiHY Ta OyTH MOOyA0Ba-
HOIO Ha “BIIKPUTHX PIIICHHSIX.

Otxe, MeTol0 pobOTH € moOymoBa amapaTHo-iporpamHuoi loT-mmatdhopmu Ha 0a3i TpaHUYHUX Ta
TyMaHHUX OOYHCIIEHb i3 BUKOpUCTaHHSIM cloud-native TEXHOJIOTiH, a TaKoX ii TeCTyBaHHA Ha MPUKIAA
CHCTeMH po3yMHOro OymuHKy. Ll mratgopma moBWHHA BimmoBijmaTH cydacHMM BuMoram a0 loT-
wiatopm [7-9], a came:

* OyTH 3aXHUIICHOIO BiJl HECAHKI[IOHOBAHOTO JIOCTYIIY;

* MaTH BUCOKY IIBUIKOIIIO;

* OyTH CTAaHIAPTH30BAHOIO Ta MATH YiTKO BU3HAUYEHY apXITCKTYPY;

* OyTH BIAKPHUTOIO IO TOPU30HTAILHOTO Ta BEPTUKAIEHOTO MacITadyBaHHs [7];

* BMITH aHAaJI3yBaTH ONEPaTHBHI JaHi y pealbHOMY 4Yaci, aCHHXPOHHO aHaJi3yBaTH CTaTHCTHUYHI
nai [9];

* HaJaBaTH 3MOTY KEPyBAaTH MiJKITIOUYEHUMH MPUCTPOSIMH;

* BMITH OOpOOJSTH JaHi Ha «rpaHi», TOOTO 0e3 BUKOPUCTAHHS XMapHUX OOYHMCICHb B AESIKHX
BUTIAJIKAX.

TexnoJiorii InTepHery peueii

Internet of things (IoT) mokHa mo-pizHOMY BH3HauaTH. OFHAK TEPEBAXKHO II€ PO3IMIHPEHHS
BCECBITHBOI Mepexi, fKka 00 €IHy€e CEHCOpH, KOHTPOJEPH Ta iHII Pi3HOMAaHITHI MPHUCTPOi — TaK 3BaHI
“things”, siki OOMIHIOFOTHCSI JAHUMH MiX COOOI0 3a JOTIOMOI'OK0 BCECBITHBOT Mepexi. Oauaunsamu Internet
of things y umpoMy BHNAAKy MOXYTh OYyTH sIK “pO3yMHI” JaMIIOYKH, PO3ETKH, OBEpi, BEHTUIATOPH,
Tesne)OHU, TOAMHHHUKH, TaK i M “iHTEJIEeKTyallbHi” CUCTEMH, HAIIPHUKIIAJ, CHCTEMH PO3YMHOTO OYIHMHKY,
HiANPUEMCTBA, MICTa, 01Ty, aBTOMOOLIs To1o [10].

Puc. 1. I[Ipeocmaenenns konyenyii Inmepnemy peueti (IoT) 3a donomoeoio epaghis

IoT-mmaTrdopma — 11e MOBHICTIO TOTOBAa A0 €KCIUTyaTallii, MOHTaXXY Ta BHKOPHUCTAHHS ammapaTHO-
nporpamaa [oT cucreMa, sKy MOKHa THYYKO HAJIAMITOBYBATH IiJ KOHKpPETHI 3amadi. PeamizyeTscs sk
KOMIUIEKC amapaTHOI YacCTWHU Ta TOTOBHU Habop OiOmiorek, To0TO API s B3aemomii 3 cuctemMoro Ha
MPOrpaMHOMY PiBHi.
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I'pannyHi Ta TyMaHHI OOYMCIIEHHS — 1€ YaCTHHA PO3MOJiIIEHNX O00YUCIIEHb, SIKa MICTHTh 00pOOKY
iHpopMmallii Ta reHepallii KOHTEHTY y Oe3nocepeaniid OM3BKOCTI Bif Micus 11 30MpaHHs, BHHUKHEHHS a00
cnokuBanHs [11]. [HKoNMM i THOM OOYHCIICHb OMMUCYIOTH SIK OOYMCIICHHS, SIKI BUKOHYIOTHCS Y TICBHIN
cucTeMi, HabJKEHIH y TipocTopi 10 cucTeM 30upaHHs iHQopMarii 10 BUKOHAHHS XMapHUX 00YHCIIEHB SIK
YaCTHHA YChOTO LUKy o0uncieHs [12].

PeBE -
M .

e 9
Edge

Devices

Puc. 2. Bazamopienesa diacpama npedcmasienus KOHYenyil cpanu4Hux ma mymanHux oo4uciensb

TymanHi 00UHMCIIEHHS BIIPI3HAIOTHCS BiJ TPAHUYHUX CTYyIICHEM HAOMMHKCHHS IO TOYKH 30HMpaHHS
iHpopmartii y mepexesiii Tomonorii. TymaHHI OOYHMCIICHHS 3HAXOIATHCSA 3a NBI a0 Oumbmie 0oOYwMC-
JFOBAJTGHUX OJMHUIIG BiJ KiHIIEBOT TOUKH 30upanHs iHdopmarrii. Xoda 3araioM I1i TEpMiHN B3a€EMO3aMiHHI,
OCTaHHIM YacoM IoYrWHAa€e HaOyBaTH MOMYJIIPHICTE caMme TepMiH “rpanndHi oouucienns” [13, 14].

KoHTeliHepHI TEXHOJIOTiI — I TEXHOJIOTIi, SAKi 3aIyCKalOThCA Ha OOYHMCIIOBAILHUX MAIIMHAX Y
BHTJISIII KOHTEHHEPIB — 130Ib0BAaHUX OJIUH BiJl OJHOTO MPOIIECIB-«ITICOTHHIIBY, Ta YIPABISIOTHCS TICBHUM
OpKECTpaTopoM. BOHHM TPUCKOPIOIOTH PO3TOPTaHHS CEPBEPHHUX apXIiTEKTyp Ta CTBOPIOIOTh MEBHHN
a0CTpaKTHHUI PIBEHb HAJl allapaTHO YaCTUHOKO PO3MOAUICHUX o0uuncieHs [15]. s cranmapTu3anii KoH-
TerHepHuX TexHoJorii 0yno crBopero The Cloud Native Computing Foundation (CNCF) [16]. Cloud-
native TEXHOJIOTiT — IIe TaKi KOHTEHHEPHI TEXHOJIOTii, SIKi MOXXHa JIETKO PO3TOPHYTH Yy IMEBHOMY KOH-
TEHHEPHOMY CEPEAOBUIIN IMiJ] YIPABIIHHIM IMEBHOTO OPKECTPATOpa, a TaKOXX TEXHOJOrIl, sKi MiaTpH-
MYIOTh, CIIPOIIYIOTh, aBTOMATU3YIOTh YIPABIiHHA KOHTEHHEPHHM CepeloBHIICM. | OJIOBHUM KpHUTEpieM
BusHaueHHs Cloud-native TexHosorii € Bxomkenns 10 CNCF odiriitaux npoektis[17, 18].

AnapaTHO-NPOrpaMHU KOMILJIEKC

VY 1iit poboTi po3pOOIICHHS armapaTHO-IIPOTPaAaMHOTO KOMIUIEKCY I OpraHizarii TYMaHHHX Ta Tpa-
HAYHUX 00YMCIICHB TIOIJICHO HA TPH PiBHI T4 YOTHPH YACTHUHU:
* AmapaTHU# piBeHb.
* OpKecTpOBHUil PIBEHB.
* [Iporpamua wactuna (IIpukmagauii piBeHsb).
* ApxirektypHa yactuna (Ilpuknaganii piBeHsb).
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Application Layer

. . Applicaton Part
59';"335 PSFPIEE;ES’ (Services written in
: Golang)

RPE- N EE =

-

Crchestration Layer
(Linux + Kubemetes
Distars: k3s, kils]

Hardware Layer
(SBCs, Rasphermrmy Pi

4+ Zeroj

Puc. 3. Jiaepama 6aeamopisresoi apximekmypu anapamuo-npocpamHo20 KOMIIEKC)

AmnapaTtHuii piBeHb

3 Ooky amapaTHO{ YacTHHM MOKHAa BHKOPHCTOBYBATH Oy[b-SKi MIHIKOMIT IOTEPH 3 MiATPUMKOIO
Linux cuctem [19]. ¥ npoMy BHIIaJIKy BUKOPUCTAHO JBi Bepcii MiHikomi toTepa Raspberry Pi: Raspberry
Pi 4 (puc. 4) ra Raspberry Pi Zero (puc. 5) yepe3 ix HeBeIHKY ILiHY Ta MOMYJISPHICTH [20].

40 Pin General-purpose
input/output Header PoE HAT Header

2.4/5GHz Wirless

Bluetooth 5.0 Gigabit Ethernet

Micro SD Card Slot

2xUSB 3.0
2-lane MIPI DSI

display port

2xUSB 2.0

USB-C Power
Port 5V/3A

Puc. 4. Oononnamnuii minixomn tomep Raspberry Pi 4
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VY Tabn. 1 HaBeJCHO JesKi XapaKTePUCTUKH I[bOTO MIKPOKOMIT I0TEPA.

Tabruys 1

Xapaxkrepuctuku Raspberry Pi

Processor Broadcom BCM2711, Quad core Cortex-A72 (ARM v8) 64-bit SoC @ 1.5 GHz
Memory 2 GB, 4 GB or 8 GB LPDDR4-3200 SDRAM (depending on model)
Wireless 2.4 GHz and 5.0 GHz IEEE 802.11ac wireless, Bluetooth 5.0, BLE

Gigabit Ethernet, 2 USB 3.0 ports; 2 USB 2.0 ports, Raspberry Pi standard 40 pin
Ports GPIO header, 2 x micro-HDMI ports, 2-lane MIPI DSI display port,

2-lane MIPI CSI camera port
Processor Broadcom BCM2711, Quad core Cortex-A72 (ARM v8) 64-bit SoC @ 1.5 GHz
Memory 2 GB, 4 GB or 8§ GB LPDDR4-3200 SDRAM (depending on model)

Micro SD Card

Mini HDMI

Broadcom BCM2835
1GHz processor
High Performance
Printed Antenna
Wifi/Bluetooth

s

Jumper Pad for
a U.FL RF Connector

40 Pin General-purpose
input/output Header

LA R R AR BT KN T RS LXK

L
'®
®
®
L]
®
®
®
@
®
L.
I: g
®
&
.
&
L]
L]
&

CS1 Camera Connector (v1.3 only)

Puc. 5. Oononnamuuii minixomn tomep Raspberry Pi Zero
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Y Tabun. 2 HaBe#eHO JesdKi XapakTepUCTUKU MiKpokomI totepa Raspberry Pi Zero.
Tabnuys 2

Xapakrtepuctuku Raspberry Pi Zero

Processor 1 GHz, single-core CPU
Memory 512 MB RAM
Wireless 802.11 b/g/n wireless, LAN Bluetooth 4.1, Bluetooth Low Energy (BLE)

Mini HDMI and USB On-The-Go ports, Micro USB power, HAT-compatible 40-pin
header, Composite video and reset headers, CSI camera connector

Ports

Lli MiHIKOMIT'IOTEpH MiIKIIOYAIOThCA B pexuMi master-slave, ToOTo 3a Tomoioriero “3ipka”, ae
Raspberry Pi 4-master, ueHTpasbHHl Kepylounid KOMIT'IOTEp, a AeKiibka oguHULb Raspberry Pi Zero-
slaves, o04KCIIIOBAIbHI KOMIT IOTEpH, sKi TiKIto4aroThes 10 Raspberry Pi 4. IlinkimodyeHHs BinOyBa€eThCs
3a gonomoroto Wi-Fi 3’equanns, ockineku Raspberry Pi 4 mae nume onun Ethernet mopr [21]. Hagani nns
PO3LIMpEHHS CHCTEMH MOKHa 00’€IHYBaTH Taki OOYMCIIOBalibHI KJacTepud B OIbIII CHUCTEMH 3a
JOTIOMOTOI0 Pi3HUX MEPEeXEBUX TOMOJOTiH, 3’€IHYIOUM MiX cO00I0 Kepyroui (master) KoM toTepu. Ll
TOTIOJIOTISI KOIIIIOE TOTIOJIOTII0 OPKECTPOBOI YacTWHH, TOMY Oyja peani3oBaHa camMe B TAaKOMY BHUIJIALI.

Hiarpamy anapatHoro piBHs miatdopmMu 300pakeHo Ha puc. 6.

Sensor Sensor Senser Sensor Sensor

Sensar
CCS811 and
HDC1080

“ ® % '\ -+ @ & Devices

GP C\ /UART 1ZC IZC:'I"-.I‘."\ YAF 1zZC | GF'C\ //W =l IZC—GF’Id
A4 \V4 l A4 |

201s TOF 19129 ores = SHTI1D 293

= = b=olre ot iy
o £ & - < g
-
e
WE /—-—’\ﬁr

ﬁ WiFnAP-Cliett Etharnat Switch a
Wik KR Wk
/ \

Saveisgent Seveigent Sareisyent
Respbemy P\ Zern Raspbemy Pi Zero Raspoeny P Zem

Puc. 6. Jiaepama 6acamopisnegoi apximekmypu anapamuoeo pieHs niamgopmu

OpkecTpoBHii piBeHb

3 GOKy OpKecTpoBOi YacTHHH OyJi0 BUKopHcTaHo TexHodorii K3S, Knative ta Nuclio.
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K3S — ne ceprudikopanuit Kubernetes nquctpuOyTHB, ONTUMI30BaHUH Il TPAHUYHUX OOYHCIICHB,
BUKOPHCTaHHS Ha MiHIKOMIT 10Tepax [22]. BUKOpHUCTOBYEThCS B IIbOMY KOMIDIEKCI SIK OTIepalliiiHa cuctema
31 BCTAHOBJIEHUM Ta HAJIAIITOBAHUM KOHTEHHEPHUM CEPEIOBUIIEM.

Knative — ne miatrdgopma-sx-cepsic (PaaS, Platform as a Service), sika mpamtoe Hax Kubernetes,
TIOJIETTITY€ PO3POOIIEHHS Ta PO3TOPTaHHS, JO3BOJSAE AMHAMIYHO MacmTaOyBaTu KoHTeiHepH [23]. Knative
BUKOPHUCTOBYIOTH SIK OCHOBY JJISl PO3TOPTAaHHS MIKPOCEPBICHOI apXiTEKTypH.

Nuclio — ue muatgopma 6e3cepBepHUX 00UUCIIEHb, TOOTO 00UNCIIEHb, TOOYJOBAaHUX Ha apXiTEKTypi
HeBenmuknX (yHKIH Ta momiid. Nuclio Mae BHCOKYy mBHako#ito (BuKMK Omm3pko 400000 dymkmii 3a
CEeKYHJy), TOMY ii OyJi0 BUKOPUCTAHO AJIsl peajizauii Oe3cepBepHOi YaCTHHU MPHUKIIAJHOL apXiTeKTypH [24].

Ha puc. 7 npeacrasieHo aiarpaMmy OpKecTpPOBOTO piBHS MmIaT(opmu.

- ."'h_ - L

Knative | Muclio

Puc. 7. Jiaepama apximexmypu opxecmpogo2o pigus niameopmu

IIporpamua yacTuna (IpUKJIAJHUI piBeHb)

Jlnsa peamizamii mporpaMHOi YaCTHHHM NPHUKIAIHOTO PiBHS BHUKOPHUCTAHO TaKi TEXHOJOTIi, SK
cepsicHa ciTka Linkerd, cuctema o6miny nosizomnenasimu NATS, peanizauis nporokony RPC GRPC,
6asu nanmx TDengine, Apache Ignite, Badger.

Linkerd — e Hamnerka cepBicHa ciTka (service mesh), cTBopeHa s MOJIETIICHHS HalallTy-
BaHHA OanancyBaHHA (L7) Ta komyHikaii Mixk MikpocepBicaMu y KOHTEHHEpHOM cepeaoBuili [25].

NATS - me mpocra, Oe3medyHa Ta BHUCOKOMPOIYKTHBHA CHUCTeMa OOMIHY TOBIIOMIICHHSMH 3
BIAKPUTUM KoJa0M [26]. NATS BHUKOPHUCTOBYETHCSI Ha MPUKIAJIHOMY PIBHI SK peasizalilo aCHHXPOH-
HOTO 3B’s13Ky MIiX cepBicamu.

GRPC - ne cydacHa BuCOKONpoaykThBHa cuctremMa RPC i3 BIAKPUTHM KOZOM, SKa MOXE
npauoBaTi B Oynb-skoMy cepenosuii [27]. GRPC BUKOPHCTOBYIOTH Ha MPHUKJIAAHOMY PiBHI SIK peai-

3aIliF0 CHHXPOHHOTO 3B’s3KYy MiX CepBicaMH I MIBHAKOTO pearyBaHHS Ha MOJil B CUCTEMI.
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Apache Ignite — ne ropuzoHTaNEHO MacmTabOBaHA, BiIMOBOCTiHKa PO3MOJiieHa 00YHCITIOBAIbHA
in-memory 06a3a AaHuX UL TOOYAOBH AOAATKIB y pexuMi peanbHoro 4yacy [28]. Apache Ignite y cuctemi
BHKOPHCTOBYIOTH JIJIsT 300paHHS JTOKATBHUX JaHUX CEHCOPIB Ta K 9acTUHY «hot pathy aHamiTHKY.

TDengine — e miathopma «BEIUKHUX JAHUX» 13 BIAKPUTHM KOIOM, po3po0ieHa Ta ONTHMi30BaHa
s Iareprery pedeit (IoT), migkimoueHNX TpaHCIIOPTHUX 3aco0iB Ta mpomucioBux [oT pimens [29].
TDengine BUKOPUCTOBYIOTh Y CUCTEMI SIK MIOCTIHE CXOBUIIE JaHUX Ta SIK YacTUHY «cold path\advanced»
AHAITITUKY.

Badger € BOy10BaHO0, MOCTIHHOIO Ta MBHUIKOI 033010 JaHUX, SKa MPAITIOE 32 IPHHITAIIOM “‘KJTFOY-
snayenns” (KV, key-value storage), HanncaHorwo MoBoro nporpamyBaHHs Go [30]. Y npoekTi BUKOpHUCTaHO

sk 0azy IS peecTpailii ceHCopiB Ta ix MupOBUX ABIIHHKIB.

ApXiTeKTypHa YacTHHA

(IlpuxknagHuii piBeHb)

ApXITEKTYpHY 4YacTHHY CTBOPEHO SK cTaHaapT po3poOku API, Tomy ii 3acTOCOBYIOTH 10
pizHOMaHiTHUX [0T mporpamMHuX pimeHs OyAb-IKOK MOBOK MPOTPAMyBaHHS, sIKa MiATPUMY€E OTHUCAHI
HIDKYE TapagurMHu. 3ami1s epeKTUBHOCTI, IMIBHAKOCTI, pOOOTH B peabHOMY 4Yaci B IIili amapaTHO-
IporpaMHii miargopmi Ha TPUKIAIHOMY PiBHI BUKOPHCTAHO CyYacHi apXiTeKTypHi pillleHHs, TaKi sK
DDD, Microservices, Event-Driven, Serverless Ta konnenuis Digital Twin (LludbpoBuii 1BiitHUK).

Domain-driven design (DDD) — koHIeNIisi IPOEKTYBAaHHS MPOTPaMHUX CHCTEM, SIKa IOJIATAE Y
PpO30UTTI MpOrpaMHUX KOMIOHEHTIB Ha MOJIENi, BiAMOBIHI /10 mpeaMeTHOi o0nacTi [31].

Event-Driven — apxXiTekTypHHil ma0n0H, SKWUH MOJATaE y TOMY, MO0 IITUTH CYTHOCTI ¥y
nporpaMHOMy 3a0e3leueHHI Ha TeHepaToph Ta CIOXHBAYiB MO, a TakoXX NPEICTaBISATH YCIO
MOJIeNIb CHITKYBaHHS Yepe3 KOHIEMIIito moii [32].

Microservices — apxiTeKTypHHI CTHIJIb, CIIOCIO po3mapalieioBaHHs MPOrpaM IpeacTaBICHHSIM
IPOrpaMHOTO 3a0e3MeUeHHs Y BUTISAI HEBEITMKHUX CEPBICIB, SIKi CIINKYIOTHCS MiXK CO00I0 — MIKpO-
cepgiciB [33].

Serverless — apxiTeKTypHHH CTWJIb, CIOCIO po3MapalieloBaHHA NPOrpaM, SKHHA IOJArae B
pO30UTTI MporpamMHOro 3abe3nedeHHs Ha AyKe NpiOHI YacTHHHU — (YHKIII, IKi MOXYTh 3aIyCKATHCS
mapaelbHO Ta He3aJeXXHO OJWH Bix ogHOTO [34].

Konuenmist Digital Twin nonsirae y Tomy, mo0 A3epKalbHO BiOOpa3uTH Y HU(GPOBOMY MPOCTOPI
CHCTEMH Ta 00’ €KTH PETFHOTO CBITY 3a JIOIIOMOTOI0 300paHHs TeleMeTpil B peasibHOMY Haci [35].

VYo apXiTeKTypHY YacTHHY CHCTEMH PO30HTO Ha CEepBicH, MiKpocepBicH Ta Oe3cepBepHi QyHKIiil. B
ocHOBY mokmaneHo Event-Driven ta OararopiBHeBY apxiTekTypy. Hmxde mepenideHO OCHOBHI apXi-
TEKTYPHI CYTHOCTI pO3pOOITIOBAHOI CHCTEMHU.

Orchestration system — cepBic\CyKyIHICTh MiKpOCEPBiCIB aBTOMAaTH30BaHOTO OalaHCyBaHHS Ta
ynpasninas [oT cucremoro, BiAmoBigae 3a 1iicHy poOOTy yCi€l cucTeMu.

Management system — 11e CepBiC\CYKyIHICTh MiKpOCEPBiCIB PYYHOTO YIIPaBIiHHS Ta HaJalITyBaHHS
IoT cucremu, a TakoX BiOOpaskeHHS METPUK CUCTEMHU.

Device manager — cepBic\CYKYITHICTh MIKPOCEPBICIB, SIKAH BIAIOBIZAa€ 3a PEECTPAII0 HOBHUX

NPUCTPOIB, CTBOPEHHS Ta YIPABIIHHS MPUCTPOSIMU Ta iX HUPPOBUMH IBIHHIUKAMH.
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Digital twin manager — cepBic\CYKyIHICTh MIiKpOCEPBICiB, SKHI BiANOBIAE 32 TBOPEHHS Ta YIpaB-
JiHHSA UM(POBUMHU NBIHHUKAMH, SIKi HE MAIOTh (PI3MYHOTO aHAIOTY B peallbHOMY CBiTi, TOOTO BimoOpa-
JKAIOTh CKIIAIHI peaibHI CHCTEMH YH ITPOIIECH.

Digital twin — cepBic, sikuii € unpoBUM ABIMHUKOM (i3n4HOI crcTeMu abo arperye iHII HUQPPOBI
JBIHHUKY 11 CTBOPEHHS TU(POBOTO IBIHHUKA CKJIAIHIIIOI CHCTEMHU.

Operator — cepBiC\CYKYIHICTh MIKpOCEpPBICiB, CTBOPEHUH JJIsi BUKOHAHHS IMEBHUX OIlepamiid Hax
IU(QPOBUMH JIBIHHUKAaMHU, TAKUX SK MOHITOPHHT, aHaii3, 00poOKa ToIIo.

Pipeline — e cykymHicTh Oe3cepBepHUX (GYHKITIH, MPU3HAYESHUX IS TOCTiOBHOI a00 mapasienbHOl
00pOoOKH TaHUX, SKiI HAAXOAATh B 200 3 U(POBUX ABIHHHKIB.

SIk TecToBWil CTEHJ PO3POOJIEHO APXITEKTypy CHCTEMH PO3YMHOrO OyIMHKY Ha OCHOBI IIbOTO

craugapry (puc. 8).

Smart house management system
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Puc. 8. Jiaepama apximexkmypu cucmemu po3ymMHo20 6YOUHKY, pO3POOIEHOT 8i0N0BIOHO
00 CMBOPEHO20 APXIMeKmMyPHO20 CINAHOAPIY

BucnoBku

Lls amapatHO-nporpamMHa miatdopma LiIKOM BiANOBiZA€ BCIM MOCTaBICHUM Ha IOYATKy BUMOTaM
cyuacHoi [oT cucremu:

* JIETKO MiATPUMYETHCS;

* 33 CBOEIO PO3JIIICHOO MIPUPOIOIO JIETKO MacIITaby€eThCs;

* 3aBJISIKM CyYaCHUM KOHTCHHEPHUM TEXHOJIOTISIM € yXKe 3aXHIICHOI0;

* Ma€ BUCOKY IIBHIKOIIO 3aBISKH Oe3cepBEepHUM (QYHKITISIM Ta TIPOTOKOJIAM 3B’ SI3KY;

* BUKOPHCTOBYE TexHouorii, ceprudikoBani CNCF Ta Kubernetes;

* BMi€ aHaNI3yBaTH JIaHi B PEKUMI pealbHOTO Yacy 3a mpuHImIoM “hot path”, a konnenmis Digital
Twin 103BOJISIE JIETKO YIPABIISITH i AKIIOUYEHUMH PUCTPOSIMH.
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Takox mpencTaBieHa CUCTEMa Ma€ MPOCTUH Ta 3po3yMiutuii ctangapt API mis moOynoBu nporpam-
HUX loT-apXiTeKTyp, Ly’Ke JErKO pO3TOpTaEThCs Ha OyAb-SKMX OJHOIUIATHUX MIHIKOMII'IOTepax i3 mifi-
TpuMKOro Linux.

[TizcymoByr0uM Bce BHIECKa3aHe, MOKHA KOHCTAaTyBaTH, IO L0 CUCTEMY MOXXHA BUKOPHCTOBYBATH

AK maTdopmy U1 NoO0yaoBU cydacHuX loT-pimeHs 3a MPUHIMIIOM TYMaHHUX/TPAaHUYHUX OOUUCIICHb.
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The concept of digital transformation is very relevant at the moment due to the epidemiological
situation and the transition of the world to the digital environment. IoT is one of the main drivers of
digital transformation. The Internet of Things (IoT) is an extension of the Internet, which consists of
sensors, controllers, and other various devices, the so-called "things," that communicate with each other
over the network. In this paper, the development of hardware and software for the organization of fog
and edge computing was divided into three levels: hardware, orchestration, application. Application
level also was divided into two parts: software and architectural. The hardware was implemented using
two versions of the Raspberry Pi: Raspberry Pi 4 and Raspberry Pi Zero, which are connected in
master-slave mode. The orchestration used K3S, Knative and Nuclio technologies. Technologies such as
Linkerd service network, NATS messaging system, implementation of RPC — GRPC protocol, TDengine
database, Apache Ignite, Badger were used to implement the software part of the application level. The
architecture part is designed as an API development standard, so it can be applied to a variety of IoT
software solutions in any programming language. The system can be used as a platform for construction
of modern IoT-solutions on the principle of fog/edge computing.

Keywords: Internet of Things, IoT-platform, Container technologies, Digital Twin, APIL.



