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MO/IEJ/II TA 3ACOBH BIJIJIATOKEHHSA ¥l TECTYBAHHA MOBLJIbHUX CUCTEM /11
HEWPOIIOAIBHOTO KPUIITOTPA®IYHOI O 3AXUCTY Y MEPEJIAYI JAHUX

Busznateno notpely 3abe3nedeHHs KpUNTorpadivHoro 3aXucTy Ta 3aBa0CTiKOCTI Mpy Iepenadi JaHuX i KOMaH] yIpaBIIiH-
Hsl 32 JIONOMOT0I0 MOOIIBHUX POOOTOTEXHIYHUX IIAT(OPM, BXJIUBICTh BpaXyBaHHs 0OMEXEHHs 11010 rabapuTiB, €HEprocro-
KUBAHHS Ta MPOMYKTUBHOCTI. 3'1COBAHO, 1110 OJHUM i3 HNIISAXiB 3a0€3Me4YeHHs] BUMOT KpUNTOrpadiuHOro 3aXUCTY JaHUX € BUKO-
PHCTaHHS HeHpOoNoAiOHUX Mepexk. IXHA 0COBNUBICTL B MOMKIMBOCTI Hanepe oOUMCIINTY BaroBi koedimientu, ski GyayTh BUKO-
pucrani npu mmdpyBaHHi/nemrdpyBaHHi JaHUX. 3aPOIIOHOBAHO MPHU HefipononiOHoMY mH(pyBaHHi/AemudpyBaHHi TaHUX re-
HEepyBaTH KJIIOY 3 ypaxyBaHHIM apXiTeKTypH HeHporogioHol Mepexi (KilbKOCTi HeHMpOHiB, KiTbKOCTI BXOJIB i iX PO3psIHOCTI),
Marpuli Baropux koe(imieHTiB i Tabauui 11 MackyBanHs. BuznadueHo, 1mo HelipornogiOHa Mepexka 3 Hariepe 004YHCIICHUMH Ba-
roBUMH Koe(illieHTaMKu Ja€ 3MOry BMKOPHCTATH TaOJIMYHO-aITOPUTMIUHMI METOX Hpu ImdpyBaHHI/nemmpyBaHHI AaHUX,
SKUM I'DYHTY€ThCS Ha ONEpallisx 3UMTYBAaHHS 3 Nam'siti, 07aBaHHS Ta 3CyBY. [IpoaHanizoBaHo 0OMEXEHHS 11010 rabapuTiB,
€HEProCTOXMBAHHS Ta MPOLYKTHUBHOCTI, SKi i Yac peanizamii MOXHA MOJOIATH IUISIXOM BUKOPUCTAHHS YHIBEPCATBEHOTO MPO-
LIECOPHOTO sIJpa, AOTOBHEHOTO crienianizoBanumMu anapaTHuMu 3acodamu (ITJIIC), mo peanizyroTs HefipononiOHi eneMeHTH, a
cymicue Bukopuctanus nporpaMunx i [TJIIC 3abe3neuye edexTuBHy peanizaiiro anroputMiB HelipornoaioHoro mudpyBaHHs/ 1e-
mm¢pyBaHHS AaHUX 1 KoMaHA ynpasiinas. [IpencraBieno moneni Ta 3aco0u 11s BiAmaromxeHHs 1 TecTyBaHHs HeiipononiOHOT
kpunrorpadiuHoi cucremu. Po3pobiieHo MoJielb MonepeiHiX HajlalTyBaHb CUCTEMU HEMponoaioHoro mudpyBaHHs JaHUX, OC-
HOBHMMM KOMITOHEHTAaMH SIKOI € (popMyBad apXiTeKTypH HeHpononiOHoi Mepexi, 00UiCII0Bad MaTPUIlh BaroBUX KOoe(ili€eHTIB i
obuucioBay TablIMIb MAKpO4ACTKOBUX N00YyTKiB. Po3pobieHo Monesnpb npouecy HelipononiOHoro mmdgpyBaHHs 3 BUKOPUCTaH-
HSIM TaOJNMYHO-aITOPUTMIYHOTO METOJY, OCHOBHIMH KOMITIOHEHTaMH KO € TIEpPEeTBOPIOBAY MOBiTOMIECHHS, (JOPMyBad aIpecH
34YUTYBaHHS 3 Ta0JMIb, N TabJIMIL MAKPOYACTKOBUX J00YTKiB, N CyMaTopiB i KoMyTaTop, peajizalis skoi 3abe3redye TecTyBaH-
Hs crcTeMu Kpuntorpadivnoro 3axucty i nepenaui nanux (CK3I1]]) y peansrOMy daci. Po3po0ieHo Moeni TecTyBaHHS Ta Bif-
JarokeHHs O010kiB mudpysanus (aemupyBaHHs), KOOyBaHHs (I€KOLyBaHH:), MACKyBaHHs (1€MacKyBaHHS) JaHUX, SKi 3a pa-
XYHOK BUKOPHMCTaHHs €TAJIOHHHMX 3HA4y€Hb JJIS MOPIBHAHHS 3a0€3MeUylOTh MiJBUIIEHHS SKOCTI TECTYBAHHS Ta BiJJIAr0JUKEHHS
CK3IIJ. Po3zpooneno CK3I1/], sika BHACTiZOK AMHAMIYHOI 3MiHM THIy apXiTekTypu HelipononiOHoi mepexi (HIIM) Ta 3nauens
BaroBux koedinienris (BK), koniB macku ta 6apkepononionoro xoxy (BI1K) 3a6e3nedye minBuieHHs KpUIITOCTIHKOCTI Mpolie-
JypY Tepeaadi JaHuX. 3aIponoHOBaHO AWHaMiuHy 3MiHy apxitektypu HIIM (3nauenus BK), macku ta BIIK, mo cnpusie nixBu-
menHio kpunroctiiikocti CK3I1/] 3aranom. BukoHano TecTyBaHHs iMiTaliifiHOT Mozl Ha MPUKIIaAi repeaadi moBiJOMICHb JUIs
pizaux koHpirypauiit CK3I1/1.

Kniouogi cnoga: TabNMIHO-ANITOPUTMITHUM METOJ pO3paxyHKy BaroBuX koedilieHTiB HelpomoniOHOT Mepexi; imiTamiliHa
MOZIEJb HedpornoaioHoro mudpyBaHHs/IemndpyBaHHs; IMHAMIYHA 3MiHa apXiTEKTYpH HEHpOrnoaiOHOI Mepexi; 0OuMCIeHHS
TabJIMLb MAKPOYACTKOBHUX J100YTKIB.

HUX KOJIB SIK OCHOBHM U1 pO3pO0IEHH MOOiNbHOT cucTeMu
kpunTorpadiunoro 3axucry it nepenadi nannx (CK3I1T).
Oco0aMBiCTIO aBTOACOLIaTUBHOT HelipoMepeski MpsIMOTo
MOMIMPEHHS € MOXKIIMBICTh Hamepen OOYMCINTH BaroBi Ko-
ediuienTn, ski OyayTh BUKOpHCTaHi npu mmdpyBaHHi/me-
mudpyBaHHi JaHUX, a cama Mepeska cTae HelipornoaioHoro.
Hanepen o64ucneHi BaroBi koe(illieHTH NalOTh 3MOTy BH-
KOPHUCTATH TaOIMYHO-aJITOPUTMIUHMI MeTon i wudpy-
BaHHA/felMpyBaHHA AAHUX, AKUH TPYHTYETHCS Ha onepa-
LiAX 3UMTYBAHHSA 3 NaM'ATi, JoAaBaHHA Ta 3cyBy. Kinouamu

Bctyn / Introduction

[Mpn mucraHuiitHOMY ympaBJliHHI MOOITBHUMM iHTEJIeK-
TyalbHUMH POOOTOTEXHIYHUMH TuIaTGopmMaMu BaKIHMBAM
3aBIaHHAM € 3a0e3MeveHHs KpunTorpadivHoro 3axucry ta
3aBaJlOCTIHKOCTI MpH mepenadi KOMaHI i JaHHUX 3 ypaxy-
BaHHAM OOMeXeHb 1I0A0 rabapuTiB, eHeprocroKMBaHH,
MPOIYKTUBHOCTI Ta BapTocTi. OMHUM i3 1UIAXiB 3a0e3re-
YeHHS TaKUX BUMOT € BUKOPHCTaHHA aBTOAcOLiaTUBHOI
HelipoMepexi TMPsSMOro MNOIIMPEHHs, fKa HaBYAETbCA Ha
MiZicTaBi METOMY TOJIOBHUX KOMIOHEHT Ta OapKeporonio-
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npu HeliponoaibHOMy M(pyBaHHi Ta AemndpyBaHHi aa-
HUX € apXiTeKkTypa HelipornonioHol Mepexi (KilbKicTh Hell-
POHIB, KiJIBKICTh BXOMIB i iX pO3PSAMHICTH), MaTPUIi Baro-
BHX Koe(iLieHTIB i TaOMWIi 111 MaCKyBaHHS.

OmanM i3 msixiB peaizanii MmoOineHUX CK3II]I € BU-
KOPWCTaHHS YHiBEpPCAILHOTO MPOIECOPHOTO siapa (MiKpo-
KOHTpOJIepa) IOTIOBHEHOTO CIelliali30BaHUMU allapaTHUMU
3acobamu (IJIIC), ki peanizytoTh HelipornoniOHi enemeH-
TH. CyMicHe BUKOPHCTaHHS TPOrPaMHUX i CTeLianizoBaHHUX
amapaTHHX 3aco0iB 3a0e3neuye e)eKTUBHY pealizallito al-
rOpuUTMIiB HeliponogioHoro wmdpyBaHHs/nemnppyBaHHI
KOMaH/I i TaHuX.

BaprticTb i TpuBanicts npoektyBaHHs MoOiTbHNX CK3IT]
3HaYHOIO MipOI0 BU3HAYAIOTH MPOTPaMHO-anapaTHi 3acoon
BimmaromkeHHs 1 TtectyBaHHS. Jlo MoGimpHmMX CK3IIJ]
CTaBJIATHCSI BICOKI BIMOTH 3a HamilHICTIO Ta 3a0e3medeH-
HSIM TIE€PEBIpPKU MpPaLEe3AaTHOCTI Ha pOOOYMX TAKTOBUX Yac-
TOTaxX, MBUAKOT JIOKaJi3alii Ta 3HEMIKOIKEHHs HETIOJIaI0K.
3abe3nedeHHss BUCOKOT HaNiHHOCTI Ta AiarHOCTUKKU MOO1JIb-
Hux CK3I1J] nocsraeTbes MUISIXOM 3aCTOCYBaHHS Cy4acHOT
eneMeHTHOT 6a3u (MikpokoHTposnepi, TTJIIC) Ta anapaTHol
i mporpaMHoi HaAJUIIKOBOCTI. J[s 3a0e3nedenHs Bianaro-
mokeHHs MoOimpHUX CK3I1]] BOHM MarOTh BOJIOMITH BIIACTH-
BOCTAMU KEPOBAHOCTI, CIOCTEPEIKYBAHOCTI i mepeadavyBa-
HocTi. [Ipu BinnaromkenHi MmooinbHux CK3I1J] HeoOXinHO
3a0e3MeunTH BiAMOBIAHY iHTEHCHUBHICTH HAJAXOUKEHHS KO-
MaHJ YOPaBITiHHA PYXOM iHTEIEeKTyaJlbHOI POOOTOTEXHIU-
HOT mTaThopMu.

Iponec Bimmaromxenns mobimpHMX CK3IIJ MoxHa
po30UTH HA HACTYIHI €Tamy: MiArOTOBKA TECTOBHX i €Ta-
JIOHHUX MAacHuBiB JaHUX, (pOPMYBaHHA MACHUBY KEPYHOUHX
CUTHAJIIB BilMOBIJHO 10 pe)XUMiB pOOOTH; MiATOTOBKA ara-
paTypu BiJaroJKeHHs (3aBaHTaKEHHS €TaJJOHHUX MacuBiB
JIaHUX); IPOBEIEHHS TeCTyBaHHA; HAarpOMaKEHHs pe3yJib-
TaTiB TECTYBaHH: Ta iX ONpalllOBaHHS.

OTXe, akTyaJbHOIO MpOoOJeMOI0 € po3poOseHHs Mojie-
nieif, 3aco0iB BiIyIaroKeHHs i TECTyBaHHS CUCTEMH KpHII-
TorpacdiuHoro 3axucty i nepenadi naunx (CK3I1[I) na po-
604YnX TAKTOBHX YaCTOTAX.

006'exm 0ocnioicenrs — TPOLIECU MOJICITIOBAHHS, BifJia-
rogxeHHs i TectyBanHs CK3IL/I.

IIpeomem oocniodcents — MOJEI, METOU, ANTOPUTMHU
o0uHnClieHb BaroBUX KoeQillieHTiB, TabNHIb MaKpO4acTKO-
BUX JOOYTKIB i 3ac00M BiANaroKeHHs, TeCTYBaHHs CHCTe-
MU KpunrorpagiuHoro HeiipornonioHoro 3axmcty Ta nepe-
Jadi NaHuX.

Mema pobomu — po3po0ieHHs Mojeneii i 3acobiB nomne-
penHixX HajalmTyBaHb, HeliponoAiOHOTO WK(pPYBaHHS, Bij-
naromxenHs i rectyBanHs CK3IT/I.

Jinst mocATHEHHS 3a3HAa4eHOi METH BM3HAUEHO Taki oc-
HOBHI 3d80aHHS QOCTIONCEHHS:

e BubOparu 3acodu po3pobaeHHs MmobineHux CK3IT/];

® PO3pOOUTH MOZEINB MOMEPEAHIX HATALITYBaHb ISl HEHpPOTIO-
nioHoro mugpyBaHHsS AaHUX;

® pO3poOUTH y3aralbHEHy MOJENb HelporomiOHoro mudpy-
BaHHs KOMaHJ YTpPABIiHHA 3 BUKOPUCTAHHAM TaOJIMYHO-aJI-
TOPUTMIYHOTO METOJY;

® po3poOuTH iHpOpMaLliliHi MozeNi BifjlaromKeHHs i TecTy-
BaHHs MoOibHOT C3T1/I;

® po3poOUTH 3acO00M OOUMCIIEHHS BaroBUx KoedilieHTiB, MaK-

POUYACTKOBUX AOOYTKIB i €TAIOHHUX PE3YJIbTATIB.

Ananiz ocmannix 0ocioxncenv ma nyonikayii. Ananis
OCHOBHUX TEHJEHIlili Yy CTBOpEHHI MOOUIBHUX OOPTOBHX

cucTeM 11 KpunrorpadiuHoOro 3axucty i nepenadi gaHux
y peaqbHOMY 4aci Mokasye, 110 Ui BUKOHAHHA onepaliit
mu¢pyBaHHs Ta nemu(pyBaHHS y TaKUX CHCTEMax BHKO-
PUCTOBYIOTECST HelipomepexkHi metomu [3], [6], [20], [21].
V poborti [9] 3a3HaUEHO, IO KOMIIO3UTHUM KITFOUEeM MIH(]-
PYBaHHS B KpUNTOCUCTEMI HEMPOHHOT MepeXXi € BaroBi mMat-
pULli CHHANTAYHUX 3B'S3KiB MK HEWpoHAMH Ta MeTadaHi
Mpo apXIiTeKTypy HEHPOHHOI Mepexi, a CTOXacCTUYHUIl Xa-
pakTep MOMUJIKM NependadeHHs HeHpOHHOT Mepexi 3abes-
reyye MOCTiHO MIiHIMBY Tapy KItOY-IIU(pTEeKCT. AHai3
3aco0iB I peanizauii kpunTorpadivHOro 3aXucTy NaHUX,
AKi BUKOPUCTOBYIOTh HEMpOMEpEKHI METOMH, MOKA3ye, 110
Taka peaji3alis B OCHOBHOMY BMKOHYIOTb MporpamHo [4],
[71, [8], [10]. 3okpema, y pobdoTi [19] onmcano 6araropapi-
AHTHI KPUNTOCUCTEMH 3 BiIKPUTUM KITIOYEM, 3aCHOBaHI Ha
posmmpeHiit HelipoHHi Mepexi Xomdinma, a 3anpornoHo-
BaHMIi aBTOpaMy aJropuT™ 3abe3nevye NpakTUIHICTb ana-
partHoi peanizauii. OqHaK, OCHOBHUM HEIOJIIKOM MpOrpam-
HOi peaiizanii HelpoMepe)keBOro KpuntorpadiuHoro 3a-
XHCTY JaHUX € CKIAAHICTbh 3a0€3MeYeHHs peKUMY peabHO-
ro yacy Ta JOAAaTKOBUX OOMEXeHb, AKi BUCYBAIOTHCH IO
CK3II[ wono mMacu, rabapuTiB, MPOLYKTUBHOCTI, €HEProc-
MOXKUBAHHA Ta BAPTOCTI.

V¥ poborax [12], [16], [17] onucano amanTtauiro aBTo-
acoliaTMBHOT HEWPOHHOT MepexKi 3 HeiTepaliiiHUM HaB4aH-
HSM Ui 3amad KpunrorpadiuHoro mudpyBaHHA Ta je-
mu¢pyBaHHs TaHuX. Y Takiii HelipoMepexi Barosi koedi-
LiEHTH OOYWCIIOIOTH Harepen, a He (GOpMYyIOTh BHACHIIOK
il HaBUaHHA Ha MiACTaBi METOJy TOJIOBHMUX KOMIIOHEHT.
Oco0nMBICTIO TAHOTO METOAY € BUKOPHCTAHHS CHUCTEMH
BJIACHUX BEKTOPIB, SKi BiANOBIJatOTHh BIACHUM 3HAYCHHAM
KoBapiauiitHoT Matpuni BXigHUX naHux [14]. Y poboti [15]
MOKa3aHo, W0 KoY Y cUcTeMi HeiponoaibHOro Kpumror-
padiunoro 3axucty naHux (GOpMyeTbCS Ha MiACTaBi KOIIB
MacKyBaHHsI, apXiTeKTypu HeWpornoaiOHOT Mepexi Ta mart-
puLi BinnoBiAHWUX BaroBux KoediuieHtiB. Y pobori [1]
OTIMCAHO peai3alito HelpoMepexi HEBEIMKOTO PO3Mipy Ha
Mmikponpouecopi RISC-V 3 onepaTuBHOIO mam'aTTio Jnie
16 KBb. Ipote, 3 anamnizy po6irt [2], [11], [13], [18] BunHo,
10 HeWponoaiOHi anropuTMu KpUNTorpadivHOro 3axmcry
MaHWX peaiizoBaHi 3 BukopuctanHaMm [UJIIC 3abe3neuyroTsh
BHCOKY NPOIYKTHBHICTb peajli3oBaHUX 3ac00iB KpUNTOrpa-
(iuHOrO 3aXMCTY i Mepenayi AaHUX 3aBASKH PoO3Mapaliesto-
BaHHIO Ta KOHBeepu3alii oduncieHb. OfHAK, NPOBENeHUI
HaM¥ aHaJi3 MoKa3ye, 110 HEBUPILIEHO MPoOJIEeMOIO 3au-
LIAETHCS PO3POOIICHHSI MOJIeNieli | BINMOBiAHUX 3ac00iB A
BignaromkeHusa i tectyBanHs CK3I1JI, peanizoBaHux Ha
TigcTaBi HEUPOTIOTIOHUX MEPEXK.

Pe3y/IbTaTH AOCAiAKEHHS Ta iX 06roBopeHHs /
Research results and their discussion

Hpunyunu pos3pobnenns MOOIIBHUX cucmem Helpono-
0ibHo20 Kpunmocpagiunoco 3axucmy U nepedaui OaHux.
Po3pobyieHHss MOOGINBHUX cUCTeM KpuntorpadidHoro 3a-
xucty i nepenayi nanux CK3I1]] BuMarae mmpokoro BUKo-
PHCTaHHA Cy4yacHOT elleMeHTHOT 6a3H, po3poOeHHS HOBHX
METO/IiB, AJIFOPUTMIB i CTPYKTYp, Opi€HTOBaHUX Ha edek-
TUBHY arapaTHO-NPOrpaMHy peallizalifo HelponomioHux
anropuTMiB mHQpyBaHHs Ta AemmppyBaHHs AaHux. [lig
yac po3pobnerHs Takux MoOinsHUx CK3I1]] BuHMKae mpo-
6nema 3a0e3nevyeHHs] peKUMy peabHOTO Yacy, TMiIBHIIEeH-
HSI KPUNITOCTIKOCTI 3 OAHOYACHUM 3MEHIIEHHSAM MacH, Ta-
OapuTiB, €HEPTOCMOKUBAHHSA Ta BapTocTi. J{7s 3a0e3neueH-
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HS peasibHOTO 4acy Tpouecd HeliporonioHoro mugppyBaH-
HS Ta aeln@pyBaHHS OaHUX MalOTh BinOyBarucs 0e3 Har-
pOMa/KEeHHS 3aTPUMOK. 3MEHIIEHHS MacoradapuTHUX Xa-
PaKTepUCTHK, CHEPTOCTIOKUBAHHS, MiBUIIECHAS HAMIIHOCTI
ta mBunkonii CK3I1/I MoxHa HOCATHYTH OUITXOM BUKO-
pucTaHHS MPOOJIEMHO-0PiEHTOBAHOTO MiIXOMY Ta Cy4acHOT
eJIEMEeHTHOT 0a3H.

Po3pobnenns mobinpHOT CK3I1[] y peanbHOMY 4aci 3
BHCOKHMU TEXHIKO-eKOHOMIYHUMU XapaKTEePUCTUKAMHU MPO-
MOHYEMO 3IiMCHIOBaTH 3 BHKOPHUCTaHHSAM IHTETPOBAHOTO
MiAXONy, IKUI OXOILTIOE:

® MeTOAM Ta AITOPUTMH HeiiporopibHoro mupyBaHH:/ qe-
mudpyBaHHs JaHUX;

® METOAM Ta AITOPUTMH CUHTE3y OapKepONoAiOHUX KOIB;

® po3po0JIeHHss HOBMX METOIIB i CTPYKTyp Ui peanizauil
HeWpononiOHUX eNeMEeHTIB;

® CyyacHy elleMeHTHY 0a3y Ta 3aco0M aBTOMaTH30BaHOTO TPo-
€KTYBAHHSI.

Po3po6nenns mobinsHoi CK3I1]] y peansHOMY yaci npo-
MOHY€EMO 3 ICHIOBAaTH 3 BUKOPUCTAHHAM TaKUX MPUHIIMITIB:

® 3MiHHOCTI ckyiamy oGyiamHaHHA (YHiBepcalbHe MpPOLEecOpHe

SApPO JOTOBHEHE 3MiHHUMH amapaTHUMH MOIYJIAMH) Ta

opienTanil apxitektypu CK3T1]] Ha HeftporiomiOHi anroput-

MU WK pyBaHH/ nemwndpyBaHH Ta KOy BaHHA/IE€KO Ty BaH-

HS JaHUX;

® MOJIYJIBHOCTI, fiKa nepeadavyae peaizallito 3MiHHUX anapar-
HHX 3ac00iB y BUIVIANI (DyHKI[IOHAIBHO 3aBEpIIEHHX IpHUC-
TPOTB 3 BUXOAOM Ha CTaHIapTHUIi iHTepdeiic;

® BiIKPHUTOCTI, IpU IKOMY 3a0e3Ieuy€eThbCs MOXKITUBICTD Hapo-
1IlyBaHH$ Ta BAOCKOHAJICHHs MPOrpaMHOro 3abe3neyeHHs;

® crieuianizauii Ta aganrauii 3MiHHUX anapaTHUX 3aco0iB 110

CTPYKTYpH aIrOpPUTMIB M pyBaHHs/ qemn(pyBaHHS Ta KO-

JlyBaHH/IEKOTyBaHHS IaHUX.

Mooenv nonepeonix nanautmysans 01 HeUPONOOiOHO20
wugppysanns danux. MoOinbHa cuctema KpunrorpadivyHo-
ro 3axucTty i nepenaui ganux (CK3I11) BukopucToBye Heil-
ponozioHe mrdppyBaHHsS 3 CAMETPUUHUMHE KITIOYaMU, Y SKil
KJItoU n(pyBaHHI Ta KIIIOY Jer(pyBaHHs € OJHAKOBHU-
MU a00 K04 IeInu(pyBaHHs Jerko 00YHCIIOITh 3 KJto4ya
wu¢pysanss. LudpyBanHs BinOyBaeTbcsi HaJ BiAKPUTUM
TEKCTOM 3 BUKOPUCTAHHIM KJIIOYa, IKWH BU3HAYAIOTH 3a/a-
HOIO KiJIbKICTIO HEWpOmoAiOHMX eJeMeHTIB N, MaTpuLero
BaroByx koediuieHTiB W, i onepauisiMu MacKyBaHHS.

BukonanHs HeifpononibHoro kpunrorpagiyHoro mmd-
pyBaHHs mependauyae 3AiMCHEHHS MOMEpeNHIX HamalTy-
BaHb. Taki HaaITyBaHHS 3BOAATHLCS 10 BUOOPY CTPYKTYpH
HeliporoaiOHOT Mepexi, O0YNCIICHHS MaTPHILi BarOBUX KO-
eQilieHTiB i TabMMII MaKpOYaCTKOBUX JOOYTKiB. Y3aranib-
HEeHa aHaJliTHYHa MOJENb TMOMEPeHiX HalallTyBaHb Mae
TaKUil BUTIAL:

Py = fg\,, (fW (f(X—wm) ) (1)

nme: P, — MaKkpoyacTKoBui 100YTOK; f, — 0OGUMCIEHHS

TabNMLi MaKpoOYacTKOBHX AOOYTKIB P, ; fr— OOUYMCIEHHS

MaTpUIli BaroBWX KoedilieHTiB; f, . — (opMyBaHHs

CTPYKTYpH HelipornonioHoT Meperki, mapameTpH SKOi BU3HA-
YaloTh Yepe3 PO3PAIHICTb 7 TMOBiIOMIIEHHS X Ta po3psi-
HICTh BXO[IIB HelipoeneMeHTa .

13 hopmynu (1) BUAHO, IO MOAENb MONEPEHIX HaNlALl-
TyBaHb peali3yloThb Ha 0a3i TPbOX KOMIIOHEHT: Meplua—
(opmyBaua CTpyKTypH HeifponomioHOi Mepexi; npyra—
O0YWCIICHHS MAaTpHIli BaroBUX KoediIieHTiB; TpeTs — 00-
YyCIIeHHs TabNnIi MaKpOYacTKOBUX JOOYTKIB.

[leputa komnonenma 3ade3neuye HopMyBaHHSA CTPYKTY-
pu HeiipononiOHOT Mepexi Muis wmdpyBaHHs/ nemundpyBan-
HS qaHuX. CTpyKTypy HelpomnomiOHOT Mepexi BU3HAYal0Th
KiJTbKICTIO HEHpPOTOAIOHNX €JeMEHTIB, SKi 00YHMCIIOITh 3a
(hopmyoro:

N=m/n, (®)]
ne N — KinbKicTh HelipoeneMmeHTiB. JJisi cUCTEeMU KOMaH[
yIOpaBIliHHA, PO3PSIOHICTh K0T m=16, KibKiCTh Heiiporo-
nioHUX eneMeHTiB N Moxe OyTtu 16, 8, 4 i 2 i3 po3psaHicTIO
BXOJiB 7 BigmoBigHo 1,2,4, 61 8.

Jlpyea komnonenma 3abe3niedye OOYMCIICHHS MAaTPUI
BaroBux koediuieHTiB a1 HeifpornonioHoi mepexi. s 11
00YNCIICHHS! BUKOPUCTAEMO METO/ CHHTYJISIPHOTO PO3KIIaLy
matpuui SVD (anra. Singular Value Decomposition). SVD
CXOXHuit Ha MeToja ToyioBHUX KommnoHeHT (MI'K), ane €
OibLI 3arajbHUM i 3aMUCYETHCS TaK:

A=UDV", 3)
ne: A — MaTpuus BXigHUX AaHux Nxn; U — niBa CUHTYJIsIpHA
MaTpuusg NXN, CTOBMLI KO MICTATh BJIACHI BEKTOPH Mat-
puri AAT; D — niaronaneHa Matpuinsd NXn, MO MICTHTh
CUHTYJISIpHI (BNacHi) 3HAYeHHsS, J — mpaBa CHHTYJSpHA
MaTpHLS #XK, CTOBIILI AKOT MICTATh BIIACHI BEKTOPH MaTpH-
i 4"A.

Po3paxyHok BIacHUX 3HaueHb Ta BJIAaCHUX BEKTOPiB BH-
KOHYIOTb 32 METOJIOM 00epTaHHs Sko0i, mpu sikoMy o04wc-
JIEHHs BIACHUX 3HAa4€Hb Ta BIACHUX BEKTOPIB CUMETPUYHOT
MaTpuLi 3AiMCHIOTH iTepauilino. Takuii mpouec oOumc-
JIEHHS BJIACHUX BEKTODiB BiOMUIi sk miaroHanizauis. CyThb
Metoay SIko0i 3BOAMTHCS 10 TOTO MO0, AJISt 3aJaH0T MaTpH-
ui S = 5 noGynyBaTy moc1iIOBHICTH OPTOrOHANBEHUX MO-
MiOHUX MaTpUIlh S §@ S gxi cxomsThes 1m0 miaro-
HaJIbHOI MaTPUIli, HA TiarOHAIAX SIKO1 3HAXOMATHCS BIIACHI
3HAYeHHS MaTpuLi S.

Jnst pospaxynky marpuui U 3a meronom SkoOi mepe-
JMaeThes pesy bTat 106yTKy AA', a 11s 3HAXOKEHHS MaT-
pui ¥ — pesynsrar n06yTKy A'A. TIpy 3HAXOMKEHHI MaT-
puli D noctaTHBO B3SITM BIAacHi 3HAYeHHs, sKi Oynu
3HaleH] npu po3paxyHKy marpuui U uu marpuui V i po3-
MicTuTU iX Ha rosoBHiil miaroHani. Ilicis 3HaXomKeHHA
matpuub U, V' ta D BinOyBaeTbcsi po3paxyHOK BaroBux Ko-
e(illieHTiB 3a TaKOK (HOPMYJIOFO:

AW =UD , “)
ne: A— BXimHa MaTpuus po3MipHicTi0O Nxn; W — marpuus
BaroBux KoeQilieHTiB po3MipHicTio nXn; Matpuui U ta D
OepyTbes 3 pe3yibraty podotu SVD. Ob6uncineHHs MaTpuili
BaroBUX Koe(illieHTiB /¥ BUKOHYIOTH 33 TaKOIO (DOPMYJIOHO:

W=4"UD, ®)
Jie MaTpuLs A cTaHOBHTS:
A =vD'U". 6)

MMigcrasuBom (6) y (5) otpumaemo dopmyny mnst o6-
YHCIIEHHS BarOBUX KOe(illieHTIB, fKa 3aMnIIeThes TakK:
W =vD'U'UD . @)
Po3mipHicTe Tabnmump BaroBux Koe(ilieHTIB BU3HAYa-
IOTh KiJIBKICTIO HeHpOMOmiOHWX eJeMEeHTiB, Ha IiJCcTaBi
AKUX CMHTE30BaHa HelipononioHa mepesxka. Tak, mist mmd-
pyBaHHs/nemnppyBaHHs KOMaH[ yNpaBJliHHA BUKOPHCTO-
BYIOTb HeWpomoniOHi Mepexi 3 KiJbKicTh HeipornomnioHmx
enemeHTiB 16, 8, 4, i 2. Po3amipHicTh MaTpHIb BaroBUX KO-
eQillieHTiB 118 Takux HEMpPONoAiOHUX Mepex BilMoBiTHO
CTaHOBUTH 16%16, 8x8, 4x4, 2x2,
Tpemsa komnonenma 3abe3nevye oOUYUCIEHHA TaOIMULb
MaKpouyacTKOBUX NOOYTKiB. OOYMCIIEHHs TaOJUIb MaKpo-
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YacTKOBHUX NOOYTKIB /i BaroBUX Koe(illieHTIB 3 TuiaBa-
FOUOK KOMOK ¥, =w 2™ (ze w;— MaHTuCa JV; BAroBoro

xoediuienra, E, — nopsanok W; Barosoro xoedilieHTa) me-
J

pendadae BUKOHAHHS TaKWX OTepartiii:

® BH3HAYEHHS HAMOLIBIIOrO CMINBHOTO TIOPSAKY BaroBUX KO-
edinienTiB E,,, ;
® O0OuMCJICHHs Pi3HHULI MOPAAKIB s KOKHOro W, BaroBoro
koediuienra 4E, =E, —FE

J

Wmax w; >

® 3CyHEHHs BIPABO MAHTHCHU W; Ha PI3HULIO MOPAAKIB AE,, ;
;

® BU3HAYEHHS MaKCUMAIBHOT KiTBKOCTi PO3pSNiB MepernoB-
HEHHS ¢ JUTs MaKpOYacTKOBUX OOYTKIB Pyy;
® OTpPUMaHHS MaclUTa0OBaHMX MaHTHUC wj? LIIAXOM IX 3CYyBY

BIPaBO Ha ¢ PO3PAIiB MEPENOBHEHHS OOUYMCIIEHHX MAaKpO-
YACTKOBUX NOOYTKIB Py,
® NonaBaHHA OO HAMOLNBIIOrO CHUIBHOTO TOPAAKY K,

‘maxc

KUILKOCTI pO3psiB NepenoBHeHHs £,

‘max

=Ey T4 -

Tabnuiro MakpoyacTKOBUX AOOYTKIB OOYHMCIIOIOTH 3a
TaKor (GOpMyIok:

0, fKIO X, =Xy, =Xy, =..=X,,=0;

wi, akmo x, =1, x,=x,=..=x,=0;

wi, skmo x,=0,x,=1Lx,=..=x,=0;
P,=w+w!, skmo x,=1lx,=lx,=..=x,=0, (8)

Wi+ Wl eekmo x, = 0,x, =X, =..=x, =1;

W wl AW ko x, = x,, =X, == x,, =1,

h

IE: X)Xy, Xy5..., Xy, — QAPECHI BXOIM TAONMULI; W, — MaHTH-

ca W, parosoro koedillieHTa NpuBeJeHa 10 HailOinbIWIOro
CHJILHOTO TIOPSIZIKY .

KinpkicTh TabnMIb MaKpOYaCTKOBUX HOOYTKIB I IIU-
(pyBanHs/memwndpyBaHHs KOMaHI JOPIBHIOE KUTBKOCTI
HelipononiOHMUX eneMeHTiB y Mepexi. O0csr nam'sTi, Heo0-
XimHOT 1151 30epiraHHs TabJIUIi MakpouacTKOBUX HOOYTKiB,
CTQHOBHTb:

0=2", ©))
nie k — KiTbKiCTh BXOIB HEHpOIMOAiOHOTO eneMeHTa.

Jnst HeiipononioOHMX Mepex 3 16, 8, 4 i 2 Heiiponoxi6-
HMMMU eJleMeHTaMH KiJbKiCTh Tabnuup Ta IX obcaru Biano-
BiZHO CTaHOBIATH: 16 Tabm. oGcsrom O=2'°; 8 Tabn. obcs-
rom O=2%; 4 Ta6n. o6csarom O=2"; 2 Tab. obesarom O=2°.

V3acanvnena modenv HeuponodioHozo wugpysans Ko-
MaHO YRPAGNiHHA 3 GUKOPUCMAHHAM MAOIUYHO-AN2OpUm-
Miuno20 memody. JIns HelpornonioHoro mudpyBaHHsA KO-
MaHA YNpaBliHHA 3 BUKOPUCTAHHAM TaOIUYHO-aNropuT-
MIYHOro MeToAy po3pobieHa y3arajlbHeHa aHaliTUYHA MO-
JIeNb, SKa MAa€ TaKWU BUTIISIA:

__________ (10)

Ie: y, — 3amu(ppoBaHa j-Ta 4aCTHHA KOMaHIU YIPaBJliHHS;
Sy =R" — NR" TEPETBOPEHHS /7 PO3PATHOTO TIOBITOM-
JNieHHst Ha N 4acTUH PO3PSIHICTIO n; f, ~  — BUKOHAHHS
N mincymoByBaHb MakpoYaCTKOBMX HNOOYTKiB P, Bimmo-
BiTHO 10 QopMymH Vi =2 Vigoy Y Pgis B& y,0=03
Sing, .. nyyy — NApAIENbHE 3YUTYBAHHS 3 TabIHLb, OOUHCIE-
HUX 3a ¢opmyrnoro (8), N MakpoyacTKOBHX JOOYTKiB
P, P, y = (hopMyBaHHS PO3PSITHOTO 3pi3y A

Mz MmN 0 S (e

N yacTtuH HOBiZ[OMJ'[eHHﬂ, SIKUA € aapeCcoM Jid 3UUTyBaHHSA

MaKpO4acTKOBHX HOOYTKIB Py ,...., Py 3 TAOMULb; fi\_,, —

MOCJIiIOBHA MepeJaya YacTUHAMU 3alM(pOBaHOro MOBi-
JOMJIEHHS.

CrpykTypy Mozeni HeiliporogioHoro mmpyBaHHS KO-
MaHI YNpaBliHHA 3 BHKOPHUCTAHHAM TabIMYHO-aNrOpHT-
MI4HOTO MeTomy, sika peainizye Bupa3 (10), momaHo Ha
puc. 1. OCHOBHUMHM KOMIOHEHTaMH JaHOi MOJeJi €: mepeT-
BOPIOBAY 71 PO3PSTHOrO MOBiZOMIIEHHS Ha N 4acTUH po3-
PAOHICTIO 1, GOpMYBau aApecH 3YUTYBaHHs 3 TabauLb, N
Ta0IWIF MAaKPOYACTKOBMX HOOYTKiB, N cymaropiB i Komy-
TATOp MUIS TOCIIJOBHOI mMepeaadi yacThHaMu 3ammngpoBa-
HOTO TIOBimOMIIeHHs. 3 aHaji3y Mopeni HeipornoaioHoro
mupyBaHHs KOMaH[ yIpaBlliHHA BUAHO, IO 30iIbLICHHS
KiJIbKOCTI HeMponoaiOHUX eleMEeHTIB Bexe A0 30inbLIeHHs
KiJIbKOCTi 4acTWH 3amn()pOBaHOTO TIOBiIOMIIEHHS.

" N s
X
x| al% | #
be” &
x;\' =

N NS

Puc. 1. Monens HeliponoaiOHOro mugpyBaHHs JaHUX 3 BUKOPHC-
TaHHAM TaOJIMYHO-aIrOpUTMiYHOTO MeToxy / A model of neuro-
like data encryption using a table-algorithmic method

Ingpopmayiiini moodeni gionazoddcenns 1 mecmysanHs
mobineroi CK3I1/[. Mob6insha CK3I1]] anapatHo BimoOpa-
Kae CTPYKTypYy ajlroputMmiB HelipornomiOHoro mugpyBaH-
Hs1/nemn@pyBaHHs, KOXyBaHHSA/ICKOIYBaHHS NaHUX 3 BU-
KOpHUCTaHHAM OapkepomnofiOHuX KomiB. JIs BimmaromkeH-
HS Ta aHamizy (yHkuioHyBaHHs MoOinbHOI CK3IIJ] pos-
pobneHo nBi iHpopMmawiiiHi Moneni:

® [iepuia — BiAjlaro[KeHHs i TecTyBaHHS OJIOKIB mMQpyBaH-
Hs, MACKyBaHH: Ta KOAYBaHHA JaHUX;

® npyra— BiJUTaroJUKEHHS ¥ TeCTyBaHHS OJNOKIB JeKOIyBaHHS,
JIeMacKyBaHHs Ta Aemn(pyBaHHs JaHUX.

Indopmauiitna Moznenb BigmaromkeHHs I TeCTyBaHHI
610KiB M pyBaHHs, MAaCKyBaHHS Ta KOJYBaHHS JaHUX Ha-
BezieHa Ha puc. 2, n1e HIIM — nelipononiona mepexa, BK —
BaroBi koediuientn, PTII — poGororexHiuHa miardopma,
BIIK — 6apkepomnoniOHi Koaw.

OCHOBHMMH €TanaMu 3acTOCyBaHHS Mozeji Bimjaro-
JUKEHHS i TecTyBaHHS OJIOKIB mM(ppyBaHHS, MacKyBaHHS
Ta KOAYBaHHS JIaHUX €:

® BHOIp apXiTeKTypH HelipornomiOHOT Mepexi;

® 337aBaHHs KOMaHau ynpasiiHHs PTII;

® O0YMCIIEHHS 3 BUKOPUCTAHHAM iMiTaliiiHOT MoJesi BaroBux
koediuienTiB m1a pisHUX apxitextyp HIIM Ta 3ammc ix y
Mam'sTh;

e wpyBaHHa koMaHIM ynpaediHHA PTII 3 BUKOPHCTaHHAM
eMyJIATOpa Ta Po3pobieHoro OJNOKY i 3amuc pe3ysbTaTiB
wrpyBaHHs Yy BilMOBiAHI OJIOKK Mam'sTi;

® [IOPIiBHAHHA pe3yJIbTATiB HelporoaiOHoro wuMgpyBaHHs, OT-
PUMAHOT0 3a IOTIOMOTOK) EMYJISITOPa Ta PO3POOIICHOTO OJI0Ka;

® (opmyBaHHS BUCHOBKY Ha MiJCTaBi MOPIBHSAHHS pe3yJjibTa-

TiB W pyBaHHS;

® MacKyBaHHs KoMaHau ympaeiiHHi PTII 3 BUKOpUCTaHHSIM
KOIIiB 3 OJIOKY mam'siTi;
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® CUHTe3 3 BUKOpPHCTaHHAM imitauiiiHoi moneni BITK piznHol
JOBKMHY, BUY Ta 3amKC iX OJIOK mam'sTi;

® KOAyBaHHs pe3yJbTaTiB HelipornoAioHoro mudpyBaHHs 3a
Jonomoroto BITK, 3untanoro 3 610Ky nmam'saTi Ta 3amuc ix y
OJIOK mam'sITi;

® [OpiBHAHHA pe3yJIbTaTiB HEeWponomiOHOro mudpyBaHHS
MiCNI MacKyBaHHS Ta KOXYyBAaHHS, OTPUMAHHX 3a JOMOMO-
TOI0 eMYJIATOPa Ta PO3pOOIIEHOTo OJI0Ka;

® (opMyBaHHS BHCHOBKY Ha MiICTaBi MOPIBHIHHSA pe3yJIbTa-
TiB MACKYBaHHS Ta KOy BaHHS.

A 4

Apxitekrypu HIIM

Cucrema KoMaHj1
ynpasnitas PTIT

]
¢
A4 y Y v ¥ Y v v
Imitauiiina Mozens Emyanstop 6moka Biok mmgpyBaHHs
o6uncnenns BK WH(PYBaHHA KOMAH] KOMaHJ1 yNpaBiHHs
7 YTpaBIHHS
= ® bnok nam’ari BK Briok nam’aTi —
) Bnok nam’sari
‘2 5 €TaJIOHHHX .
8 8 ; pe3ylbTaTiB
g & pe3ylbTaTiB
E g umpyBaHHs wnpysanns
Z‘; —»| biok mam’sTi Koais —] Y
g & MAacKyBaHHA
=
Biok nopiBHAHHA
> pe3ynbTaTiB
I PO L
| IMiTauifina mozens mwHdpyBaHHsA
cunresy bITK
< ]
v \ AR A 4 v
ENVIATOD bnok MackyBaHHA Ta
> bnok nam’sti BITK [~ MACKYBaHHS Ta Y
KOIyBaHHA
KOJLyBaHHA

Briok nopisHsHHA
pe3yibTaTiB
MAcKyBaHHS Ta
KOJlyBaHHs
|

) 4

*

Y

Puc. 2. Inopmartiiina Mozmens Biqmaro/mkeHHs i TecTyBaHHs OJ0KiB mH(pyBaHHs, MacKyBaHHs Ta KOxyBaHHs faHux / Information model
for debugging and testing encryption, masking and data encoding blocks

JInst minBUILEHHS! KPUNTOCTIMKOCTI MPOMOHYEMO THHA-
Mi4HO 3MiHIOBaTH TUMH apxiTektypu HIIM (3nauenus BK),
3HavyeHHs macku ta BIIK. Indopmauiiina moxensb Binmaro-
JUKEHHs 1 TecTyBaHHS OJIOKIB IEKOyBaHHs, 1eMacKyBaHHS
Ta aemn(pyBaHHs TaHUX HaBeAeHa Ha puc. 3.

OCHOBHMMH €TaramMy 3aCTOCYyBaHHS MOJIENi TECTYBaHHS,
BiJUTaroykeHHs OJIOKiB WN(pPyBaHHS, MAaCKyBaHHS Ta KOIy-
BAHHS JaHUX €:

® (opmyBaHHS Ta 3anmuc KOAIB AEMAacKyBaHHsA B OJIOK mam'sTi
AHAJIOTIYHO KOJaM MAacCKyBaHHS;

e cunre3 i 3anuc BITK s nekoayBaHHS KOMaH[ YIpaBJliHHS
B O11ok mam'siti aHanoriuao BITK ms Tx koxyBaHHS;

® JIeKOIyBaHHS Ta NEMacKyBaHHsS KOMaHIM YIPaBIiHHA 3 BH-
KOPUCTAaHHSM eMyJIATOpa Ta po3poOiIeHoro ONOKy i 3ammc
pe3yJIbTaTiB y BiANOBiAHI OJIOKK MaM'sTi;

® NOpIiBHSHHS Pe3yJIbTaTiB AEKOyBaHHS Ta AeMacKyBaHHS KO-
MaHI¥ YOPaBJiHHSA, OTPUMAHHUX 3a JOMOMOTOI eMyJIIToOpa
Ta po3po0sieHoro 6J10Ka;

® (opmyBaHHS BUCHOBKY Ha TMiJCTaBi MOPIBHAHHS pe3yJjibTa-
TiB JEKOly BaHHS Ta IEMACKyBaHHs KOMaH/IH yTpaBIliHH;

e nemdpyBaHHs komanau ynpaeninHgs PTII Ta 3anmc pe-
3yJIBTATiB, OTPUMAHMX 3a IOMOMOTOI0 eMYJSTOpa Ta po3-
pobneHoro 6Jioka y BiIMOBiNHI OJOKK mam'sTi;

® TIOpiBHSHHS pe3yJIbTaTiB AelnppyBaHHS KOMaHIN ympas-
JIiHHS, OTPUMAaHHUX 3a JIOTOMOTOK eMyJISTopa Ta po3podie-
HOro OJI0Ka;

® 004nCIIeHHs 3a JOMOMOTOK IMITALifHOT MOZIeN Ta 3aric y
6ok mam'siti BK s netumdpysanns komana ynpasninds PTIT;
® (opMyBaHHs BHCHOBKY Ha MiICTaBi MOPIBHSIHHS pe3yJIbTa-

TiB newdpyBaHHs komaHau ynpasiiHasa PTIT.

V Moperni TeCcTyBaHHS, BiUIaroMKeHHS OJIOKIB JEKOIy-
BaHH, IEMAacKyBaHHs Ta AeIn(pyBaHHA JaHUX 3MiHA TH-
ny apxirexktypu HIIM (3Hauennst BK nns nemwmdpyBanns),
3HaueHHs1 Macku Ta bIIK BinOyBatoTscst nunamiuHo. Yacto-
Ta 3MiHM THMy apxitektypu HIIM, 3HaueHHS MacKku Ta
BITK 31ificHIOIOTh IUISIXOM IMPOTPaMHOTO HAJIAIITYBaHHS.
Peanizanito 3miHu Tumy apxitektypu HIIM 3ailicHIOIOTH
msixoM 3untyBanHsS BK 3 6moky mam'sTti. AHanorivHo pe-
anmizyroTh 3MiHy 3HaueHHs Macku Ta BITK.

JIns anpecamnii 6mokie mam'sti BK, macku ta BIIK y
6nokax muQpyBaHHs, MacKyBaHHS Ta KOLYBaHHS NaHUX i
ON0Kax JeKOLyBaHHS, AEMAacKyBaHHA Ta AemN(pyBaHHS
JAHWX BHUKOPHUCTOBYIOTH JIUYMJIBHUKN ajapecu. Y Oyokax
mudpyBaHHA Ta AeN(PYyBaHHA TaHUX JIYMIBHUKK aape-
CH TIOBWHHI OyTH CHHXPOHI30BaHi Ta 3MiHIOBaTH CBili cTaH
3 OJIHAKOBOIO YacTOTOO.

AHaNOriyHO MpALIOIOTh JIIUMIBHUKY ajapec y OJokax
MacKyBaHHA Ta KOAYBaHHA JAHMX 1 OJIOKaX AeMacKyBaHHs
Ta AEKOAyBaHHS AaHWX. YacToTa 3MiHM CTaHy JIYMIBHUKIB
anpecu g 6sokiB mam'sti macku, BK i BIIK e pizHOt0, M0
3a0e3nevye MiIBUIIEHHS KPUITOCTIKOCTI.
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Puc. 3. [npopmariiiina MozeIb BiJuiaro/keHHsI i TecTyBaHHS ONIOKIB IeKO {yBaHHs, IeMacKyBaHHsI Ta aemndpysanns nanux / Information
model for debugging and testing blocks of decoding, unmasking and decryption of data

3acobu obuucnenns 6azosux KoeQiyicHmie i emanoHHUx
pesynomamig. IMiTaliitHy Moaess 00UHNCICHHS BarOBUX KO-
eilieHTiB, MaKpO4acTKOBUX NOOYTKIB i €TaJOHHUX pe-
3yJIbTATIB po3po0JieHO 3 BUKOpUCTaHHIM MoBH C# i cepe-
nmoeuma Visual Studio 2022. [IpakTU9HOO LIHHICTIO € Te,
o po3pobieHa imiTauiliHa Monesb 3a0e3revye ILBHIKE
obuncneHHst koe(ilieHTiB 115 3a1aHOT apXiTeKTypH Helpo-
noAioHOT Mepexi. 'Hy4kwii KopuCTyBaubkuil iHTEpdeiic
HaJgae 3MOry MOpPIBHATU pPOOOTY NOKPALIEHOro MEeTOLY
SVD nns 3HaxomkeHHa KoedilieHTIB i3 MeTogoM mugpy-
BaHHA 3 CUMETPUYHUMM KJIto4aMu. JIo OCHOBHUX MiAroToB-
YHUX eTamiB nepen mudpyBaHHIM, AeMN(pPYBaHHIM AaHIX
Ha TiAcTaBi po3pobieHoi imiTamiiiHoi Moneni HamexaTb:
BUOip apxiTekTypu HelipornonioHoi Mepexi mudpyBaH-
Hsi/memnpyBaHHs NaHNX; HaBYaHHA HEWPOHHOI Mepexi,
AK€ MiCTUTbh OOUMCIIEHHS BaroBUX KoedillieHTiB A1 Mepex
mu¢pyBaHHs/nemndpyBaHHs NaHUX; TECTYBaHHSA Helpo-
noAiOHUX Mepex WnppyBaHH/ qemdpyBaHH TaHUX.

Jlns HaB4YaHHS iMiTauUiiiHOT Mozeni NiHiliHOrO Heiipono-
nioHoro mmdpyBaHHsS gaHumx Oyjo oOpaHO BXimgHE TOBi-
JIOMJICHHS i3 PO3PAOHICTIO 16 Ta PO3pAOHICTIO BXOmy 2.
Omnmparovrch Ha Ii JaHi, BXilHA MaTpHIs OyIe MaTH pPo3-
MipHicTh 8%2. BXimHe TOBiZOMIJICHHS 3ala€ KOPHUCTYBad.
Bracitok m1p0ro po3paxoBylOTh MAaTPHIIO BaroBux koedi-
Hi€eHTiB po3MipHicTIO 8§%8. V moganemomy s Marpuis Oy-

Jie BUKOPHCTaHa NpH mugpyBaHHi Ta nemndpyBaHHi BXia-
HOTO TTOBiIOMJIEHHS.

BXigHuMu maHUMH A7 TIPOTPAMH € 1 — PO3PSAMAHICTH
MOBIZOMJICHHS, 71 — PO3PAOHICTb BXOIB Ta HABYAJIbHA MaT-
puus (puc. 4).

Control Pansl
Input Data
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18 [ b 0
BR size of inputs g 1
12
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= Weight T
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Puc. 4. Bikxo ¢opmyBaHHS BXiTHUX JaHUX JUIS iMiTaniifHOT Mozemni
/ The input data generation window for the simulation model

JIns HaB4aHHA HelponomiOHOT Mepexi BUKOPUCTOBY-
I0Tb MaTPULIO BXiTHUX mAaHuX X[N, n_IN], sy ¢opmyroTb
LIAXOM IeHepyBaHHS NCEeBIOBUNAIKOBUX YKCeN p y Hiana-
30Hi [0, max X=2~"V -1]. [epwi necsiTh HABUAIOUMX BEKTO-
piB 3i 3reHepoBanux N=50 mnst X Start=97 HaBeneHO HMX-
ye:

Size of training vectors n=16;
Number of training vectors N=50;
Size of neural networks inputs K_IN=2;
Number of neural networks inputs n_IN=8§;
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Number recalculations of K;, M coefficients
30220301
23310330
23123012
21012102

N K M=4.

23110100
10112333

[Ticnsa BBeneHHA TaHUX MPOTpamMa po3paxoBy€e KUTBKICTh
HelipoeneMmeHTIB Ta BxomiB. [arni 3Haxomsats matpuni U, V
Ta D 3a pomomororo anroputmy SVD, skuii cripaiboBye
MpHU HAaTUCKaHHI KHOMKUA SVD. JIng 3HaXOIKeHHS MaTpHL
U na Bxix SVD monaeTscs pe3ynbraT 106yTKy AA4', ne A —
HaByallbHa MaTpulld, a Uil 3HaXOMKEHHs V — pe3yabTaT
106yTKy A'A. Marpuus D CKIafaeThes i3 BJACHMX 3Ha-
YeHb, PO3MIIMIIEHUX Ha TOJIOBHIH miaroHaii. Po3paxyHok Ba-
TOBUX Koe]ilieHTiB BinOyBa€eThCsl MPHU HATHUCKAHHI KHOMKH
Weights, a pe3ynbTaT MpOJeMOHCTPOBAHO Ha PHC. 5.

Po3paxoBani MaTpuLli MOXHa 3acTocyBaTH AjId Hajall-
TyBaHHA HelipornoniOHOT Mepexi mudpyBaHHS BXiIXHOTO
MOBIZIOMJIEHHS, IKE KOPHCTYBad MOXKE BBECTH y CIeIiaIbHe
TekcToBe mone Message. Jlaii, mepefIoBIIN Ha BKIIAIKy
Encryption 1 HaTUCHYBIIW Ha KHOMKY Encrypt, KOpUCTyBa-
4y BinoOpasuThCs 3ammngppoBaHe MOBITOMIIEHHS 32 (opMy-
noro (puc. 6).

Jnst pobotu mporpamMu NOTPiOHO 3amaTé apXiTeKTypy
HelponoaioHOT Mepexi: PO3psAIHICTh HABYAIOUNX BEKTOPIB;
PO3pSIIHICTh BXiHUX HEUPOHIB HelpomoniOHoi Mepexi;
KiJIbKiCTh HEMpOHIB BXigHOTO IIapy HelporoniobHoi Mepe-
*ki; BaroBi koegiuienTn Mepexi. daii, mob aemmppysatu
3ammpoBaHi naHi, Tpeba nepeidTu Ha BKIaaky Decryption
i HAaTUCHYTH Ha KHOTKY Decrypt, a pe3ynbTaT Aemudpy-
BaHHS [MOKA3aHO Ha puc. 7.

KopuctyBaupkuii iHTepdeiic imitamiiiHoi Momemi ams
HeliporioniOHOTO mmMdpyBaHHS/Aemm(pyBaHHS AaHUX TI0-
Ka3aHo Ha puc. 8.

Improved SVD approach Noniinear approach

Weights Weights  Coeff

v [EER s [ozn [om o oss  [asu3 |0z ' |
D473 02017 |05925 |o4sez (0278 |01 |05 omz Y E;:&;- [uassers [o7menss [10serss |196zzas (0179269 1002517
nasss [ads, 055 100N |92k |0SEr _nsaea_ el Izmm 036081 '_:1m5 | 1184398 0564362 | 143843 [0.714806 | 0531508 |
{04113 0069 |03 [D075 |06S3 D08 |0au7 |05 [0zss1g [-1.463657 | 0184373 |1 adge7a 1596743 |umsa 1442264 |0 113161
s i O L BN B s A e o423 Joasm 0276743 | 2320846 | 0095528 |usssal 1277615 (0228883 |0.881434 | 0512765
(03301 04313 (02917 (036 [0438 | 0478 |nmoex 022 Iaamz | 0404749 < I |
03508 | D055 |0S5687 :n.ssaa 'omz 'mw 0283 LU 1
03135 oMz |0%7 |02y 04 0342|0014 |

Puc. 5. Bikno 3 marpunero Barosux koedinieHtiB / A window with a matrix of weighting coefficients

Encrypton  Decryption

718M3 28709 |-4097153 | 099446 .

Puc. 6. Bixno imiTaniiinoi Mmozeni HeliporionioHoro mmdpysanss BXigHoro nosinomienns / Window of the simulation model of neuro-like

encryption of the incoming message

Encryption  Decnyplion

Encryption  Decryption
Input
|

1.290439/3,059601 -7,18343|-3 673094 097153.0.99445.. 11,0171 252765

Puc. 7. Bikno imiTaniiinoi Mmozeni HeliporionioHoro nemudgpysanns nosizomiends / Window of the simulation model of the neuro-like de-

coding of the message

3 BHUKOPHCTaHHAM PO3POOJCHUX TMPOTPaAMHHUX 3ac00iB
imiTaniitHol Moneni o64ncieHo BaroBi KoedilieHTH, SKi BH-
KOPUCTOBYIOTh Uil MMH(pyBaHHA/AemnppyBaHHsS NaHUX
IUISL TPHOX HEHPOMONIOHMX apXiTeKTyp 3 mapameTpamu:

m=2, k=8, N=8;

m=4, k=4, N=4,

m=8, k=2, N=2,
ne: N— KinbKicTIO HeHpOmoniOHMX eJeMeHTIB, k — Kijb-
KiCTh BXOIB HEMponomioOHOro ejxemeHTa; m — PO3POHICTD
BXO[IiB HEWPOTIOMIOHNX EIIEMEHTIB.
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3a IOMOMOror po3poOJICHOT0 MPOrpaMHOro 3abesre-
YeHHs iMiTaliliHOi Mozesi 00YKMCIEHO MaTPHIIO BaroBHX

Control Panel
Input Data.
Emdn—m

Leaming matrtx  Decimal matre
Get inkt mat -

» o k|

e

T

=rel=lslelw]

ES'l'_ T=nim[e =

NEEEEELE
oiu'-u'n;'—- wla|

u|u‘,~'—;m =1
STelalslE s

Improved SVD approach

y m-anss

o407 02017
0see | 0453
04113 nnm
[o205 |osos
T

02813 |
i
Toms |03
bt
[omes o
[oass |

[0z |o3m
[osa [oasez
[onsss [oosss
Tozn | mm
01445 mzsz
loz7 | o308

0308 |00 (05687 |0sS3 |0022 [osed | 02881 |0
«  0mss 0as om0y 0B | Toome |

Encryption  Decryption

[awusr o
|D.4239
|n.ose3

Input
Encrypt
_

koediuieHTiB ans HelipomoniOHOT Mepexi 3 BicbMOMa
HeliponofiOHUMU eneMeHTaMu (Tabu. 1).

Noriinear approach
Weights  Coefficients

1002517
[0.38168
[osa1s0s
CRIEL
| 0512765

» 0058508
[10sse8 |070a22
| 2305023 [0 38091
| o261 |1 463657
0276723 |-2.320645
324732 | 0404745
9583871 |0sasese

»  |Das1a4s |-1930668

1%.0179269
120?55? 1.006656
i-143843 Iamsos

[o4sse7s 0710034 [10&4155
|-1535637 |1 15928 | 1237183 |
1063025 1184398 0564552 |
[ 018437 | 1448973 | 1,596749 |0.178862 |-1.44226¢
0085928 |1.388631 | 1277615 |0228883 |umas4
| 023057 (0712965 | 008438 |1.129257 [0.155222 [0.779973
T2si0398 [074s18 (1108378 [0537228 (0476756 | 0138122
[0.737066 |-1 694801 | 1501338 | 216608 079243 |0 402758

Encryption  Decryption
Inpu

Encrypt
Resut

Puc. 8. Kopucrysatbkuii intepdeiic imitaniiinoi moaeni nelipononioHoro mmdpysanss/nenmdpysanns ganux / User interface of a simula-

tion model of neural-like encryption/decryption of data

Ta6n. 1. Matpuis BaroBux KoeQilieHTiB 1uisl HelipornoJibHOT Mepeski 3 BicbMoMa HeHpoIoAiOHUMHU elleMeHTaMu /
Matrix of weight coefficients for a neural network with eight neural elements

0,2365 -0,0436 -0,0413 0,0702 0,2453 -0.097 -0,8856 0,2861
0,1322 -0,4923 -0,0464 -0,1332 -0,8273 -0,0889 -0,1668 0,0035
0,1567 0,3824 0,2335 0,8059 -0,3371 -0,0931 0,0096 0,0525
0,2542 0,4588 0,6344 -0,5124 -0,1834 0,1373 -0,0836 0,0219
0,2234 -0,0371 0,0224 0,0668 0,0859 -0,0083 -0,2139 -0,9438
0,5489 -0,2009 0,1376 -0,0496 0,2193 -0,6944 0,3128 0,0929
0,3888 0,5098 -0,7202 -0,1861 -0,1812 -0,0012 0,0523 0,0134
0,5787 -0,3118 0,0313 0,1544 0,1409 0,688 0,1848 0,1253

Jani mocninoBHO Oyyno 0OYMCIEHO MAaTPULIO BaroBHX
koediLieHTIB 1A HelipomoaiOHOT Mepexi 3 4JoTupMa Ta
JIBOMa HEeWpOnoJiOHUMM eNeMEHTaMHU, Baru SKUX BKa3aHO
BiIMoBifHO y Tabu. 2 Ta Tabm. 3.

Tao6ua. 2. Marpuus BaroBux Koe(illieHTiB Juist Heipomno1ioHoT Me-
pexi 3 yoTrpMa HeliporonioHumMu enemMentamu / Matrix of weight
coefficients for a neural network with four neural elements

TabJ. 3. Marpuiis BaroBux koeillieHTiB 1711 HelponoaiOHOT Me-
pexi 3 1BoMa HelpononiOHnMu eneMentamu / Matrix of we-
ighting coefficients for a neural network with two neural elements
0,5934 0,8049
0,8048 -0,5934

Jnst po3paxyHKY 3aCTOCOBAHO PO3pOOJICHI MporpamHi
3aco0u iMiTauiiiHoT Mozeni. CTBOpeHa MOAeNb i BilMoBiaHI
MporpamMHi 3aco0U at0Th 3MOTY OLIHUTH MOXMOKU 004HC-

-7,722469 -1,768955 -4,89013 -5,411336
7.071378 2.227652 2.931437 -6,707074 JIeHb TIPU Pi3HUX 3HAYEHHAX KUIBKOCTI 3HAUywMX OiT Asist
-6,939177 1.246172 8.290145 -1,07193 OoOuUMCNIeHHsT TabNWIb MaKpOYacTKOBUX IOOyTKiB. OTmiH-
-0,912977 -11,762918 1,058508 1,970398 IOBaHHS TIPOBENCHO MU 3HAueHb po3psAmHOCTI 8, 16 Ta
24 6it. Pe3ynbraTn 3Be1eHO y Tabm. 4.
Ta6a. 4. OuinroBanns moxuOku oouncieHs / Estimation of calculation error

Cranpapr 3anponoHOBaHU ATOPUTM [Toxnbka uIs po3psSITHOCTI:

Cranpapr 8 bit 16 Git 24 6it 8 bir 16 6it 24 6it
-43.697238 -42.632813 -43.689017 -43.697238 -1.064426 -0.008221 -0.000010
-29.860335 -29.605469 -29.858745 -29.860333 -0.254866 -0.001589 -0.000002
-105.333265 -103.335938 -105.327900 -105.333248 -1.997328 -0.005365 -0.000017

10.273581 10.393803 10.270640 10.273588 0.120222 -0.002941 -0.000007

BukoHaHO TecTyBaHHS TMPOIECiB MU pyBaHHS/ qeIIu(-
pYBaHHS OaHUX 3 BUKOPUCTAHHSAM pPo3poOiieHOT Mozeni 3a
nmoromororo Makety CK3I1JI. Ax mmardopmy ams peaiza-

il 3acrocoBaHo Mikpokomm'totep NanoPi Duo ¢ipmu Fri-
endlyElec Ha migcraBi SoC Allwinner's Cortex-A7 H2+ 3
O3I1 256 Mb nin kepyBannsim OC Ubuntu. MozaentoBaHHs
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MPOBOJIMIIOCS JUTA PO3POOJIEHUX BapiaHTiB HeWpomoaiGHuX
Mepexk 3 3aCTOCYBaHHSM BHXIJHOTO KOy, MEPeKOMITiIbO-
BaHOro sl miatdopmu, Ta OyJ0 OTPUMAHO PE3yJIbTATH,
HaBeJeHi y Tabu. 5, ne P, — CTEIiHb TIOJTIHOMY .

Tab6J. 5. TpuBanicTs BUKOHAHHS omiepalliii popMyBaHHs Ta 00-
YHCJICHHS BaroBrX KoediuieHTiB, mudpyBanHs Ta nemmdpyBaHHs
JuIst TUiB Hefipononi6uoi Mepexi / The duration of operations of
formation and calculation of weight coefficients, encryption and
decryption for types of neuro-like networks

Heﬂl&%ﬁiﬁ‘:’ma / Training, Mc | EnCrypt, mc | DeCrypt, Mc
JliniitHa 200 15 10
Heniniiina P,,,=5 710 30 35
Heniniiina P,,,=15 2800 65 70
Heniuniiina P,,,,=25 4630 92 98
Heniniitna P,,,,=35 6525 128 135

Iyt oTpuMaHHSA TPUBAIOCTI BUKOHAHHS omepartliit ¢op-
MYBaHHS Ta OOYMCIIeHHS BaroBuX KoediLieHTiB, mudpy-
BaHHA Ta Aen(ppPyBaHHI OKPEMUMHU MOAYJISIMH 3aCTOCOBY-
Banacs mnporenypa clock(), ska moBepTae KilNbKiCTh TaKTiB,
10 MPOWLIIM 3 MOMEHTY 3aIycKy nporpamu. BkazaHi 3Ha-
YyeHHs OyJio mepeBeneHo y yac. Sk moka3ye aHaji3 pe3yJib-
TaTiB BUKOPUCTaHHS iMiTalifHOI Mozeli, Mpu po3paxyHKax
3BUYAHIM METOJIOM i LIUTISIXOM BHKOPHCTAHHS 3alpONOHOBA-
HOTO aJropuTMy OOUYMCIIEHHS MAaKpOYacTKOBUX JOOYTKiB OT-
pUMaHi 3HaueHHsI MOXUOOK ISl po3psiAHOCTI 24 GiT cTaHOB-
NATh y aBCOMOTHOMY 3HaueHHi He Ginbime 2,0-107) i € Han-
3BUYaiiHO ManuMu. O4eBUAHO, [/ MEHLIOI PO3PAAHOCTI Mo-
Xx1OKa 00YMCNEeHHS T MPOMOHOBAHOTO TAOINYHO-aJITOPUT-
MI9HOTO METOIy OOUMCIIEHHS CKAIIPHOTO TOOYTKY 3POCTAE.

SIK MOKa3yloTh pe3yNbTaTh IMIiTaliifHOr0 MOJETFOBaHHS
poboTH mporpaMHUX peaiizalliii HefipoMepe:KeBOro mmd-
pyBaHHS/nemudpyBaHHsA TaHUX Ha 0oOpaHiil miartdopmi y
pi3HuX KOH(irypaunisx HeifponomiOHOT Mepexi i pi3HMX
3HA4YEHHSX TOJIIHOMIB P, Hali0ijbll TpUBana oneparis —
(opMyBaHHs Ta OOYMCIEHHS BaroBUX KoedilieHTiB Helpo-
nofioHoi Mepexi. TpuBamicte ii BHKOHAaHHS Ha MiKpo-
KoMm'toTepi cTtaHoBuUTH Oinst 200 Mc st niHilHOT Mepexi
ta Big 700 Mc i Oinbme — s HemiHiliHOT. [Ipuuomy, ns
TPUBAJICTh CUIBHO 3aJI€KUTh Bil CTeNeHA MOJIHOMY A
o0paHoT koH(irypamii HeiipormoaiOHOT Mepexi. OqHaK, BKa-
3aHa TPOIeaypa BUKOHYETHCS OJTHOPA30BO MPH 3MiHi KITHO-
ya mudpyBaHHs, a OT)Ke, He BIUIMBAE OE3MOCEpeaHBO Ha
TPUBAIICTH NpoLenyp mudpyBaHHs/nemwngpyBaHHs.

TpuBasicTh BUKOHAHHS TIPOLEAYP HEHPOMEPEKEBOTO
kpunrorpadivnoro 1mudpyBaHHs/nemndpyBaHHs OJOKiB
JaHUX TIPH peatizalii Ha MiKpOKOMITTOTepi CTaHOBHUTH OiJIst
BignoBinHO 15 Mc Ta 10 Mc nyis JiHiliHOT HelipomnoaiOHOT
Mepexi Ta BiImoBizHo 65 Mc Ta 70 Mc It CTEeNeHs TONiHO-
Ma P,,=15 mis HenminiliHoro THy Mepexi. Taky TpuBa-
JCTh MOYKHA BBAXATH MPUITHATHOIO IJISI MPAKTHIHOTO 3ac-
TOCyBaHHs. 3acCTOCYBaHHs HelNiHiitHOT Heifporogi6HOT me-
pexi crpusie 3aXUIIEeHOCTI TpoLeciB mugppyBaHHs/ qemmd-
PYBaHHS BiJ 370My, a TPUBAJIICTh BUKOHAHHA Omepauiii y
TaKOMy BHMAAKy 3pocTae y 2—3 pa3u i 3HaXOIUThCA Y Me-
*KaxX MPUHHATHUX I PpOOOTH Yy pekuMi dacy, OIM3bKOMY
JI0 peanbHOro. 3MEHIIEeHHs TPUBAJIOCTi BKa3aHUX oOlepaLiii
MOXHA JOCATHYTH IIIAXOM BUKOPUCTaHHA NPOLECOPHOro
A1pa, ITOMOBHEHOIo CreLiani3oBaHUMU anapaTHUMH 3aco-
6amu (ITJTIC), siki pealnizytoTh HEHPOMONiOHI eJTeMEHTH.

062060penna pesynomamis O0ocaioxcenns. Y poborti
[9] 3anmponoHOBaHO KOMMO3WTHW KITFOY 1Sl IU(pyBaHHSA

B KPUNTOCUCTEMi HEMPOHHOI Mepexi 3 BUKOPUCTAHHAM Ba-
roBOi MaTpHlli CHHANTHUYHHUX 3B'SI3KiB MK HelpoHamMH Ta
MeTaJaHuX TPO apXiTeKTypy HeWpoHHOI Mepexi. ABTopa-
MU 3alpoNOHOBAHO TIPU HeliporoaioHOMY mu(pyBaHHi/Ie-
mu(pyBaHHI TaHWX T'eHEpYBATH KIFOY HE TIIBKU 3 ypaxy-
BaHHSAM apXiTeKTypu HepormomiOHoi Mepexi (KiTbKOCTi
HEWpOHiB, KITLKOCTI BXOIB i iX po3psAaHOCTi), MaTpuLi Ba-
roBuUX KoedilieHTiB, a 3 3aCTOCYBaHHAM TabIuLi And Mac-
KyBaHHS Ta IUIIXOM AWHAMIiYHOI 3MiHU THUITY apXiTeKTypH
HeliponoaiOHOT Mepexi, UM 3abe3neuyeThesl MiABUIIEHHS
KPUIITOCTIWKOCTI MpoLeaypy nepeaadi 1aHux.

Ha Binminy Big onucanoro y po6ori [1] 3ailicHeHo pe-
anizalio HeponoAioOHOT Mepexi 3 BUKOPUCTAHHAM MiKpO-
koMmm'IoTepa Ha 6a3i SoC, mo 3a0e3MeumTo MuUPIT MOKITH-
BOCTI IIO/I0 HANAIITYBAHHS Ta BiAJarOIKEHHS aJlTOPUTMIB.
V pobori [11] 3anmporoHOBaHO CHCTONIYHY CTPYKTYpY AJIS
peanizauii Ha [1JIIC, Ha mixcraBi sikoi peainizytoTb HEHpPOH-
Hi Mepexi MpsiIMOro MOIIMPEHHS, HaNpukKiIan, 6araromapo-
BUIi IEpCENTPOH, aBTOMAaTUYHUIT KOJEp 1 JIOTiUHA perpecis.
Ha BinMiHy, mponoHOBaHy HeiponoaiOHy MepeKy MOKHa
peanizyBaTu mporpaMHo abo amapaTHO, IO MiABHIILYE
THYYKIiCTb 3aCTOCYBaHHsA Ta HE BUMArae irepauiifHoro HaB-
yaHHs. BaroBi koediuienTn HeitpononioHOT Mepexi ais
KpUNTOrpadivHOro 3aXMCTy PO3paxoBYIOTh HeiTepaliitHuM
METOJIOM, IO 3HAYHO MPHIIBHALIYE MPOLEC HaBUYAHHS.

[Moxi6HO Mo mpencTaBineHOTO y podoTi [5] mimxomy mo
MoOy/I0BU 3TOPTKOBHX HEHPOHHWX MepeXX 3a IOMOMOTOI0
LHEHTPaAILHUX MPOLECOPIB 3arajpHOr0 npu3HaueHHs, DSP i
GPGPU Ta peanizauii Ha [1J1IC, nponoHoBaHe y poboTi Bu-
KOPHUCTaHHS TaONIMYHO-AITOPUTMIYHOTO METOdYy Heirepa-
LifiHOro oO4YMCIEHHS BaroBuX KoedilieHTiB 3ade3neuye
MoxJMBicTh edekTuBHOT peanizauii Ha [1JIIC Ta Bignosia-
He 3pOCTaHHS NPOAYKTUBHOCTI, OCOOJIMBO Y 3afayax KpHII-
TorpadiyHOro 3aXKUCTy JaHUX MPH X repeaadi.

OTmxe, 3a pe3yJbTaTaMd BHUKOHAHOI pOOOTH MOXKHA
copMyIFOBaTH TaKi HAyKOBY HOBHU3HY Ta NPAaKTUUHY 3Ha-
YyIIiCTh Pe3yIbTATIB TOCIIIKEHHS.

Hayxoea nosusna ompumanux pe3ynomamie 00Cnioxicen-
HA — BHeplLIe po3poOieHO MOoJesb MONepeAHiX HamallTy-
BaHb CUCTEMM HeHpomomiOHOro MQpyBaHHA AaHUX, KA
oKpecitoe BUOIp CTPYKTypH HelipormonioHoi mepexi, 006-
YHCIIEHHS MaTPHLi BaroBUX Koe(ilieHTiB i Tabnuii Makpo-
YacTKOBMX NOOYTKiB, peaiizamis skoi 3abe3neuye 3MeH-
IIEHHA Yacy HalallTyBaHHS.

Po3pob6rieHo Mozens mpoiecy HeiiponoaioHoro mudgpy-
BaHHS 3 BUKOPUCTAHHIM TaOJMYHO-AJITOPUTMIYHOTO METO-
oy, 10 3a0e3neuye TeCTyBaHHS CUCTEMM KpunrorpagiiHo-
o 3aXMCTYy i nepefayi JaHUX y peasbHOMY yaci.

OTpumany nojasbLInii pO3BUTOK MOJIENi TECTYBaHHA Ta
Bijularo/nkeHHs 0J0KiB mupyBanHs (nemudpyBaHHs), KO-
NyBaHHA (IeKOAyBaHHA), MAaCKyBaHHs (JeMacKyBaHHs) Ja-
HMX, AKi 3@ paXyHOK BMKOPHUCTAHH] €TAIOHHMX 3HAa4eHb
JUISL TIOPIBHSIHHSA 3a0€3MedyroTh MMiABUILEHHS SIKOCTi TeCTy-
BaHHS Ta BiJJIaTOKCHHS CHCTEeMH KpHUMTOrpadidHOro 3a-
XHCTY.

Ilpakmuyna 3Hauywicme pe3yromamic 0OCHiONCEeHHA —
po3pobiieHa cucTeMa KpunrorpagiuHoro 3axucty it nepe-
Jadi JaHUX 3 BUKOPUCTaHHAM 3alpONOHOBAHUX MOAEei
3a0e3nevye MiIBUILEHHS KPUNTOCTIMKOCTI Mpouenypu me-
penadvi JaHUX i MOXe 3aCTOCOBYBATHCh Y MOOUITBHUX po0o-
TOTEXHIUYHUX TUIaT(Gopmax BHACTIJOK MOXIMBOCTI IOCST-
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HEHHS BHCOKMX Maco-TabapuTHHX TOKa3HUKIiB i HU3BKOTO
€HeprocrnoXKMBaHHs NPY anapaTHiil peanizawii Heliponoio-
HOT Mepexi.

BucnoBok / Conclusions

Po3pobneHo moneni Ta 3aco0u MomepeaHiX HajaliTy-
BaHb, HelipornoniOHOro IWM(pyBaHHA, BiAJaroIKeHHs K
tectyBanHs CK3I1/]. 3a pesynbratamMn BUKOHaHOT poOOTH
MOJKHA 3pOOUTH TaKi OCHOBHI BHCHOBKH.

1. I[IpencraBieHo MOAeNs MOMEPETHIX HAJNAMITYBaHb
Ui peanizauii HeitporogiOHoro mmdpyBanns/pemudpy-
BaHHs JaHUX OCHOBHMMH KOMIIOHEHTaMH SIKOi € (opmyBay
apxiTeKTypu HeWpomnoaiOHOT Mepexki, oOuMciroBaY Mart-
pHILb BaroBuxX KoedilieHTiB i 00unCTOBaY TabIHIb MaKpo-
YacTKOBHX JOOYTKiB. Peamnizauis Bka3zanoi Mojeni 3a6e3mne-
Yye 3MEHILUEeHHs Yacy HajalTyBaHHs. Po3pobiaeHo monenb
HelipononiOHOro WH(pyBaHHs AaHMX | KOMaHN YNpaBliH-
HSl 3 BUKOPUCTaHHAM TaOJNMYHO-aNrOPUTMIYHOTO METOLY
OCHOBHUMH KOMTIOHEHTaMH SIKOi € TIepeTBOPIOBAY MOBiIOM-
neHHs, GopMyBad aapecH 3uMTyBaHHS 3 Tabmmip, N Tad-
JIIb MaKpo4YacTKOBHUX NOOyTKiB, N cymaropiB i komyTa-
TOp, peaizaris skoi 3ade3meuye TectyBanHs CK3I1] y pe-
anpHOMY 4aci. PeanizoBaHo Mojesni TeCTyBaHHS Ta Bimjaro-
JUKeHH OnokiB wmmpyBaHHA/AemnppyBaHHs, KOdyBaH-
Hsl/IEKOlyBaHHs, MAacKyBaHHA /deMacKyBaHHA NaHMX, SKi
3a paXyHOK BUKOPHMCTAHHS €TaJOHHHUX 3Ha4YeHb 1JIs MOpiB-
HSHHS 3a0e3MeuyroTh MiABUILEHHA AKOCTi TECTyBaHHA Ta
Bimmaromkenns CK3I1/1.

2. IpencraBneno CK3I1/], sika 3a paxyHOK AMHAMi4HOT
3Minu Tumy apxitektypu HIIM (3nauenus BK), koniB mac-
ku ta BIIK 3abe3mnedye mingBUIIEHHS KPUNTOCTIHKOCTI TIpo-
LeAypH Tiepenadi JaHuX. 3amporOHOBAaHO TUHAMITHO 3Mi-
HioBatu tun apxitektypu HIIM, 3nauenns BK, mackm Ta
BIIK cMHXpOHHO KiTbKOCTI TAKTOBUX IMITYJIbCIB, SIKi TOCTY-
[arf0Th Ha BIAMOBIIHI JIYWILHAKHU.

3. BuUKOHaHO TecTyBaHHs iMiTalilfHOT MOJelNi Ha TMPHK-
naai moBimomieHHs n=16 g HelponomiOHOT Mepexi.
3'coBaHo, 1110 TPUBAJICTh BUKOHAHHS MpOLENyp HelpoMe-
pexeBoro kpumnrorpadidHoro mmgpyBaHHs/nemrdpyBaH-
Hs1 OJIOKIB IaHUX TpH pealtizalil Ha MiKpOKOMM'IOTepi cTa-
HOBUTh Oins BimnoBinHo 15 mc Ta 10 Mc ans niHiiiHOT
HelipononiOHOT Mepexi Ta BigmoBinHo 65 Mc Ta 70 Mc ays
cTermeHi noiaoma P, =15 mis HeTiHIHOTO THIY Mepexi.
OTpuMaHi 3HaYEHHS TPUBATOCTI CJIifl BBAXKATH MPUIHATHHU-
MU Ui 3a0e3MedeHHs poOOTH Y PeKuMi pearbHOTO Yacy, a
MOJAJBIIOr0 3MEHIIEHHS! TPUBAJIOCTI BKa3aHMX omepariil
MOJKHa AOCATHYTH LUIAXOM peaji3auii 3anpornoHOBaHUX
HeliponoiOHKX eneMeHTiB anapatHiuMu 3acobamu TJTIC.
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L G. Tsmots, V. M. Teslyuk, Yu. V. Opotiak, . V. Pikh

Lviv Polytechnic National University, Lviv, Ukraine

MODELS AND TOOLS FOR DEBUGGING AND TESTING MOBILE SYSTEMS FOR NEURO-LIKE
CRYPTOGRAPHIC PROTECTION OF DATA TRANSMISSION

The work revealed the need for providing cryptographic protection and immunity to data transmission and control commands
when using the mobile robotic platform as well as the importance of taking into account the limitations regarding dimensions,
energy consumption and productivity. It was found that one of the ways to meet the requirements of cryptographic protection is
the use of neuro-like networks. Their feature is the ability to pre-calculate the weight coefficients that will be used when
encrypting/decrypting data. It is suggested that during neuro-like encryption/decryption of data, the key should be generated ta-
king into account the architecture of the neuro-like network (the number of neurons, the number of inputs and their bit rate), the
matrix of weight coefficients and the table for masking. It was determined that a neural network with pre-calculated weight coef-
ficients makes it possible to use a table-algorithmic method for data encryption/decryption, which is based on the operations of
reading from memory, adding and shifting. Limitations regarding dimensions, energy consumption and performance are
analyzed. They can be overcome during implementation by using a universal processor core supplemented with specialized
FPGA hardware for neuro-like elements. That is the combined use of software and specialized hardware ensures the effective
implementation of neuro-like data encryption/decryption algorithms and management teams. Models and tools for debugging and
testing a neuro-like cryptographic system are presented. A model of the preliminary settings of the neuro-like data encryption
system has been developed, the main components of which are the former of the neuro-like network architecture, the calculator
of weight coefficient matrices and the calculator of tables of macro-partial products. A model of the process of neuro-like
encryption of control commands using a table-algorithmic method has been developed. Models for testing and debugging blocks
of encryption (decryption), encoding (decoding), and masking (unmasking) of data have been developed, which, due to the use of
reference values for comparison, ensure an increase in the quality of testing and debugging of the cryptographic system. A
cryptographic system was developed, which, as a result of a dynamic change in the type of neuro-like network architecture and
the values of weighting coefficients, mask codes and barker-like code, provides an increase in the crypto-resistance of data
transmission. Testing of the simulation model was carried out on the example of message transmission for various configurations
of a cryptographic system.

Keywords: tabular-algorithmic method of calculating the weight coefficients of a neuro-like network; simulation model of
neuro-like encryption/decryption; dynamic change of the architecture of the neuro-like network; calculation of tables of macro-
partial products.
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