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OCOBJINBOCTI HOPMATHUBHO-ITPABOBOI'O PEI'YJIIOBAHHSA
CO®EPU IHOOPMALINHOI BE3NEKU: MIPOBJIEMHI IUTAHHS
TA TEPMIHOJIOTTUHI KOJII3II B YKPAIHI

Po3risinyTo ocodsmmBocTi GopMyBaHHSA i PO3BUTKY 3aKOHOAABY0I TA HOPMATHBHO-
npaBoBoi 0a3m y cdepi 3a0e3nevenns ingopmaniiinoi 0esnexkn Ykpainu. IIpoanasizoBano
HasiBHi Npo0/ieMH y 3aKOHOJABYMX HOPMAX, NPHHHATHX /I BHUPILICHHS TAKTHYHHX
3aBJaHb, 0e3 ypaxyBaHHsl CTpaTeriyHUX OpieHTUPIB. BusiB/IeHO X MeBHY HECHCTEMHICTh
Ta HEY3IO[UKEeHICTh Mik c00010. AKTya/i30BaHO Npo0/ieMy NPUHIMIOBUX HeIO0JIKIiB
KaTeropiajJbHO-NMOHATIHHOIO anapaTry 3aKOHIB Ta NMiI3aKOHHUX aKTiB B iH¢opMauiiHii
cgepi. [JdoBeneHo, mo meBHy 3arpo3y HalliOHAJILHMM iHTepecaM Ta iHTepecaM o0coOHM

CTAHOBUTH TEPMIHOJIOTIYHA HEBM3HAYEHICTh TAKMX IMOHATH, fIK ''He3indopmauisn’,
"inopmaniitHo-nicuxos0riYHMil BILIUB'', "'iHopManiiiHO-nIcHX0JI0TiYHa Oe3meka' ToIo.
3anponoHOBaHO MOK/JIMBI HANPSIMHM BIOCKOHAJIEHHSI 3aKOHOJABCTBA, CIIPSIMOBAHOI0 Ha
3a0e3neyeHHs Oe3nexku B iHdopmaniiiniii cdepi Ykpainu, Ta oKpec/ieHO NMepPCHEeKTUBH
NOJAJILIINX HAYKOBUX JIOCTII2KEHDb Y IbOMY HANPSAMi.

Kirouogi ciioBa: HamionanbHuii indgopmaniiinnii npoctip; indopmamiiina arpecisi;
aesingopmanisi; iHgopmManiiHO-ICUX0JIOTIYHMI BIUIMB; iHopMauiiiHa Oe3neka; 3aco0u
MacoBoi iHopmanii.

IocTranoBka mpodaemu. TpuBanuii yac y HaliOHAJIFHOMY 3aKOHOJABCTBI
VYkpainm mnuTaHHA ~iHpOpMalidHOI  Oe3meKku  pO3IIAATH  Yepe3  MPHU3MY
OIOCEPEIKOBAHOTO MPABOBOIO PETYJIOBAHHS, 1 TUIBKA BIPOJIOBXK OCTaHHIX POKIB
CIIOCTEPIraeTbCsl TEHJCHIIA O BUPOOJCHHS HOBHX MPABOBHX MEXaHI3MIB y Wil
cdepi Ta BOOPSAIKYBAaHHS BIAMOBIIHOI MPaBOBOI cucTeMu. Takui miaxisl 3yMOBICHHUI
HacaMIiepe TUM, 110 B yMOBax 1H(opMalliiHoi arpecii 3 6oky Pociiicbkoi denepartii
HEOOXIJJHE YiTKE HOPMAaTHUBHE 3aKpIIUICHHS METOMIB 1 3ac00iB MpOTHAii 3arpo3zam
HalllOHAIBHOI Oe3MeKkn YKpaiHu, 3a0e31eUeHHs] y3TroXKeHO1 MO3UIliT OpraHiB BIIa/IH.

3arajioM 3aKOHOJaB4Ya Ta HOPMATHUBHO-TpaBoBa 0a3a (yHKIIOHYBaHHS
iHpopmamiitHOi chepu  YKpaiHM BIANOBIZA€  €BPOINEHCHKHUM  HOpMam, IO
MIATBEPKYIOTH 1 nipenctaBHuKU OBCE, siki HEOAHOPA30BO 31IMCHIOBAIM 30BHILIHIO
excneptusy [1].

Jlep>)kaBHa momiThKa (GopMyBaHHA Oe3medHOro iH(OPMAIITHOTO TPOCTOPY
nependavyae BUPIIICHHS 3aBlAaHb y KUIBKOX HampsMax: 1) 3aXHCT HaI[lOHAJILHOTO
1HPOPMALIITHOTO CYBEPEHITETY Ta CYCHUIBHOI CBIJOMOCTI BiJl JAECTPYKTHBHUX
1H(OPMAIIHO-TICUXOJIOTIYHUX BIUIMBIB; 2) TapaHTyBaHHS o0c00i, CYCILUIbCTBY,
JIep>KaBl peaizallito iXHIX KOHCTUTYIIIMHUX TpaB Ha iH(popMalito; 3) 3a0e3nedcHHs
JIOCTAaTHHOTO PiBHS iH(GOPMAITIHHOT 0013HAHOCTI TPOMAJISH 1 IEPYKAaBHUX OPraHiB IS
MPUUHATTS HUMH YCBIJOMJICHUX PILIECHb.



3 ormsamy Ha OKpECTCHI BUINE 3aBIAaHHS CHUCTEMa HOPMATHBHO-TIPABOBOTO
perymoBaHHsS  iH(opmariiiHoi  Oe3neku  YKpaiHM — 3a3Ha€  MOJAIBIIMX
TpaHchopMalliiHUX  3MIH, OJHAK Ield MpoLeC  BiJ3HAYAETbCA  IEBHOIO
HEMNOCIII0BHICTIO 1 OJIEKYAX HECUCTEMHICTIO, BHACIIIOK YOr0 3aKOHOAaByYa 0aza y
cdepi 3abe3neueHHs iHGOpMaIliitHOT O€3MEeKH 3aTUIIAE€ThCS HeTOCKOHAIIOKO.

AHani3 ocTaHHiX AochailkeHb i myOJikauniii. TeopeTnuHi Ta MpakTUYHI
acriekTd  (GOopMyBaHHS  Jiep)KaBHOi  1HGOpPMALiIHHOI TMOJITHUKH 1  PO3BUTKY
3aKoHO/MaBuoi 0a3u y cdepi 3alesneyeHHs 1HPopMmaliiiHOi Oe3neku YKpaiHu
JOCITIDKYBaJIM Taki BiAoMi yKpaiHchbki HaykoBIl, sik I'. [Touenmor, H. AkchoHOBa,
O. Kaprienko, O. Jlononos, 0. Hecrepsik, 1. ApictoBa, B. bpmwkko, O. Xutpa,
[. ®panuyk Ta iHmi. [IpoTe HEBHpIIEHOIO MNPOOJIEMOIO 3aJIMILAETHCS IE€BHA
HEY3TO/UKEHICTh MK COOOK OKpPEMHX 3aKOHOJABYMX Ta HOPMATHUBHO-IPABOBHX
HOPM, a TaKOX MPAaBOBA HEBU3HAYCHICTh HU3KHU IOPUIUYHUX TEPMIHIB, SIKi 3'SBUIHCS
B 3aKOHOJABYMX TEKCTAX OCTAHHIM YaCOM.

Buoxkpem/ieHHsI HeBHMPilIEHMX paHille YacTHH 3arajbHOi NpPoOJIeMH.
Meta poGotu: BUPOOJICHHS MPAKTUYHUX PEKOMEHMAIINA MIOJ0 YCYHEHHs KOJi3id
HOPMAaTHUBHO-IIPABOBOTO 3a0e3eueHHs chepu iHPopMaliiHOT OE3MEKH.

Bukiag ocHOBHOro marepiaay. 3HauHe NOCWJIEHHS BIUIMBY HENpPaBIUBOL,
CIOTBOPEHOT Ta MaHIMyJISTHBHOI iH(pOpMALlii, III0 CHOCTEPITaeThCA Y CBITOBOMY Ta
BITYM3HSHOMY MEIalpoCTOpax, BHUMAarae€ YiTKIIIONO IPABOBOIO pPEryJIOBaHHS
CYCMUJIbHUX 1H(POpMaLIMHUX BIJHOCHH. SIK ciaymiHO 3a3Hadae H. AkcboHOBA, OTHUM
13 TpiOpUTETIB 1HPOPMALIIHHOI TOJITUKA Ha JEpKaBHOMY pIBHI € '3aKOHO/JaBYE
BPETYJIIOBAaHHS MEXaHi3My BUSBIEHHS, (ikcallii, OJOKyBaHHA Ta BUAAJICHHSA 3
1H(pOpMAIIITHOTO TIPOCTOPY JAepxkaBu 1HGOpMAIIi, STKa 3arPOXKY€E SKUTTIO, 3I0POB'HO
rpoMajisiH YKpaiHu, nponarye BiiiHy, HalllOHAJIbHY Ta PEJIriiHy BOPOXKHEUY, 3MIHY
KOHCTHTYIIiITHOTO Jtaay" [2].

3BaKarouM Ha BEJIMKUN OOCSAT HOPMAaTHBHO-IIPABOBUX AKTIB, IO PEryJIIOHOTH
cdepy iHpopmarliitHoT Oe3reku, 1 Ipu [bOMY iX IEBHY HECHCTEMHICTh Ta HasBHICTb
BUMAJIKIB HEY3TO/DKEHOCTI MDK HHMH, HOPMAaTHBHY OCHOBY 3a0e3ledeHHs
1HdOopMarriitHoi O6e3neKku IOIIBHO PO3MIISIaTH Yyepe3 Kputepii IopUaIudHol Cuid. 3
OISy Ha 1€ 3aKOHOJABCTBO YKpaiHM 3 NHTaHb 3a0e3nedyeHHs iH(opMaliiHol
Oe3rekr MOKHA TOAUTUTH Ha: 1) HOPMH KOHCTHTYHIWHOTO TMpaBa; 2) 3aKOHU
VYkpainu y cdepi iHbopmariitHoi Oe3neku; 3) MiA3aKOHHI HOPMATUBHO-IIPABOBI
aKTH, II0 CTOCYIOThCSI PI3HMX AacleKTIB OXOPOHM Ta 3axHCTy 1H(OpPMaIHOro
IIPOCTOPY YKpaiHu.

MokeMO KOHCTaTyBaTH, 1[0 TIOHATTS 1HGOpMAIHOI Oe3nekn Mae
KOHCTUTYLIHHY NPHUPOIY, OCKUIbKM BOHO 3akpimieHe y 4. 1 cr. 17 OcHoBHOro
3akoHy VYKpaiHu, sKa BCTaHOBJIIOE HOpMY, IO 3a0e3nedeHHs iH(opMariiiHol
OC3MeKu € OAHICI0 3 HaMBXKIMBIMNMX (QYHKIIN nepkaBu [3]. OmHak 3micT i€l
dbyukii nep>xaBu Konctutyiis YkpaiHu He pO3KpHUBaE.

Ipynrosuime Koucruryuis Ykpainu perymoe iHpopmaltiiiny —0Oe3neky
rpoMajsiH. 3okpema, cT. 31, 32 MICTATh KOMIUIEKC HOPM IIOAO 3a0e3MeyYeHHs
ocobucTtoi 1HhopmarliitHOi 6e3meku, a cT. 34 rapaHTye paBo 0coOM Ha 1HGOPMAIIIIO
Ta cBOOOIY TYMKH 1 CJIOBA, BUIbHE BUPAKEHHS CBOIX MOTJISIIB 1 MepeKoHaHsb [3].

[Ile mpenmetHime cdepa iHGOpMaIIHHOT OC3MEKU PETYIIOETHCS 3aralbHUMU
Ta CHEUIAIbHUMM 3aKOHaMU YKpaiHu, 30kpema, 3akoHamu "IIpo HauioHambHY
oesnexy Ykpainu" [4], "IIpo indopmamuio” [5], "IIpo apykoBani 3aco0u MacoBoi
1HpopMaii (rpecy) B Ykpaini" [6], "IIpo 3axuct nepconansHux ganux" 7] Tomo.



Takox MOKHA BUJAUIUTH JAOCTAaTHbO BEJIMKUI MAacHUB HOPMAaTHMBHO-IIPABOBHX
aKTIB, II0 CTOCYIOTbCS pPI3HUX AacClEKTIB OXOPOHM Ta 3aXUCTy HaLlOHAIbHOTO
iHpopMariitHoro mpoctopy. Cepesr OCHOBHUX 3 HUX, SIKI BU3HAYAIOTh KOHIIENTYaJIbHI
3acanu 1H(popmarliitHoi Oe3meku, MoxkeMo BUAUIMTH "JlokTpuHy iH(OpMmaIiiHOT
6e3neku Ykpainu" [8], sxy Oymno 3aTBepmkeHo Ykazom lIpesuneHra Ykpainu Bin
25 motoro 2017 p. Ne 47/2017 (mami — Jloxtpuna), Ta "Crparerito HaliOHAIHHOT
6e3nexku Ykpainu" [9], 3atBepmkeny YkasoMm llpesunenra Ykpainu Big 14 BepecHs
2020 p. Ne 392/2020 (mami — Ctparteris).

Ane BapTO 3ayBakuWTH, L0 NpaBoBUil xapakrep CTpaterii, Tak caMo K 1
JIoKTpuHH, He nepeadadyae HOPM MOpAMOI il — e OUIBIIOI MIpOI MpPOrpaMHi
JOKYMEHTH, 1110 3aKJIaJai0Th TPEHIH JIEP>KaBHOI MOJITHKH Ta HE MICTATH MEPETIKy
KOHKPETHHUX 3aXOJiB, MOKIMKaHUX Oe3MocepeHbO BIUIMHYTH Ha PEryJsiTOpHE
cepenosuile. J[ns peaqbHUX MPABOBUX HACHIIKIB MOTPIOHO YXBAJIMTH CIEIialIbHI
HOPMaTHBHI aKTH: HOBI 3aKOHH, 1ocTaHoBU KaOiHery MIiHICTpIB, pIIIEHHS IHIIMX
opraHiB Bmaau. Sk Crpareris, Tak 1 JlokTpuHa BU3HA4YalOTh OCHOBHI 3acaau i
MPUHIIN, HA KX MaloTh 0a3yBaTUCS 1l 3aKOHU Ta 1HIII PIILICHHS OPraHiB BIA/IH,
Ta, Ha JKaJb, TaKi 3aKOHHU HE YXBAJTIOIOTh POKAMHU.

Po3risiHeMo KOpPOTKO JiesiKl 3aKOHOIPOEKTH, 1[0 CTOCYIOThCS O€3M0ocepeIHbO
iHpopmaniitHoi Oesnexkn Ta mpotuaii aesiHdopmarii i1 craHoM Ha 1 TpyaHS
2021 poky nepedyBanu Ha po3risial Bepxosnoi Panu. Ilepenycim ne Ipoext 3akony
npo memia "[10]. BuHeceHHs 1IbOTO 3aKOHOMPOEKTY B CECIiHY 3ally HEOAHOPA30BO
BIJIKJTAJaNIoCs, 30KpeMa uYepe3 KPUTHYHO HaJAIITOBaHE MENIdHE CepeloBHIIEC Ta
IPOMAJICHKICTh. 3aKOHOMPOEKT IIe HE PO3MIAdAIM Yy CECiiHiM 3ami (momepeaHii
3aKOHOIIPOEKT JEMyTaTy BIANPABUIM HAa MOBTOPHE MEpILIE YUTAHHSA, TOX HIETHCS
PO I1HIIMH JTOKYMEHT, SIKUIl Ha po3risi He BUHOCWIM). BiH Takoxx moxe Oytu
BIIXWJICHUI TIOTPHU Te, 110 HEOOXIIHICTh MOJIEpHi3allii 3aKOHOJABCTBA MPO 3acCO0HU
MacoBoi iH(opmailii Ta CTBOPEHHS HOBUX TPaBUJI B3a€MOBITHOCHMH BUPOOHHKIB 1
CrokuBayiB 1HQOpMalii Ha3zpiia JaBHO W 3yMOBJEHA TUM, L0 YHHHE
3aKOHOJIABCTBO, SIKE PEryJIO€ IisSIBHICTh Mefla, CTBOPIOBAJIOCH B MEPIIl POKH
MIPOTOJIONICHHS HE3aJIeKHOCTI YKpPaiHU 1 HE BPaXOBY€ Cy4aCHOTO CTaHy SIK IIOAO
HOBUX O€3MEKOBUX BHUKJIMKIB, 30KpeMa 30poitHOi arpecii 3 OOKy KpaiHu-arpecopa,
Tax 1 OJJ0 PO3BUTKY HOBHUX TE€XHOJIOTIH.

Taxox y BepxosHiit Pazi 3apeectpoBano [Ipoekt 3akoHy Mpo BHECEHHS 3MiH
no 3akony Vkpainn "IIpo TeneGauenns i pamiomosnenns"[11]. Mmerwes,
HacamIiepell, NpO YTOYHEHHsS IHUTaHb, MOB'SI3aHUX 3 HEOOXIJHICTIO PO3KPUTTS
iHpopmamii mTpo crmpamkHBOro BracHWKa 3MI  Ta mKepen (QiHaHCYBaHHS
ayIioBI3yallbHUX (EJEKTPOHHMX) 3ac00iB MacoBoi iH(opmarllii. 3aKOHOMPOEKT HE
po3rIIAgany  JeTyTaTd, X0dYa, Ha Hamly AyMKy, HOTO YyXBaJICHHS CHpPUSTHME
MOKPAIICHHIO ~ HAI[IOHAJILHOTO  1H(POPMAIIHHOTO  CEepelOBHUINA, JIaCTh 3MOTY
CIIO’KMBAYEBl CaMOMY OIIIHUTH HE3aaHTa)KOBAHICTh Ta OO'€KTUBHICTH TOTO YH
iHIII0rO 3ac00y MacoBoi iH(opMallii, 3HAIOUYH JKepesa Horo (iHaHCYBaHHS, @ TAKOXK
YHEMOXJIMBHTH (hiHaHCyBaHHA 3 00Ky Pociiicbkoi denepariii, a oTke — CIpUsITUME
3MEHIICHHIO MOMIMPEHHs e3iHdopmailii B iHGopmMaiiiHOMy IpocTopl YKpaiHu.

[IpoexT 3akoHy mpo BHeceHHs 3MiH 10 3akoHy Ykpainu "IIpo TenebayeHHs i
pagioMoBiieHHs" MO0 TPOTUAll 1HGOpMaIiiiHIi BiliHI Tiependavae J0JaTKOBY
3a00pOHYy TeJepaaioopraHizallisiM TPaHCISIII0 BUCIOBIB, SIKI 3amepedyroTh (akT
arpecii Pociiicekoi denepariii cTocoBHO YKpaiHM 9u 3amepedyroTh (akT OKymariii



KpaiHOI0-arpecopoM YacTMHU TepUTopii YKpaiHM Ta/abo BEIEHHS arpecopom
riOpuaHoi BiiHM mpotu Ykpainu. OnHak, Ha Hall MOIJISA, YXBAJIEHHS ILOTO
3aKOHOMNPOEKTY HE CIPABUTH 3HAYHOIO BIUIMBY 1 HE COPUYMHUTH MOMITHUX 3MIH Y
YUHHOMY 3aKOHOJABCTBI, a/pKe 3amepedeHHs (hakTy arpecii Ta OKymallli 4acTHHU!
TepuTOpii YKpaiHu BKe € MPaBOMOPYIICHHAM Y HU3II 1HIIUX HOPMATUBHO-IIPABOBHUX
akTiB. OmHaK 3aKOHOMPOEKT 3 PO3MIAAY Hapasi He 3HATO. Hartomicte 9 rpymHs
2021 p. Kabiner MiHicTpiB YKpaiHM Ha CBOEMY 3acijaHHI 3aTBEpPAUB JBa HOBI
3aKOHOTIPOEKTH, SIKI TepeadadaroTh 3MiHM J0 aJMIHICTPATUBHOTO KOJEKCY MO0
BIJINOB1IAJILHOCTI 3a myOuiuHe 3anepedeHHs arpecii PO npotu Ykpainu [12].

[lpu 1pOMy 3a3HauMMoO, WO esKi 3apeecTpoBaHi y Bepxosuiii Pani
3aKOHOIIPOEKTH, HABIAKH, IepeadavyaroTh IMOM'SIKIIEHHS peakuii JepkaBu,
CHPSIMOBAHOI Ha TPOTHUIIO0 AECTPYKTUBHOMY 1H(OpPMAaLiiHOMY BIUIMBOBI 3 OOKY
Pociiicekoi denepariii sik kpaiau-arpecopa. 3okpema, [IpoexT 3akoHy Mpo BHECEHHS
3MiH 70 YacTUHH BocbMoi crtarti 72 3akoHy Ykpaiam "lIpo TteneGaueHHs i
paniomosnieHHs" [13], BHecenuit Hapoguum nemyrarom H. Hydpuuem, daxtruno
3a00pOHSE JEepKABHOMY DETYJSITOpY TPHUTATATH  TelepadioopraHizamio 0
BIJIMOBIJATBHOCTI 3a TE€, IO BOHA TPAHCIIOE ab0 PETpaHCIOE 1H(OpMAILIilo,
CIpsIMOBaHY Ha JUCKpEIUTAIll0 YKpaiHW Ta 3HMILIEHHSA 11 Kk aepxkasu. [Ipote, Ha
Hally JyMKYy, WMOBIPHICTh YXBQJICHHsSI IIbOTO 3aKOHONPOEKTY B CECIMHIM 3alli
Bepxosnoi Pangu HeBenuka.

SIK110 >k MU MTOBEPHEMOCS JI0 BXK€ YXBAJIEHMX HOPMATHBHO-IIPABOBUX AKTIB,
TO y 3araJjbHOMY MacHBl 3aKOHOJABUYMX HOPM BHSBUMO OaraTo MNHUTaHb, SKI
noTpeOyIoTh CBOr0 BUPILLIEHHS Ta BperyioBaHHA. [lepemycim, 1ie CTOCY€eThCs HE 0
KIHIIS 9ITKO TPOMHCAaHUX MPAaBOBUX HOPM, SIKi, BPaXOBYIOUYH HOBI YKpaiHChKI YMOBH,
noTpeOyroTh yrouHeHHs. Tak, y c¢r. 302 [usinbHoro Koaekcy Ykpainu (mami — LK)
3a3HaueHo, 1o (¢i3uyHa ocoba Mae npaBO BUIbHO 30upartu, 30epirat,
BUKOPUCTOBYBATH 1 TMOIIMPIOBATH 1HQOpMaIlito, MpU IOMY ocoba 3000B's3aHa
nepexkoHaTucs B il goctoBipHocTi [14]. HatomicTe, 3ak0H HE BKa3zye MEXaHI3MIB 1
cnoco0iB Takoi MepeBIPKH.

Takox BaXJIMBOIO MPOOJIEMOI0, Ha SKIH HAroJOUIyIOTh BITYM3HSHI HAyKOBII],
€ TEBHAa HECHCTEMHICTh, KOJMM '"3aKOHOJaBUl aKTH YyXBAIIOIOTHCA 3 METOIO
BUDIIICHHA TAaKTUYHUX 3aBAaHb, 0€3 ypaxyBaHHS CTpATEeTiYHUX OpPIEHTHPIB Ta
00'eKTUBHUX yKpaiHChKuX yMOB" [15] cTBOpeHHS Ta TWPUIHATTS TNEBHUX
3aKOHO/IaBYMX HOpPM. 30KpeMa, 1€ CTAa€ HACIIJIKOM iX HEYy3roJUKEHHS MK co0010 Ta
MOPYIICHHSI TOTO, IO HOPMATHWBHO-TIPABOBI AKTH yXBATIOIOTHCSA JISi BUPIIICHHS
TaKTUYHUX 3aBJaHb, 0€3 ypaXxyBaHHS CTPATETIYHUX OpleHTUPIB. Tak, KiJbKa POKIB
MU MaJld CUTYyaIlilo, KOJM crouyaTky OyB mignmucanuii Yka3 Ilpesumenta, moTiM —
[TocTanora Kabinety MiHicTpiB, gaii — HacTynH1 yka3u [Ipe3unenTa 1 TITbKH TICs
1poro — 3akoH Ykpainu "llpo HamioHanbHy Oe3neky Ykpainu'", ikuii MaB riio0ajibHe
JUIL Aep)KaBU 3HAYEHHs,, OCKUIBKM BH3HA4aB 1 PO3MEKOBYBAB ITOBHOBAXKECHHS
Jep)KaBHUX Opra”iB y cepax HalioOHaJbHOI Oe3rneku Ta 00OpoHHU. Y pe3ynbTarti
"Crpareriss HamioHanbHOi Oe3nexku Ykpainu" Bing 26 tpaBHs 2015 poky [16] He
BpaxoByBaJla TIOJOKEHb HOBOTO 3aKOHY IIpO HalllOHAIbHY Oe3neky YkpaiHw,
OCKUIBKH ii OyJ10 yXBaJICHO PaHiIlle, HI caM 3aKOH, sSIKui HaOyB YMHHOCTI 21 yepBHS
2018 poky.

OxkpeMo BapTO 3ayBaXWTH, [0 HHM3KAa HOPMAaTHBHO-IIPABOBUX AaKTIB,
CIpsIMOBaHMX Ha 3abe3nedyeHHs iH(opmamiiiHoi Oe3neku Ykpainu, ski OyIo



YXBaJIECHO OCTAaHHIMU POKaMH, Ma€ $K TMPUHIMIIOBI HEIOJIKA KaTeropiajibHO-
MOHATIMHOTO amapary, Tak 1 MICTUTh HE BHUPIIICHI MUTAHHS METOMOJIOTIYHOTO
xapakTtepy. Tak, yxke 3ramanuii 3akoH Ykpainu "IIpo HamioHanpHy O€3meKy
VYkpainu" BU3HaYa€ OCHOBH Ta MIPHUHIIAIY HAI[IOHATHHOI Oe31eKku Ta 000pOHH, 1Tl 1
OCHOBHI 3aCa/11 JAE€P>KaBHOI MOJIITUKH, 10 TAPAHTYBATUMYTh CYCHUIBCTBY 1 KO)KHOMY
IrpOMaJISHUHY 3axUCT Big 3arpo3. [, sK 3a3HaueHO B 1LbOMY 3aKOHI,
"3anpOBAKYETbCA BCEOCSHKHMN MIAXIA 10 TUIAHyBaHHA y cdepax HallioHaJIbHOL
6e3nexu 1 06oponun". OIHaK 3aKOH HE Ja€ BU3HAUYCHHS CaMOMY MOHSTTIO "cTpaTeris
iHpopMaLiitHOi 6e3neku’, Xxoua 3MICTOBHO BH3HAYa€ 1HIII cTparterii — Kibepoesneku,
HAI[IOHAJIbHOI, BOEHHOI, IPOMAJICbKOi O€3MeKH Ta LUBLILHOIO 3aXHCTYy, PO3BUTKY
00OPOHHO-TIPOMHUCIIOBOTO KOMILJICKCY.

e oxHy, Ha HAII TOTJISAA, OCOOIUBY MPOOJIEMY CTAaHOBUTH TEPMIHOJIOTIYHA
HEBU3HAYCHICTh TOHATTA '"ne3indopmaria”. 3 orasay Ha Te, IO I KaTeropis
3raJly€ThCsl B TAKMX 3aCaJHUYMX JTIOKYMEHTax, sk 3akoH Ykpainu "[Ipo HaiioHambHy
Oesnexky VYkpainu", "JlokTpuHa iHdopmamiitnoi Oe3neku Ykpainu", "Crpareris
HalllOHAJIBHOI O6e3neku YKpainu', ane Hifie He po3pupOBY€EThCS, HACTalla HarajabHa
norpeda JAaTv NMpaBOBE BU3HAYEHHS LIbOMY MOHATTIO. [Ipu 1bOMy 3a3Ha4uuMMO, 110
YMHHE 3aKOHOAABCTBO YKpaiHM Tmependadae pearyBaHHS Ha  TOIIMPEHHS
ne3indopmariii, aje He BUKOPUCTOBYE caMoro cioBa "nesindopmaiis”. Tak, y 3akoHi
VYxkpainu "IIpo indopmarniro”, a takox y crarri 173-1 Komekcy VYkpainu mpo
anMiHicTpaTtuBHI npaBonopymeHHs [17] Ta crarrax 297 1 299 [{uBineHOrO KOAEKCY
VYkpaiHu MNpomnucaHO MpPOLEAYpH pearyBaHHs Ha TMOLIMPEHHS HENpaBIuBOi 1
HenocToBipHOT 1H(OpMarii. OnHak 3a yMOB Cy4acHUX 1H(GOpPMAIIHHUX TEXHOJIOTIH
BUHHKAE MOTpeda y MEBHUIA CIIOCIO EPEOCMUCIUTH 1€ TMOHSTTS, OCKUIBKU OJTHUM 13
HalBOKIUBININX YWHHUKIB, IO CTAHOBJATH 3arpo3y iH¢opMaliiHii Oe3merri
CYCIUIBCTBA, € HOTro Ae3iH(opMartis.

3ayBakumo, 110 Ha modatky 2020 poky MiHICTepCTBO KyJIbTYpH, MOJIOJI Ta
cnopTy YKpainu 3poOuio crnpoOy AaTv MpaBOBE BU3HAYEHHS IbOTO MOHATTS [18],
OJHAK TPOMAJCHKICTh 1 MKYPHAJICTH HETraTUBHO CHOPUNHSUIM TakKy 1HILIATHBY,
30KpemMa uepes Te, 10 PO3POOHHUKH 3aKOHOMPOEKTY HEBUIPABIAHO 3BY3HIIN MOHSTTS
ne3indopMariii, He JaBIIM WOMY TOYHOTO Ta JAETaJbHOI'O BU3HAYEHHA, 1 LIUM HE
3a0e3MeynIi HaJIeKHOI TKOCTI 3aKOHY .

[IpoGnemMu HEY3roKEHOCTI TEPMIHOJOTIT y CcydacHOMY iHdOpMaliitHoMy
3aKOHOJIABCTBI BMMAaraloTh YITKOI'O BU3HAUEHHsS HA 3aKOHOJABYOMY DIBHI TaKOX
TaKuX TOHATh, fAK "iH(popmariiiHO-TicuxoJoriuna Oe3meka", "iHdopmamiiHo-
ncuxojioriyHui  BrumB", "nepkaBHa 1H(oOpMmariiiiHa momiThka", "HalioHaIbHUN
iHpopmauiiHuii mpoctip" Ta iHmmx. HekopektHe a0o0 HEJOCTaTHBO YITKE
BU3HAYCHHs LUX NediHIMii, ki HAOyJd IIBUALIE TOJITOJOTIYHOTO 3MICTY, aHIK
MIPABOBOT'0, MPOTE 3raAyl0ThCsl Y HOPMATUBHO-NIPABOBIH IOKyMEHTallli, a€ MiACTaBU
BUKOPHUCTOBYBATH X JIOBUIbHO M TPaKTyBaTH Ha BIIACHUN PO3CY/L.

BucnoBku. IIpoananizyBaBIIM HOPMAaTHBHO-TIPABOBI akTH y  cdepi
3a0e3neueHHs 1HGopMaliiiHoi Oe3mekn YKpaiHW, MOXKHA JIMNTH BUCHOBKY IOJIO
HarajxbHOI MOTPEeON YAOCKOHAICHHS 11 iH(OpPMAIIIIfHOTO 3aKOHOAABCTBA.

['050BHUM HEOJIIKOM TPABOBOTO PETyJOBaHHA 1H(GOpMaliiiHOI Oe3neKu
VKpaiHu € pO3MOpOIIEHHS MOro OKPeMHX HOPM y UHMCIEHHHX HOPMAaTHUBHO-
MPaBOBUX akTax pi3HOI mopuan4yHoi cwian. [lpudomy mopymryeTsest ie€papxis
CTpaTEriyHUX JIOKYMEHTIB: BaXKJIUBI MOJIOXKEHHSI HOPMAaTUBHO 3aKPITUTIOIOTHCS HE Ha



3aKOHOJIJABYOMY PIiBHI, @ Ha PIBHI IMiJI3aKOHHUX HOPMATHUBHO-TIPABOBHUX AaKTiB, fKi
MOXyTh yxBamoBatucs KaGinetom MinicTpiB un Pagoro HaiioHalbHOT Oe3neku 1
000poHM. 3BIACHM BHUIUIMBAE TaKOX NpoOJieMa HEY3rOJKEHOCTI HOPMAaTHUBHO-
MPaBOBUX aKTIB M1k COOOIO.

Hpyroto  ocoOmuBicTIO  iHGOpPMAIIHHOTO  3aKOHOJABCTBA  YKpaiHH €
JEKJIapaTUBHUN XapaKTep 3HAYHOTO MAacCHMBY HOpPM Oe€3 3a3HayeHHS MNUIIXIB iX
peamizamii. Kpim Toro, Benuka KUIbKICTh OJaHKETHHUX MPAaBOBUX HOPM, HAsBHICTbH
YUCIEHHUX aOCTPAaKTHUX YU TMOJITOJIOTTYHUX MOHATH, MI0 MOTPEOYIOTh YITKOTO
MPAaBOBOIO  BHU3HAueHHsA abo  oQIUIHHOrO  TIyMayeHHs, TEPMIHOJOIrIYHA
HEBpETyJIbOBaHICTh 0a30BuX AediHilii, Takux sk "iHQopmarmiiina Oe3meka" uum
"ne3indopmariia’), CTBOPIOIOTH JOJATKOBI JDKEpela 3arpo3 y HaIllOHAJEHOMY
1H(pOpMaLIITHOMY ITPOCTOPI.

[lepcriekTBaMy TMOAATBIIUX HAYKOBUX JOCHIKEHb, Ha Hally IyMKY, €
aHaJli3 Ta OI[IHIOBAHHS BIJIOBITHOCTI YKPaiHCHKOTO 3aKOHOJABCTBA YWCICHHUM
BUKJIMKaM Ta 3arpo3aM B YMOBaX I'€OMOJITHYHOTO 1H()OPMAIIIHHOTO MPOTUCTOSIHHS, 3
onHOTO OOKy, Ta 3a0e3MeueHHs KOHCTUTYLIMHOTO TMpaBa TPOMAJIsiH Ha CBOOOIY
CJIOBa, CBOOOJY AYMKH Ta BUIbHE BUPAXEHHS CBOIX MOTJISAIB 1 MEPEKOHAHb — 3
1HILIOTO.
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PECULIARITIES OF LEGISLATIVE REGULATION OF THE SPHERE
OF INFORMATION SECURITY: PROBLEM ISSUES AND
TERMINOLOGICAL COLLISIONS IN UKRAINE

Problem setting. For a long time, the issues of information security have been
considered in the national legislation of Ukraine through the prism of indirect legal regulation,
and only in recent years there has been a tendency to develop new legal mechanisms in this area
and streamline the legal system. This approach is due primarily to the fact that in the context of
information aggression by the Russian Federation requires a clear regulatory framework for
methods and means of combating threats to national security of Ukraine, ensuring a coordinated
position of the authorities.

In general, the legislative and regulatory framework for the functioning of Ukraine's
information sphere meets European standards, which is confirmed by the OSCE representatives,
who have repeatedly conducted external examinations. The state policy of forming a secure
information space provides for solving problems in several areas: 1) protection of national
information sovereignty and public consciousness from destructive information and



psychological influences; 2) guaranteeing the individual, society and the state the realization of
their constitutional rights to information; 3) ensuring a sufficient level of information awareness
of citizens and government agencies to make informed decisions.

Given the above tasks, the system of legal regulation of information security in Ukraine
is undergoing further transformational changes, but this process is marked by some
inconsistencies and sometimes inconsistencies, as a result of which the legal framework in the
field of information security remains imperfect.

Recent research and publications analysis. Theoretical and practical aspects of the
formation of state information policy and the development of the legislative framework in the
field of information security of Ukraine were studied by such well-known Ukrainian scientists
as G. Pocheptsov, N.Aksonova, O.Karpenko, O.Dodonov, Y.Nesteryak, I. Aristova,
V. Bryzhko, O. Khitra, I. Franchuk and others. However, a certain inconsistency between
certain legislative and regulatory norms, as well as the legal uncertainty of a number of legal
terms that have appeared in legislative texts recently, remain unresolved.

Highlighting previously unsettled parts of the general problem. The purpose of the
article: to develop practical recommendations for resolving conflicts of regulatory and legal
support in the field of information security.

Presenting main material. Significant strengthening of the influence of false, distorted
and manipulative information observed in the global and domestic media space requires clearer
legal regulation of public information relations.

Given the large volume of regulations governing the field of information security, and
their certain inconsistency and the presence of cases of inconsistencies between them, the
regulatory framework for information security should be considered through the criteria of legal
force.

In view of this, the legislation of Ukraine on information security can be divided into: 1)
norms of constitutional law; 2) laws of Ukraine in the field of information security; 3) bylaws
relating to various aspects of protection and security of the information space of Ukraine.

We can state that the concept of information security has a constitutional nature, as it is
enshrined in part 1 of art. 17 of the Basic Law of Ukraine, which establishes the rule that
information security is one of the most important functions of the state. However, the
Constitution of Ukraine does not disclose the content of this function of the state. The
Constitution of Ukraine regulates information security of citizens more thoroughly. In particular,
art. 31, 32 contain a set of rules for personal information security, and art. 34 guarantees the
right of a person to information and freedom of thought and speech, free expression of their
views and beliefs.

Even more substantively, the sphere of information security is regulated by general and
special laws of Ukraine, in particular, the law "On National Security of Ukraine", "On
Information", "On Printed Mass Media (Press) in Ukraine", "On Personal Data Protection" and
others.

Among the main ones that define the conceptual principles of information security are
the Doctrine of Information Security of Ukraine, approved by the Decree of the President of
Ukraine of February 25, 2017 Ne47 / 2017 and the National Security Strategy of Ukraine
approved by the Decree of the President of Ukraine of September 14, 2020 year Ne392 / 2020.

Problems of inconsistency of terminology in modern information legislation require a
clear definition at the legislative level of such concepts as "information and psychological
security”, "information and psychological impact", "state information policy", "national
information space" and others. Incorrect or insufficiently clear definition of these definitions,
which have acquired a political rather than legal meaning, but are mentioned in the legal
documentation, allows you to use them arbitrarily and interpret at its discretion.

Conclusions of the research and prospects for further studies. Analysis of
regulations in the field of information security of Ukraine allows us to conclude that it is
necessary to improve its information legislation.



The main shortcoming of the legal regulation of information security of Ukraine is the
scattering of its individual norms in numerous regulations of various legal force. Moreover, the
hierarchy of strategic documents is violated: important provisions are not regulated at the
legislative level, but at the level of bylaws that can be adopted by the Cabinet of Ministers or the
National Security and Defense Council. Hence the problem of inconsistency of legal acts with
each other.

The second feature of the information legislation of Ukraine is the declarative nature of a
significant array of rules without specifying ways to implement them. In addition, the large
number of blanket legal norms, the presence of numerous abstract or political concepts that
require a clear legal definition or official interpretation, terminological inconsistency of basic
definitions such as "information security" or "misinformation"), create additional sources of
threats in the national information space.

Prospects for further research, in our opinion, are to analyze and assess the compliance of
Ukrainian legislation with numerous challenges and threats in the context of geopolitical
information confrontation on the one hand, and ensuring the constitutional right of citizens to
freedom of speech, freedom of thought and expression — on the other.

Key words: national information space; information aggression; misinformation;
information and psychological impact; informational security; media.
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