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Abstract. An image as a stochastic signal is one of the most common forms of information. Protecting images from 
unauthorized access and applying is a correspondingly urgent task. This causes the use of well-known classical encryption 
methods in the case of image encryption. But the image is a signal that possesses, in addition to typical informativeness, also visual 
informativeness. 

Informativeness for modern image processing methods makes it possible to ensure unauthorized access. Creating an attack 
on an encrypted image is possible in two ways: by traditional hacking of encryption methods, or by classical methods of visual 
image processing (filtering, highlighting contours, etc.). In this regard, one more requirement is put forward to encryption methods 
in the case of their application concerning images - this is the complete noise of the encrypted image. This is necessary so that the 
use of visual image processing methods becomes impossible. 

The RSA algorithm is one of the most widely known industrial standards for encrypting signals. Unlike symmetric 
encryption, in an open-key encryption scheme, it is impossible to calculate the decryption procedure, knowing the encryption 
procedure. Namely, the working time of the algorithm for calculating the decryption procedure is so great that it cannot be 
implemented on any modern computers, as well as on computers of the future. Such coding schemes are called asymmetric. 

Therefore, the urgent task is to implement the application of the RSA algorithm so that when encrypting an image: 
– the cryptographic stability of the RSA algorithm has not become worse; 
– the full image noise was achieved to prevent the use of visual image processing techniques. 
The algorithm of elements of the RSA algorithm, as the most resistant to unauthorized decryption of signals, and bitwise 

operations for a compatible combination during encryption and decryption of images is proposed by the authors. Encryption - 
decryption is performed without additional noise. The proposed algorithm is applied to images in which there are strictly extracted 
contours. Elements of the RSA algorithm are assigned to perform bitwise operations on the intensity values of pixels of a color 
image. 

The developed algorithm has higher cryptographic stability compared to the traditional RSA algorithm. The authors 
described the possibilities of using elements of the RSA algorithm in bitwise transformations when encrypting and decrypting 
images. 

The results of encryption simulation for cryptographic transformations of color images of a given dimension are presented. 
Modified models and algorithmic procedures of key formation processes of direct and inverse cryptographic transformations have 
been developed. They are reduced to elemental mathematical operations. 
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1. Introduction 

The need to solve the theoretical and practical 
tasks of information security and achieve the necessary 
level of protection of information of various contents 
became the reason for the corresponding accelerated 
development of cryptography in the era of information 
technologies and mass communications. 

An image can be defined as a two-dimensional 
function F(x, y), where x and y are coordinates in space 
(specifically, on a plane). If the values x, y, and F(x, y) 
take a finite number of discrete values, then we speak of 
a digital image. Digital image processing is the 
processing of digital images using computers. A digital 
image consists of a finite number of elements, each of 
which is located in a specific place and acquires a certain 
value. These elements are called picture elements or 
pixels. 

Mathematically, a digital image is displayed by a 
matrix of pixel intensities of dimension n × m, where n is 

the number of rows of the image matrix m is the number 
of columns. 

The security of the RSA algorithm is based on the 
resource-intensive factorization of large natural numbers. 
Using the RSA algorithm, as the most resistant to 
unauthorized decryption of images with clearly defined 
contours, does not always give satisfactory results. This 
means that it is possible to distinguish the main contours 
of the input image on the encrypted image - that is, the 
effect of incomplete noise occurs [1-2]. 

Extracting the contour means finding the maxima 
of the modulus of the gradient vector [2, 3]. This is one 
of the reasons why contours remain in the image when 
encrypting in the RSA system since RSA encryption is 
based on exponentiation modulo some natural number. 

The presence of contours in the image is an im-
portant characteristic of the image. The task of extracting 
a contour requires the application of operations on 
neighboring elements that are sensitive to changes and 
suppress the values of brightness levels, that is, contours 
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are those areas where changes occur. Some parts of the 
image become bright, while other parts of the image 
remain dark [4-5]. 

At the same time, on the contour and pixels 
adjacent to the contour, raising the brightness values to 
the power gives an even greater gap [6-7, 10-15]. 

Concerning the image, there are certain problems 
with its encryption, namely, contours on sharply 
fluctuating images are partially preserved [16-20]. 

In the future, we will use the following definition 
of an affine transformation of Euclidean space in 
Cartesian coordinates: a transformation of Euclidean 
space is called affine if this transformation maps every 
plane to a plane. 

2. Disadvantages 

Numerical experiments [8, 9] established that 
there are values of prime numbers at which significant 
deviations of pixel intensities may occur in the area of 
contours in the image during encryption. This makes it 
impossible to blur these contours at these values of the 
selected primes. 

3. Aim of the work   

Concerning the image, the aim is to use the classic 
RSA algorithm in such a way that: 

the cryptographic stability of the RSA algorithm 
was not reduced; 

to prevent the application of visual image pro-
cessing methods, complete image noise was ensured [6]. 

The combination of the RSA algorithm elements 
and bitwise operations in the software implementation is 
one of the ways to create such a modification. 

4. Encryption method 

Elements of the RSA algorithm are prime num-
bers P and Q and numbers e and d, which are obtained 
from the congruence ed ≡ 1 (mod φ(N)), N = P *Q, 
where φ(N) is the Euler function. 

Let the image S of width l and height h be given. 
We will assume that the color matrix (matrix of pixel 
intensities) is matched to the image [4, 6, 7] 
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here sij is a pixel intensity value. The task of extracting a 
contour requires operations on neighboring elements that 
are sensitive to changes and fade out areas of constant 
brightness levels, that is, contours are those areas where 
changes occur. They become light, while other parts of 
the image remain dark. Therefore, contour extraction 
means searching for the most drastic changes, i.e. the 

maxima of the modulus of the gradient vector [3]. This is 
one of the reasons why contours remain in the image 
when encrypting in the RSA system since the encryption 
here is based on exponentiation modulo some natural 
number. At the same time, on the contour and the pixels 
adjacent to the contour, raising the luminance value to 
the power gives an even greater gap. 
 

Description of encryption algorithms. 
 
Encryption along two lines of the image 

matrix. 
Let P and Q be a pair of arbitrary prime numbers 

and N = PQ, ϕ(N) = (P - 1)(Q - 1). Encryption takes 
place element by element using the following trans-
formation of elements of the matrix S of pixel intensities: 

1. According to the RSA algorithm, the num-
bers e <  φ(N), d < ϕ(N) are chosen such that, which 
satisfies the congruence ed ≡ 1(mod ϕ(N)). 

2. For i th row of the matrix, 1 ≤ i ≤ l, the 
number m ≡ (i + P) (mod 32) is selected, and the 
numbers A ≡ me (mod N), X = i*A*P, are constructed. 

3. For the i +1 th row of the matrix, 1 ≤ i ≤ l, the 
number n ≡ (i + Q) (mod 32) is selected, and the 
numbers B ≡ nd (mod N), Y = i*B*Q, are constructed. 

4. The numbers a = si,j ^ X and b = si+1,j ^ Y are 
constructed using the binary operation ^ - bitwise 
excluded "OR". 

5. Each digit ai of the number a is distinguished 
according to the following scheme: 

a1= a & 01; a2 = a & 02; a3 = a & 04; a4  = a & 010;    
a5  = a & 020;   a6  = a & 040; 

a7  = a & 0100;   a8  = a & 0200; a9  = a & 0400;    
a10 = a & 01000; a11 = a & 02000; 

a12 = a & 04000; a13 = a & 010000; a14 = a & 020000; 
a15 = a & 040000; a16 = a & 0100000; 
a17 = a & 0200000; a18 = a & 0400000;  

a19 = a & 01000000; a20 = a & 02000000; 
a21 = a & 04000000; a22 = a & 010000000;  
a23 = a & 020000000; a24 = a & 040000000; 

a25 = a & 0100000000; a26 = a & 0200000000;  
a27 = a & 0400000000; a28 = a & 01000000000;  

a29 = a & 02000000000; a30 = a & 04000000000;  
a31 = a & 010000000000; 
a 32 = a & 020000000000,  

here & is arithmetic AND operation. 
6. Cyclic substitution of m + 1 digits of the 

number a is performed according to the scheme: 
k = am+1 ,          am+1 = am , … , a2 = a1 , a1 = k. 
7. Each digit bi of the number b is distinguished 

according to the following scheme: 
b1 = b & 01; b2= b & 02; b3 = b & 04;  

b4= b & 010; b5 = b & 020; b6 = b & 040; b7 = b & 0100; 
b8 = b & 0200; b9 = b & 0400; b10 = b & 01000;  

b11 = b & 02000; b12 = b & 04000; 
b13 = b & 010000; b14 = b & 020000; b15 = b & 040000; 
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b16 = b & 0100000; b17 = b & 0200000;                         
b18 = b & 0400000;  b19 = b & 01000000;   

b20 = b & 02000000;  b21 = b & 04000000; 
b22 = b & 010000000; b23 = b & 020000000;  

b24 = b & 040000000; b25 = b & 0100000000; 
b26 = b & 0200000000; b27 = b & 0400000000;  

b28 = b & 01000000000; b29 = b & 02000000000;  
b30 = b & 04000000000;   

b31 = b & 010000000000;  b32 = b & 020000000000, 
where & - arithmetic AND operation. 

8. Cyclic substitution of n + 1 digits of the 
number b according to the scheme is performed: 

k = bn+1 ,   bn+1 = bn , … , b2 = b1 , b1 = k. 
9. The image after steps 5 – 8 is encrypted. 
10. All obtained numbers are recorded in a matrix, 

which is a matrix of pixel intensities of the encrypted 
image: 
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The description along two lines of the image 

matrix. 
 
Decryption is carried out at given numbers  

e < ϕ(N) і d, N = P ∗Q, ϕ(N) = (P - 1)(Q - 1). 
1. For i th row of the matrix V,  1 ≤ i ≤ l,  the 

number m ≡ (i + P) (mod 32) is selected, and the 
numbers  

A ≡ me (mod N), X = i*A*P are constructed. 
2. For the i +1 th row of the matrix, 1 ≤ i ≤ l, the 

number m ≡ (i + Q) (mod 32) is selected, and the 
numbers  

B ≡ md (mod N), Y = i*B*Q are constructed. 
3. Each digit ai of the number a is distinguished 

according to the following scheme: 
a1   = a & 01; a2 = a & 02; a3 = a & 04; a4  = a & 010;   

a5  = a & 020;   a6  = a & 040; 
a7  = a & 0100;   a8  = a & 0200; a9  = a & 0400;    

a10 = a & 01000; a11 = a & 02000; 
a12 = a & 04000; a13 = a & 010000; a14 = a & 020000; 

a15 = a & 040000;  a16 = a & 0100000; 
a17 = a & 0200000; a18 = a & 0400000;  

a19 = a & 01000000; a20 = a & 02000000; 
a21 = a & 04000000; a22 = a & 010000000;  
a23 = a & 020000000; a24 = a & 040000000; 

a25 = a & 0100000000; a26 = a & 0200000000;  
a27 = a & 0400000000; a28 = a & 01000000000;  

     a29 = a & 02000000000; a30 = a & 04000000000;  
a31 = a & 010000000000; 
a 32 = a & 020000000000,  

where & is arithmetic AND operation. 
4. Cyclic substitution of m + 1 digits of the 

number a is performed according to the scheme: 
k = am+1 ,  am+1 = am , … , a2 = a1 , a1 = k. 

5. The numbers si,j  = a ^ X are constructed 
using the binary operation ^ - bitwise excluded "OR". 

6. Each digit bi of the number b is distinguished 
according to the following scheme: 

b1= b & 01;  b2= b & 02; b3 = b & 04; b4= b & 010;  
b5 = b & 020; b6 = b & 040; b7  = b & 0100; 

b8 = b & 0200; b9  = b & 0400;   b10 = b & 01000;   
b11 = b & 02000; b12 = b & 04000; 

b13 = b & 010000;  b14 = b & 020000;  b15 = b & 040000;  
b16 = b & 0100000;   b17 = b & 0200000;    

b18 = b & 0400000;  b19 = b & 01000000;  b20 = b & 
02000000;  b21 = b & 04000000; 

b22 = b & 010000000;  b23 = b & 020000000;  
b24 = b & 040000000;    b25 = b & 0100000000; 
b26 = b & 0200000000; b27 = b & 0400000000;   

b28 = b & 01000000000;  b29 = b & 02000000000;   
b30 = b & 04000000000;  b31 = b & 010000000000;   

b32 = b & 020000000000,  
where & - arithmetic AND operation. 

7. Cyclic substitution of m + 1 digits of the 
number b according to the scheme is performed: 

k = bm+1 ,  bm+1 = bm , … , b2 = b1 , b1 = k. 
8. The number si+1,j  = b ^ Y is constructed using 

the binary operation ^ - bitwise excluded «OR». 
9. The image after steps 5 – 8 is encrypted. 
The results are shown in Fig. 1. – 3 at P = 53,  

Q = 83. 
Encryption along one line of the image matrix. 

 
Let P and Q be a pair of arbitrary prime numbers 

and N = P∗Q, ϕ(N) = (P - 1)(Q - 1). Encryption takes 
place element by element using the following 
transformation of elements of the matrix S of pixel 
intensities: 

1. A natural number e < ϕ(N) is randomly 
selected and a natural number d is found such that the 
congruence ed ≡ 1(mod ϕ(N)) holds. 

2. If i ≡ 0 (mod 2), 1 ≤ i ≤ l, then a number m ≡ 
(i + P) (mod 31)+1 is randomly selected and numbers B 
≡ me (mod N), X = i*B*P are constructed. 

3. If i ≡ 1 (mod 2), 1 ≤ i ≤ l, then a number m ≡ 
(i + Q) (mod 31)+1 is randomly selected and numbers B 
≡ md (mod N), X = i*B*Q are constructed.  

4. The number a = si,j ^ X is constructed using 
the binary operation ^ - bitwise excluded «OR». 

5. Each digit ai of the number a is distinguished 
according to the following scheme: 

a1= a & 01; a2 = a & 02; a3 = a & 04;   
a4  = a & 010;   a5  = a & 020;   a6  = a & 040; 

a7  = a & 0100;   a8  = a & 0200; a9  = a & 0400;    
a10 = a & 01000; a11 = a & 02000; 

a12 = a & 04000; a13 = a & 010000; a14 = a & 020000;    
a15 = a & 040000; a16 = a & 0100000; 

a17 = a & 0200000;  a18 = a & 0400000;   
a19 = a & 01000000;  a20 = a & 02000000; 
a21 = a & 04000000; a22 = a & 010000000;  
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Fig. 1. Original image   
 

 
 

Fig. 2. Encrypted image 
 

 
 

Fig. 3. Decrypted image 

a23 = a & 020000000;   a24 = a & 040000000; 
a25 = a & 0100000000;  a26 = a & 0200000000;   

a27 = a & 0400000000;   a28 = a & 01000000000;   
a29 = a & 02000000000; a30 = a & 04000000000;  

a31 = a & 010000000000; 
a 32 = a & 020000000000,  

where & is arithmetic AND operation. 
6. Cyclic substitution of m + 1 digits of the 

number a according to the scheme is performed: 
k = am+1 ,    am+1 = am , … , a2 = a1 , a1 = k. 
7. The image after step 5 is encrypted. 
8.  All obtained numbers are recorded in a 

matrix, which is a matrix of pixel intensities of the 
encrypted image: 

1,1 1,

,1 ,

...
= ... ... ...

...

l

h h l

b b

b b

 
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V .                           (3) 

 
Decryption along one line of the image matrix. 
Decryption is carried out at given numbers e < 

ϕ(N) і d, N = P ∗Q, ϕ(N) = (P - 1)(Q - 1). 
1. If i ≡ 0 (mod 2),  1 ≤ i ≤ l, then a number m ≡ Bd 

(mod N) and a number X = i*B*P are constructed. 
2. If i ≡ 1 (mod 2),  1 ≤ i ≤ l, then a number m ≡ Be 

(mod N) and a number X = i*B*Q are constructed.  
3. Each digit ai of the number a is distinguished 

according to the following scheme: 
a1= a & 01; a2 = a & 02; a3 = a & 04;  a4  = a & 010;    

a5  = a & 020;   a6  = a & 040; 
a7  = a & 0100;   a8  = a & 0200; a9  = a & 0400;    

a10 = a & 01000; a11 = a & 02000; 
a12 = a & 04000; a13 = a & 010000; a14 = a & 020000;    

a15 = a & 040000;  a16 = a & 0100000; 
a17 = a & 0200000;  a18 = a & 0400000;   

a19 = a & 01000000;  a20 = a & 02000000; 
a21 = a & 04000000; a22 = a & 010000000;  

a23 = a & 020000000;   a24 = a & 040000000; 
a25 = a & 0100000000;  a26 = a & 0200000000;   

a27 = a & 0400000000;   a28 = a & 01000000000;   
a29 = a & 02000000000; a30 = a & 04000000000;  

a31 = a & 010000000000; 
a32 = a & 020000000000,  

where & - arithmetic AND operation. 
8. Cyclic substitution of m + 1 digits of the 

number a according to the scheme is performed: 
k = am+1 ,  am+1 = am , … , a2 = a1 , a1 = k. 
4. The number si,j  = a ^ X is constructed using 

the binary operation ^ – bitwise excluded «OR». 
5. The image after step 5 is decrypted. 
 

The results are shown in Fig. 4 – 6 at P = 127,  
Q = 53. 
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Fig. 4. Original image 
 

 
 

Fig. 5. Encrypted image 
 

 
 

Fig. 6. Decrypted image 

5. Conclusion 

The conclusion can be made by visually 
comparing the encrypted images, namely: the images 
differ slightly for different values of the prime numbers 
P and Q during encryption of the matrix of pixel 
intensities. There are no contours in both encrypted 
images. The proposed modifications apply to any type of 
image, but the greatest benefits are achieved with clearly 
defined image contours. The described algorithm can be 
used if it is necessary to transfer encrypted graphic 
images. 

It can be seen visually that the original and 
decrypted images are slightly different, which indicates 
that the application of the proposed algorithm does not 
deteriorate the quality of the image. But in the presence 
of established requirements for quality criteria, a certain 
number of attempts to select such prime numbers P and 
Q and numbers e and d in the congruence ed ≡ 1 (mod 
φ(N)), N = P*Q is usually necessary to achieve the 
specified achievement criteria the quality of the input 
and decoded image. 

Numerical experiments with different color 
images showed that the proposed modification has the 
advantage of increasing the cryptographic stability of the 
RSA algorithm. 
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