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Today, the internet is a tool used in many activities, especially in the public
administration system which increases the amount of time EU states are exposed to
cyberspace and its risks.

The article examines the regulatory and institutional support of digitalization and
cybersecurity of the public administration system in the EU.

The semantic content of the terms “digitalization”, “cyber security” and “e-
Government” was studied.

The article focuses on the areas of digitalization and cybersecurity in government of
EU.

Analyzed indicators of Digital Economy and Society Index, normative basis of work of
The European Union Agency for Cybersecurity

The article examines three main signs of digitization.

Key words: digitalization, cybersecurity, e-government.

Formulation of the problem. The process of digitalization in the sphere of public administration
has two sides that are equally important for achieving efficiency. On the one hand, digitalization offers
many advantages, including: simplification of document flow, data transparency, and the possibility of
quick access, but on the other hand, it is necessary to take care of cyber security, in particular: storage and
use of confidential information and personal data. These are the tasks that the EU member states set before
themselves, adopting the regulatory and legal framework of digitization and creating organizations whose
main goal is cyber security. The relevance of the chosen topic is due to the European and Euro-Atlantic
course enshrined in the Constitution of Ukraine, which is connected with Ukraine’s desire to become a full
member of the European Union and the need to adapt its legislation to EU laws.

Analysis of research and publications. The topic of regulatory and institutional support of
digitalization and cyber security of the public administration system in the EU comprehensively presented
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in the scientific works of Razumey G. Yu., Razumey M. M., Voronkova V. G., Nikitenko V. O.,
Oleksenko R. I., Kivlyuk O. P. and others. However, the study of this phenomen remains relevant due to
the dynamic digitalization process and modern cyber security challenges.

The purpose of the article. Investigate regulatory acts and institutions of digitalization process and
cyber security of the public administration system in the EU.

Main material presentation. The spread of digital technologies has changed both economic
processes and the structure of society’s life itself, in particular, the nature of work has changed, and the
role of intellectual and creative activity has increased. The global pandemic has demonstrated digital
opportunities for changing the nature of employment. Remote work with the use of information
technologies has become an important tool for the transformation of the forms of application of human
capital [1].

With the increase of technological capacities and volumes of information in the EU, it became clear
that the collected data and automation systems by themselves do not yet give a positive effect, on the
contrary, they require resources for maintenance. Therefore, in the EU, attention began to be paid to the
development of effective processes for the use of all technological possibilities in order to develop e-
government.

The main cybercrime problems in the EU include the theft of personal data, computer hacking,
exploiting software vulnerabilities, using the network to transmit illegal material such as pornography,
drug trafficking and criminal activities. There are also problems associated with conducting remote attacks,
such as remote control of systems, violation of intellectual property rights.

First of all, it is necessary to understand and investigate the semantic content of the terms
“digitalization” and “cybersecurity”.

Oxford learner dictionaries gives the following definition of the word “digitization” — the process of
changing data into a digital form that can be easily read and processed by a computer [2].

We agree with the opinion of Razumey G. Yu., Razumey M. M., that digitization is a multifaceted
process of society’s transition to digital technologies, which affects all spheres of social life, including
education, medicine, and the economy. The main direction is the digital transformation of the state
administration itself, since its digitization is an impetus for improvement, including the digitization of
various public sectors. Digitization of public administration is defined as a process of fundamental change
of mechanisms of public administration in general and the activities of state bodies in particular. Such
changes are based on the implementation of digital technologies in various types of activities and lead to
the progressive development of digital transformations in states [3].

Cambridge Dictionary gives the following definition of the words “cybersecurity” — things that are
done to protect a person, organization, or country and their computer information against crime or attacks
carried out using the internet [4].

Cybersecurity can essentially be characterized as safety efforts being applied to PCs to give an ideal
degree of assurance. The issue of security can be characterized by utilizing the abbreviation CIA for
Confidentiality, Integrity, and Availability [5].

Today, there are three main signs of digitization: 1) all types of content are moving from analog,
physical, and static to digital, becoming mobile and personal. At the same time, each person gets the
opportunity to control his personal content, send information requests, form an individual trajectory of
information activity; 2) there is a transition to simple communication technologies: technology becomes
only a means, a communication tool, and the main characteristic of the means and technology is
manageability; 3) heterogeneity of communication: vertical, hierarchical communication is losing
relevance, there is a transition to a network structure of communication [6].

The concept of e-government has evolved due to rapid changes in the field of information
technology. The European Commission in a communication dated September 26, 2003 (entitled “The role
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of e-Government for the future of Europe”) defined e-Government as: “the use of information and
communication technologies in public administrations combined with organizational changes and new
skills to improve public services and democratic processes and strengthening support for public policy”. In
another communication, No. 179/2016 of April 19, 2016, the European Commission established the main
principles on which e-government actions should be based for the period 2016/2020. The action plan was
defined as follows: by 2020, public administrations and public institutions in the European Union must be
open, efficient and inclusive, providing seamless, personalized, convenient, end-to-end digital government
services for all citizens and businesses in the EU. Innovative approaches are used to develop and provide
better services in accordance with the needs of citizens and businesses [7].

Diego Acosta Arcarazo and Cian C Murphy point out that the entry into force of the Treaty of
Lisbon gave the EU new powers in the field of international security law, while the Stockholm Program is
the latest framework for EU action in the field of justice and home affairs, in particular on cooperation
between national systems criminal justice. The combination of the new Treaty and the Program made
security and justice key areas of legislative development in the EU. This is also noted by Raphael Bossong,
who notes that an important element of security cooperation between the countries of the European Union
(EUV) is the intensive exchange of information between security agencies, and the existing approaches to
intelligence support of the EU’s security policy should be deepened and better controlled [8].

EU cybersecurity regulations include several data protection directives, such as the General Data
Protection Directive (GDPR), the Network and Information Systems Directive (NISD). These directives
are intended to protect personal data from unauthorized access, use, alteration or destruction. They also
require organizations to protect data against loss, damage or tampering.

23.04.2022 — The European Parliament and EU Member States have reached a political agreement
on the Digital Services Act (DSA), a proposal put forward by the Commission in December 2020. The
DSA sets out an unprecedented new standard for accountability of online platforms, better protecting
internet users and their fundamental rights. Once the new rules are formally adopted, the DSA will be
directly applicable across the EU entering into force after 15 months or from 01.01.2024, whichever comes
later [9].

The Committee of Ministers of the Council of Europe issued Recommendation CM/Rec (2020) 1 of
the Committee of Ministers to member states on the impact of algorithmic systems on human rights. This
document provides guidelines and an algorithm of necessary actions for effective protection of human
rights and personal data. Along with all other necessary actions of the authorities, legislative regulation is
provided. The state must ensure compliance and enforcement of the laws, including by requiring that the
relevant subjects of the use and processing of personal data submit adequate documentation to verify
compliance with the law. If public and private sector actors fail to fulfill their legal obligations, they must
be held accountable.

The European Commission has been monitoring Member States’ digital progress through the Digital
Economy and Society Index (DESI) reports since 2014. Each year, DESI includes country profiles which
support Member States in identifying areas requiring priority action as well as thematic chapters offering a
European — level analysis across key digital areas, essential for underpinning policy decisions. The DESI
2022 reports are based mainly on 2021 data and tracks the progress made in EU Member States in digital.
During the COVID-19 pandemic, Member States have been advancing in their digitalization efforts but
still struggle to close the gaps in digital skills, the digital transformation of SMEs, and the roll-out of
advanced 5G networks [10].

The following indicators are taken into account to evaluate DESI:

1) e-government users: the percentage of users who use the Internet to fill out and send forms to state
administration bodies pre-filled forms: the percentage of forms received by the state administration via the
Internet;

2) level of completeness of online services;

3) public digital services for companies;
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4) open data: index of transparency of the public administration, taking into account access to the
information it possesses (to the extent that access can be guaranteed);

5) digital medical services: percentage of people who used medical services and online help;

6) exchange of medical data: measuring the use of electronic networks for data exchange between
medical workers and experts in the field of health care;

7) digital recipes: the percentage of use of electronic networks for the transmission of prescriptions
to pharmacists [11].

The European Union has created an organization to protect against cybercrimes — the European
Cyber Security Agency (ENISA). This organization works to improve the level of cyber security in the
EU, ensuring the correct use of technology and protection against cybercrimes.

European Union Agency for Cybersecurity (ENISA) is dedicated to achieving a high common level
of cybersecurity across Europe. The Agency works with organizations and businesses to strengthen trust in
the digital economy, boost the resilience of the EU’s infrastructure, and, ultimately, keep EU citizens
digitally safe. It does this by sharing knowledge, developing staff and structures, and raising awareness.
The EU Cybersecurity Act has strengthened the agency’s work [12].

Cybersecurity legislation has extensively expanded and matured as it is intended to further develop
cybersecurity across the EU. ENISA has been working to that end together with Member States to identify
best EU practices in line with the provisions of the NIS1 Directive and share them among its stakeholders.
The Agency is dedicated to supporting Member States with the implementation of the revised rules under
NIS2, as well as a new range of rules, including those of the Digital Operational Resilience Act (DORA)
and of the future Electricity Network Code for Cybersecurity, as well as the ones which will be introduced
with the Cyber Resilience Act (CRA) [13].

The European Union Agency for Cybersecurity (ENISA) organized its first ever cybersecurity policy
conference together with the European Commission to discuss the evolution of the EU cybersecurity policy
framework. With the Cybersecurity Act establishing a permanent mandate and giving an extended role to
the European Union Agency for Cybersecurity (ENISA), we entered a new era for cybersecurity policy.
Since then a number of new EU legislative initiatives have emerged together with the revised Network and
Information Security Directive (known as NIS2) which just entered into force on 16 January 2023. EU
legal instruments have become the commonly agreed tools for building trust around digital products and
services within the Digital Single Market [13].

Conclusions. Cyber security is one of the main issues of concern. And the faster humanity develops
information technologies, the greater is the need to protect information and telecommunication systems.

Achieving the security of accounting systems of state structures, which makes it impossible to lose
information, its unauthorized distribution and protection in the interests of the owners of such information,
is possible only if a system-scientific approach is applied to the formation of cyber protection strategies
and tactics in the digitalized governance of the EU.

The public administration of EU countries takes significant measures to protect against cyber threats.
For example, the European Union has adopted the Information Security Directive (NISD), which requires
public authorities to take measures to protect information from cyber threats. Government bodies must take
measures to protect against remote attacks, copyright infringement and hacking of banking systems.

ENISA contributes to EU cyber policy, enhances the trustworthiness of ICT products, services and
processes with cybersecurity certification schemes, cooperates with Member States and EU bodies, and
helps Europe prepare for the cyber challenges of tomorrow.
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HOPMATHUBHO-IHCTUTYIINHE 3ABE3NEYEHHSI LIU®POBI3ALIT
TA KIBEPBE3IIEKW CUCTEMMU JEPKABHOI'O YIIPABJIIHHA B €C

3ayBa’keHO, 10 HA cy4acHOMY eTani IHTepHeT € iIHCTPYMeHTOM, IKHii BUKOPHCTOBYETHCS B
0araTbox BuAax JisVIBHOCTI, 0C00JIMBO B CHCTeMi JepPKABHOIO YNPABJIHHSA, 110 3011bIIYE MOXKJINBICTH
MOCATAHb y KidepmpocTopi Ta 3pocTaHHs PH3HUKIB, IO 3 IIUM IOB’ A3aHi.

Po3riisiHeHO HOPpMATHBHO-NIPaBOBe Ta iHCTUTYLiliHe 3a0e3nevyeHHss HudpoBizanii Ta kidepde3nexn
CHCTEMH JepP:KaBHOrO ynpasiinua B €C.

HocxinxkeHo ceMaHTHYHe HANIOBHEHHN TepMiHiB “mimkuTamizamia’, “kiéepOe3nmexa” Ta “e-ypsay-
BaHHs".

IIpucesiueno yBary cdepam nudposizauii Ta kidepoe3nexu B ypsaaysanni €C. IlpoananizoBano
noxkasHukH Inaexcy nugpoBoi eKOHOMIKH Ta CyCHiNIbCTBA, HOPMATHBHY OCHOBY p000TH AreHTcTBa €B-
poneiicbkoro Coro3y 3 kidepoe3nexu.

Karouosi ciioBa: nudposizanis, kidepde3neka, e1eKTpOHHe YPS/IYBaHHA.
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