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Abstract. The work emphasizes the importance of maintaining a consistent temperature while transporting temperature-
sensitive goods in the logistics cold chain. Refrigerated transportation plays a critical role in this chain, and the safe and efficient
transport of perishable goods, such as food or pharmaceuticals, heavily relies on maintaining appropriate temperature levels. Real-
time temperature monitoring and timely response to deviations are vital to prevent spoilage and financial losses. This paper pre-
sents an intelligent temperature monitoring system that employs a WiFi-enabled IoT platform NodeMCU-ESP32 to collect real-
time temperature data, which is then transmitted to the AWS cloud platform. The system uses machine learning algorithms to
predict temperature deviations and sends alerts to relevant stakeholders via the Telegram messaging service. The system architec-
ture comprises AWS services, including API Gateway, [AM, Lambda, DynamoDB, and SNS, offering a scalable, secure, and cost-

effective temperature monitoring solution.
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1. Introduction

The freight transportation market is transitioning
to next-generation solutions, with the widespread use of
Internet of Things (IoT) principles [1]. In particular,
intelligent temperature monitoring systems for refriger-
ated containers are becoming increasingly important [2-
3]. A refrigerated container is equipped with a refrigera-
tion unit and is commonly used for transporting goods
over long distances that require storage and transporta-
tion at specific temperatures, such as food products with
a short shelf life and other goods that require particular
conditions during a long journey while retaining their
properties [4-5]. Developing a real-time system of this
class is essential for avoiding cargo spoilage and signifi-
cant losses for companies and enabling carriers to re-
spond quickly to temperature deviations. The Amazon
Web Services (AWS) platform provides cloud-based
data storage and processing, and data is sent to the Tele-
gram Bot through the Telegram social network program
for relevant stakeholders [6-7]. Such a system can be
part of a broader monitoring system for a fleet of refrig-
erators.

2. Disadvantages

Shipping may seem straightforward, but many
products, pharmaceuticals, and industrial goods require
specialized temperature-controlled shipping, including
refrigerated containers, to ensure product quality. During
container transportation, a specific temperature regime is

needed, and deviations from the specified norms, such as
interruptions in the power supply of refrigerators or
container/equipment malfunctions, can lead to cargo
spoilage and severe losses for companies [3-5]. It should
be noted that there have been cases of unscrupulous
drivers intentionally disconnecting refrigerators from the
power supply to save fuel. One solution to ensure that
the temperature inside the truck stays within the speci-
fied range is to use a temperature monitoring system.
High-quality temperature monitoring requires finding a
solution that meets the increasing requirements of main-
taining the temperature regime and minimizing risks,
reducing the probability of spoilage of the transported
goods. Literature suggests that the cold chain has not
received enough attention from the research community,
especially when implementing cloud solutions for con-
tinuously collecting, storing, and transmitting data from
IoT devices [8-9]. This article aims to implement cloud-
based solutions in temperature monitoring systems,
which are crucial for preserving and securing cargo
transportation. It also provides suppliers, carriers, and
cargo buyers with access to advanced analytics, opening
up new opportunities.

3. Goal

This research aims to develop a temperature
monitoring system for refrigerated containers with a
scalable cloud architecture for collecting, processing,
storing, and transmitting data.
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4. The intelligent temperature monitoring
system in refrigerated containers

The onboard terminal provides the data source for
this intelligent system. The collected data are sent to a
managed cloud database on the AWS platform to store
temperature and humidity data from the container. The
data are transmitted to the Telegram Bot for relevant
stakeholders through the Telegram social media applica-
tion. Such a system can be part of a broader monitoring
system for a fleet of refrigerators

Refrigerated containers have become more com-
mon in recent years, and optimal control of the tempera-
ture inside these containers is crucial. The proposed intel-
ligent temperature monitoring system aims to provide
maximum temperature control throughout the journey to
ensure the quality of the transported goods. The collected
data will be sent online to the vehicle's driver and other
interested parties, such as the supplier, carrier, or buyer.

The system uses an onboard terminal, a set of AWS
cloud platform services, and the Telegram messaging appli-
cation. AWS is a cloud computing platform that offers a
wide range of services and tools for computing, storing, and
managing data, including solutions for the Internet of
Things (IoT) and machine learning. Essential AWS features
make it a powerful tool for scientific research.

The proposed monitoring system consists of two
parts: hardware, consisting of an on-board temperature
measurement terminal implemented on the NodeMCU-

Onboard terminal

NodeMCU-ESP32

Internet

Refrigerator
Ttucks

ESP32 IoT platform and a DHT22 temperature and hu-
midity measurement sensor, and a server, implemented
on the AWS cloud platform for collecting, processing,
storing, and displaying data received from the on-board
terminal. Temperature readings are then transmitted to
users via the Telegram Bot through the Telegram social
network program. The server and client parts exchange
data using the HTTP protocol. The structural diagram of
the intelligent temperature monitoring system in refrig-
erated containers is shown in Fig. 1.

NodeMCU-ESP32 is an IoT platform with inte-
grated Wi-Fi and Bluetooth controllers that can provide
Wi-Fi 802.11n and BT4.2 functionality using SPI/SDIO
or [2C/UART interfaces. The DHT22 temperature and
humidity measurement sensor has a temperature meas-
urement range from -40 to +125°C and a humidity
measurement range from 0 to 100%. The sensor data is
read using a digital protocol and sent to the NodeMCU-
ESP32 board. NodeMCU-ESP32 programming is im-
plemented in the C++ programming language using the
Arduino IDE [9,10].

The software utilized in this work includes API
Gateway, IAM, Lambda, DynamoDB, and SNS of the
AWS cloud platform. The API Gateway receives tem-
perature data from the onboard terminal, and IAM is
used to authorize access to the API Gateway. AWS
Lambda processes data received from the API Gateway
and DynamoDB to store temperature data. AWS SNS
sends temperature data to the Telegram app.

Amazon Web

Services Telegram

Fig. 1. Structural diagram of the intelligent temperature monitoring system in refrigerated containers

The deployment of infrastructure based on se-
lected AWS services to collect, process, and store data
received from the onboard terminal and with subsequent
automatic notification in Telegram is presented in Fig. 2.
AWS API Gateway is a managed service that allows
developers to create, publish, and manage APIs that can
securely access temperature data from various sources.

API Gateway provides easy authentication and access
control, including regulation and management of API
keys. AWS Identity and Access Management (IAM) [11]
is a service that enables us to manage access to AWS
services and resources securely. With IAM, we can cre-
ate users, groups, and roles and assign permissions to
access AWS resources. Our temperature monitoring sys-
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tem can use IAM to create roles and policies that grant
access to the API Gateway endpoint and other resources.
AWS Lambda [12] is a serverless computing service that
executes code in response to events. Lambda can process
incoming temperature data and trigger alerts based on
predefined thresholds in a temperature monitoring system.
We can write a Lambda function that analyzes the input
data, performs all necessary calculations, stores the data in
DynamoDB, and sends an alert when the temperature
exceeds a threshold. AWS DynamoDB [13] is a fully
managed NoSQL database service that can store and re-
trieve real-time temperature data. DynamoDB provides
low latency and high throughput for read and writes op-
erations, making it an ideal choice for a temperature moni-
toring system. AWS SNS (Simple Notification Service)
[14] is highly available and scalable messaging service
that can send subscribers notifications via email, SMS, or
push notifications. In the context of a temperature moni-
toring system, SNS can send messages to designated indi-
viduals or groups based on predefined thresholds. For
example, SNS can send an email or social media alert
when the temperature exceeds a specified threshold [15].
In summary, using AWS services such as APl Gateway,
IAM, Lambda, DynamoDB, and SNS, we can create a
scalable and reliable refrigerated container temperature
monitoring system that can process and store incoming
temperature readings from sensors and notify relevant
stakeholders in case of critical temperatures in real-time.
Methodology. To create our temperature monitoring sys-
tem, we will create three AWS Lambda functions: Post-
to-DynamoDB: This function contains the logic to read
the temperature data from the onboard terminal and store
it in DynamoDB. DynamoDB-to-SNS: This function will
receive temperature data from DynamoDB and send an
alert via SNS if the temperature exceeds a given threshold.
SNS-to-Telegram: This function will receive notifications
from an SNS topic and send them to a Telegram channel
using the Telegram APL

Implementation: The cloud receives data from the
onboard IoT terminal through an API Gateway created
using the AWS Management Console. A REST API
"sensor" is made, and a POST method is added to re-
trieve the temperature and humidity data in the refriger-
ated container with its resource ID in Amazon Resource
Names (ARNS), which is passed to the integration proxy
of type Lambda proxy. The "sensor" resource sends data
to the Lambda Function service in the post-to-dynamodb
function. Before Lambda can access other services, an
IAM role is created in the Identity and Access Manage-
ment (IAM) service to manage user access to workloads
and scaling securely. This role is bound to Amazon
Lambda and has full access to AWS services: Cloud-
Watch, DynamoDB, and an SNS topic created to send
notifications if the temperature is out of range. We also
make a bot policy rule for the Telegram bot. Next, the
Lambda function executes the written code, according to
which the data received from the API Gateway will be
recorded in the non-relational NoSQL database Dy-
namoDB, where the temperature data sent from the on-
board terminal are stored in the configured table. After
the data is written to DynamoDB, another Lambda func-
tion, dynamodb-to-sns, is executed. It sends data to the
SNS service when temperature readings go out of range
to the topic pushes-from-dynamodb created in it. This
topic then passes the lambda to the subscription, which
calls another sns-to-telegram Lambda function with
previously passed environment variables. These vari-
ables are the endpoints of the bot's telegram bot token
and ID, called SensorUpdate, to which notifications are
sent. We used JavaScript and Python programming lan-
guages to write Lambda functions post-to-dynamodb,
dynamodb-to-sns, and sns-to-telegram. Fig. 3 shows the
AWS Lambda interface with a list of functions created to
implement the temperature monitoring system's opera-
tion in the Node.js runtime environment.

IAM Role
111““ G ' G . G 0
APl Gateway Lambda Function DynamoDB  Lambda Function Lambda Function T
elegram
post-to-DynamoDB DynamoDB -to- SNS SNS-to-Telegram hot

Fig. 2. Infrastructure deployment in AWS



20

# Resource Groups & Tag Editor

Measuring equipment and metrology. Vol. 84, No. 2, 2023

AWS Lambda Lambda

Functions

Dashboard Functions (3)

Applications

Q

Functions

Additional resources Frnstion ning

Code signing configurations dynamodb-to-sns

e post-to-dynamodb
Replicas
sns-to-telegram
¥ Related AWS resources

Step Functions state machines

Last fetched 4 hours ago | C |

v Description v Package type ¥ Runtime
- Zip Node.js 16.x
- Zip Node.js 16.x
= Zip Python 3.8

Fig. 3. AWS Lambda interface with created functions post-to-dynamodb, dynamodb-to-sns, sns-to-telegram

exports.handler =
console.log(
response;
(true) {
.httpMethod ===
response = getSensors();

B

.httpMethod

response =

3

response;

saveSensor (JSON. parse(

&& .path == sensorsPath:

&& .path === sensorPath:

.body));

Fig. 4. Implementation of the Lambda exports.handler function

Consider a piece of code for writing a Post-to-
DynamoDB function based on the primary function
Lambda exports.handler Fig. 6. The function accepts an
event parameter that contains information about the
incoming HTTP request. The function uses a switch
statement to determine the appropriate action based on
the HTTP method and path in the request.

If the HTTP method is GET and the path is
'/sensors," it calls the getSensors() function to get all the
temperature data from the DynamoDB table and return it
as a response. If the HTTP method is POST and the path
is '/sensor,’ it calls the saveSensor() function to save the
temperature data in the request body to a DynamoDB
table and returns a success message as a response.

The function would return a null response if none
of these conditions are met.

The results. In this study, we have developed a
temperature monitoring system for reefer containers
using AWS services and evaluated its performance under
experimental conditions. The experiment results showed
that the temperature monitoring system could accurately
and reliably control the temperature of refrigerated con-
tainers. After setting up our lambda functions, we have a
fully functional pipeline that processes the data and

sends it to the Telegram channel. We can test our pipe-
line by sending data to the API Gateway endpoint, which
will trigger the Post-to-DynamoDB function shown in
Fig. 5. When the temperature exceeds the specified
threshold, the DynamoDB-to-SNS function will receive
data from DynamoDB and send it to the SNS topic,
which will trigger the SNS-to-Telegram function. Fi-
nally, the SNS-to-Telegram function will send a message
to the Telegram channel shown in Fig. 6.

Advantages of the system:

1. Real-time monitoring: The system monitors in
real-time the temperature inside the truck, allowing the
logistics team to take immediate action in case of any
temperature fluctuations.

2. Remote Access: Data is stored in the cloud, allow-
ing the logistics team to access temperature data from any-
where in the world via a web dashboard or mobile app.

3. Automatic Alerts: The system is configured to
send alerts in case of any temperature deviations, allow-
ing the logistics team to take precautionary measures
before damage occurs.

4. Cost-effectiveness: The system can be built on
available hardware components, making it a cost-effective
solution for small and medium-sized carrier companies.
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Fig. 5. DynamoDB database table with temperature readings exceeding the

specified threshold

5. Conclusions

A temperature monitoring system for refrigerated
trucks using the NodeMCU-ESP32 and AWS provides
an efficient and cost-effective way to ensure that perish-
able goods are transported at the needed temperature.
With real-time monitoring, remote access, and automatic
alerts, logistics companies can ensure that their products
are delivered safely and in optimal condition, reducing
financial losses and health risks. Using the power of the
AWS cloud, the system can scale to accommodate large
fleets of trucks and provide valuable insight into the
efficiency of logistics operations. Implementation is
simple, and the AWS Management Console provides an
intuitive interface for creating and managing AWS re-
sources. The proposed system can be applied in various
branches of industry, including healthcare, food storage,
and manufacturing, to ensure product safety and quality.
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