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Abstract: The emergence of smart cards is a significant 
achievement in the field of information technology. They 
are growing in importance as they offer secure data storage 
and authentication, improve security, simplify processes, 
reduce costs, and have a variety of applications. In particu-
lar, nowadays SIM cards play a vital role in the Telecom 
industry as an important type of smart card that allows a 
user to make calls, send messages, store details such as 
phone number and network authentication information, 
and provide various mobile data services. Currently, some 
leading companies take advantage of having their own 
smart card operating systems and have significant impact 
on the market on various issues (hardware on which the 
smart card operating system will run; security restrictions; 
control, permission and control of any application, etc.). It 
is important to work on creating a more flexible, adaptable 
and secure operating system infrastructure in order to 
overcome these limitations both in the customer perspective 
and in the ecosystem. The purpose of this research is to 
introduce the creation of a special Java Card operating 
system designed for SIM cards used in the Telecom indus-
try. The study presents the software requirements and 
development steps of the proposed operating system and 
innovative architectural components necessary for its op-
eration as a SIM card beyond being a Java Card operating 
system. The proposed new Java Card based SIM operating 
system is expected to pave the way for the development of 
eSIM operating system infrastructure as well as 5G tech-
nology and offer valuable opportunities. 

Index Terms: smart card; SIM; Java card; operating sys-
tem; system architecture. 

I. INTRODUCTION 
The advent of smart cards represents a significant 

accomplishment in the realm of information technology. 
They are becoming increasingly important due to their 
ability to provide secure data storage and authentication, 
enhance security, streamline processes, reduce costs, and 
be used in a wide range of applications [1–3]. Smart 
cards are small plastic cards that contain embedded mi-
crochips that can store and process data. Smart cards 
have proven to be a reliable and secure way to store and 

transmit data, and they can be used in a wide range of 
industries and applications, including banking, health-
care, transportation, loyalty programs and government 
[3–5]. They can also be used in combination with other 
technologies such as biometric authentication, making 
them even more versatile.  

Basically the lifecycle of smart cards involves chip 
design and manufacturing, card manufacturing, persona-
lization, issuance, usage, renewal or replacement, and 
end of life [1, 3]. The smart card operating system (OS) 
plays a crucial role in the lifecycle of a smart card by 
providing a secure platform for running applications and 
managing resources [3, 6–8]. A smart card OS as a soft-
ware platform, runs on a smart card's embedded micro-
chip and provides the ability to perform various func-
tions, including data storage, encryption, authentication, 
and processing. It serves as the intermediary between the 
card's hardware and the applications that run on the card. 
It manages the card’s resources and provides a secure 
environment for running applications, ensuring the con-
fidentiality, integrity, and availability of the data stored 
on the card. It facilitates the development of a wide 
range of applications and services, such as payment 
systems, identification and access control systems, and 
secure storage of personal data.  

The smart card OS provides a secure environment, 
a secure element for storing and processing data on the 
card, secure authentication using such as PINs, pass-
words, or biometric data, and cryptographic functions for 
enabling secure communication and data transfer [3, 9]. 
It is designed to protect sensitive information from unau-
thorized access and tampering, providing the card with 
the ability to securely perform a range of functions, such 
as electronic payment, access control, and healthcare 
applications. Also, the smart card OS manages multiple 
applications running on the card, ensuring that they are 
isolated from each other and preventing interference 
between them [6–8]. Some of the commonly used smart 
card operating systems include Java Card, MULTOS, 
Global Platform, and Microsoft Windows for Smart 
Cards. Each of these operating systems has its strengths 
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and weaknesses, and selection of a smart card OS de-
pends on the specific requirements of the application and 
the card. 

Particularly, a SIM (Subscriber Identity Module) 
card as a smart card is a fundamental and indispensable 
component of Telecom ecosystems. SIM cards store a 
subscriber's information, including their phone number 
and network authentication credentials; and enable users 
to make calls, send messages, and access various mobile 
data services [10, 11]. A SIM card is a critical compo-
nent of mobile communication, providing essential iden-
tification, security, and service provisioning features that 
enable subscribers to access mobile services and stay 
connected while on the go. Basically, the functional use 
of a SIM card is after the following stages: (a) firstly, a 
smart card is produced as hardware, (b) secondly, an OS 
is loaded on the hardware, (c) finally, applications are 
loaded on the OS depending on the purpose of use, 
which are called applets specific to Java Card.  

Recently, companies such as Thales, Giesecke & 
Devrient and NXP dominate the market by using the 
advantages of owning their own smart card OS; they 
determine the smart card hardware, OS and other fea-
tures that will be introduced. Depending on the chip that 
these manufacturers recommend to their customers, the 
entire market uses the smart cards with the OSs of these 
companies together with the relevant chip. In addition, 
customer companies do not use smart cards according to 
their own wishes, but within the framework of the fea-
tures offered to them. At the same time, the security 
content of the smart cards cannot be questioned. Compa-
nies can only have information about the smart cards 
they have purchased, limited to their own applications. 
The control, permission and control of any application 
that can run on a smart card can be done through these 
companies. In order to solve all these constraints within 
the ecosystem and to meet customer requirements, it is 
aimed to develop a more flexible and secure OS. 

This study aims to present development of a unique 
Java Card OS that will work on the SIM cards used in 
the Telecom industry. After successfully completion and 
certification of Java Card based SIM OS, a company that 
needs a SIM card will be able to purchase smart card 
hardware that does not have an OS installed on it, that is, 
it is sold only depending on its hardware features, and 
many manufacturers sell it at a much cheaper price due 
to competitive conditions.  

The rest of this paper is organized as follows: Sec-
tion II presents the methods including the design consid-
erations for smart card OS for SIM cards. Section III 
explains the development studies. Finally, the study is 
concluded in Section IV. 

METHODS 
The proposed Java Card OS, which will run on SIM 

cards to be used by mobile operators, will be developed 
in accordance with Oracle JCVM standards. There are 
certain international standards that must be compatible in 
order for the Java Card based SIM OS to be used.  

First of all, a prototype of Java Card OS was deve-
loped for this study. In the first prototype, all modules 
indicated in Fig. 1 were developed and certified success-
fully – as it is shown in Fig. 2 – completing the Java 
Card Technology Compatibility Kit (TCK) tests of Ora-
cle company. Java Card TCK is a portable, configurable 
automated test suite for verifying the compliance of an 
implementation with the applicable Java Card specifica-
tion.  

By using the prototype, additional, required mod-
ules in accordance with the mentioned Global Platform 
and ETSI standards will be analyzed and designed in 
detail; so that SIM Applets can run on the new, enhanced 
prototype OS version. 

After the design work, microcontroller emulator, 
test cards and test program will be procured from suit-
able suppliers. Performance and stability tests of the test 
cards will be carried out with the provided emulator and 
it will be checked that these parts work in accordance 
with our development purposes.  

Next, the required, designed modules on the Java 
Card OS High Level Architecture will be developed. As 
it is shown in Figure 1, the bottom layer that will be 
developed and run on Smart Card Hardware is the Micro 
Kernel module. This module includes I/O module, mem-
ory management module, encryption (crypto) module, 
module manager as well as basic libraries. It is only this 
part that is likely to change in terms of hardware; other 
codes will remain the same on different chips. Since the 
layered architecture will be used, the first mentioned 
layer above the hardware will be hardware dependent 
code. This part will be developed in Assembly and C 
language.  

Above this layer, the Java Card Runtime Environ-
ment (JCRE) exists which includes ByteCode Interpreter 
and Applet Firewall. Java Card applications loaded with 
Global Platform standard commands will be able to run 
precompiled Java Card Applets with the developed 
“Bytecode Interpreter” module after they are connected 
to the Java Card API [12] addresses. Applet Firewall is a 
security module that allows applets to separate their 
memory space from each other. Thus, each applet runs 
only in its jurisdiction. In this way, no applet can access 
the area belonging to another applet. Again, in this sec-
tion, there is a secure element containing sensitive data 
such as PIN and key, and access to this area is under the 
security control of Applet Firewall. 

Native interface is the layer where C native meth-
ods are defined (function array) that can be called from 
the Java Card layer in JCRE. Since the Java Converted 
Applet (CAP) offered by Oracle does not allow the use 
of native functions, Oracle CAP converter software will 
be adapted so that the packages in the Java layer of the 
proposed OS can use native functions. In addition, the 
necessary multi-thread support will be added to imple-
ment the “context switch” mechanism in the ETSI TS 
101 476 standard in JCRE. Running such a structure on a 
limited hardware resource requires an advanced software 
architecture. 
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The modules above the JCRE layer will be coded in 
Java language. Both modules of the OS such as Card 
Manager and third-party applications are in this layer. It 
is aimed to facilitate chip migration by moving as many 
modules of the OS as possible to the Java layer. At the 
bottom are the SIM Toolkit and Java Card core APIs 
standardized by Oracle. Basic crypto commands, basic 
language packages, classes, methods and security library 
are in this area. 

On top of Java Card's core APIs, Card Manager ap-
plication exist which have been determined by the Glob-
al Platform. Card Manager is the application that se-
curely manages the smart card content in general and the 
life cycle of third party applications (installation of the 
application, activation, deletion, etc.). Card Manager is a 
Java Card applet in its own right, and because it is a part 
of the OS and has many privileged features on the card. 
Card Manager and utilities (Package/Applet Registry, 
Crypto, Loader, Deleter etc.) used by Card Manager will 
be developed.  

Next to Card Manager, there are Java applets that 
provide SIM card master and remote management func-
tionality on the same layer. The obligatory GSM/USIM 
applets, RAM/RFM applets are on this layer and will 
also be developed.  

Apart from this, applets developed by third parties 
will be uploaded to this layer and run securely remotely 
or Over-the-Air (OTA) after the SIM card is given to the 
subscriber. 

After the completion of the proposed OS develop-
ment, Java Card Technology Compatibility Kit (TCK) 
and SIM API tests and certifications will be completed.  

II. SYSTEM DEVELOPMENT 
Essential developments to be made on the first pro-

totype of Java Card OS are defined as follows: software 
and hardware configurations; Java Card Operating Sys-
tem “Native API Call”, file system that meets ETSI TS 
151 011, ETSI TS 101 220, ETSI TS 102 221, ISO/IEC 
7816 standards; Card Manager applet; new GSM and 
RFM applet enhancements; GSM SIM Toolkit libraries 
conforming to ETSI TS 102 241 standard; SIM card 
event based applet triggering; adding multithreading 
feature; native additional function development: detail-
ing additional commands; Oracle Converter customiza-
tion for GSM file system and mask generation; multiple 
applet lifecycle management and garbage collector; 
mobile network authentication.  

Currently the architectural components mentioned 
have started to be developed on the first prototype sys-
tem. Some of the improvements are presented in detail 
below. 

A. SOFTWARE AND HARDWARE CONFIGURATIONS 
Primarily, SIM applications (SIM Toolkit Applet) 

to be installed on the Java Card OS must provide the 
necessary infrastructure to operate in accordance with 
some important specifications. These specifications are 
listed hereunder: 

• ETSI TS 151 011: Digital cellular telecommu-
nications system (Phase 2+); Specification of the Sub-
scriber Identity Module – Mobile Equipment (SIM-ME) 
interface. 

• ETSI TS 102 225: Secured packet structure for 
UICC based applications. 

• ETSI TS 102 221: UICC-Terminal interface; 
physical and logical characteristics. 

• ETSI TS 102 223: Smart Cards; Card Applica-
tion Toolkit. 

• ETSI TS 101 220: ETSI numbering system for 
telecommunication application providers. 

• ETSI TS 102 241: UICC Application Pro-
gramming Interface for Java Card. 

• ETSI TS 102 222: Integrated Circuit Cards; 
Administrative commands for telecommunications ap-
plications. 

• ETSI TS 123 048: Security mechanisms for the 
(U)SIM application toolkit. 

• ETSI TS 101 476: GSM API for SIM toolkit 
stage 2. 

• GSM 11.14 : (SIM – ME) Interface. 
Accordingly, function set and specifications in Java 

and Native C layers that will support these requirements; 
data, algorithm and messaging requirements for Java and 
Native C layers of the OS for SIM applications are de-
termined.  

As an important issue, in order for the OTA man-
aged applets to work safely, accurately and using limited 
resources on the SIM, the following areas must be sup-
ported by the proposed OS: concurrency, event based 
application triggering, flash management and authentica-
tion on the network. 

Within the scope of this work, the developed first 
prototype of the Java Card OS runs on HUADA’s 
CIU98428F MCU. This MCU is especially produced for 
Java Card based SIM OSs used in the Telecom industry. 
During the development phase of our Java Card OS, 
HUADA's MCU emulator with JTAG interface was used 
for debugging, which is shown in Figure 3. 

For the development of the Java Card OS, three dif-
ferent programming languages (Assembly, C and Java) 
are used. Developments are being made on two different 
IDEs for these three different programming languages: 
(1) Keil Uvision version 5.24 for assembly and C pro-
gramming languages, (2) Eclipse version Luna for Java 
programming language. 

B. ARCHITECTURAL COMPONENTS 
As it has been mentioned, in the first prototype of 

Java Card OS, the basic modules and architectures in 
Fig. 1 were developed and certified successfully. The 
modules and libraries that need to be added in Native C 
and Java layers in order for the Java Card OS to fulfill 
the requirements of the SIM card OS, are shown in gray 
boxes in Fig. 4. The significant architectural components 
of the proposed Java Card based SIM OS are described 
hereunder: 
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1)  Native API Call: Java Card applications devel-
oped by third parties cannot use the “native API call” 
feature. The “Javac” compiler and the “CAP converter” 
converter provided by Oracle do not have this feature. 
Development should be done in the bytecode interpreter 
module in order to be able to call functions in the Native 
C layer from the layer written in the Java programming 
language with the “Native API Call” method. In addi-
tion, a new converter is currently being developed using 
the “Javac” compiler and CAP converter tools. Thanks 
to this new Converter, native functions can be compiled 
from coding in the Java layer and converted into a form 
that the bytecode interpreter can interpret. 

2)  GSM Applet: In the normal Java Card OS, the 
OS stands up with the Card Manager application selected 
by default. This is because when standard cards (e. g., 
credit/debit cards, meal cards, transportation cards) are 
processed with POS/ATM machines, the relevant applica-

tion on the card OS is first selected by the POS/ATM and 
after this selection step, no action is taken on all of the 
other commands sent. It is directed to the applet selected 
in the first command by the OS without any action. It is 
seen that the default selected application for SIM cards 
must be GSM Applet. Because instead of selecting an 
application on the SIM card while the phone is booting, it 
selects the first GSM files in accordance with the GSM 
specifications and tries to connect to the network accord-
ing to the configuration information in these files. The 
proposed GSM Applet handles the first incoming file 
operations, and when it does not recognize commands 
such as applet selection, it can direct them to the Card 
Manager Applet. Owing to this method, the first com-
mands are processed quickly without the need for applet 
changes, and it is aimed to reduce the error rate that may 
occur in the code, since minimum update is required for 
the Card Manager Applet that has been developed. 

 

Fig. 1. Java card operating system high-level architecture
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Fig. 2. Oracle TCK Java Card operating system test tool 

 

Fig. 3. HUADA’s MCU emulator 

3)  RFM (Remote File Management) Applet: An-
other important component currently under development 
is the RFM Applet. The main functions of the RFM 
Applet are to receive the secure command and remote 
transmission protocols specified in the ETSI TS 102 225 
standards, to run the file update operations on the file 
system in the order determined by the GSM operators, 
and to send the results as a short message to the GSM 
operator. 

4)  File System Manager: File system must meet 
ETSI TS 151 011, ETSI TS 101 220, ETSI TS 102 221, 
ISO/IEC 7816 standards. The File System Manager 

component will be organized for secure file management 
as well as secure and recognized verified applications. 
Since GSM file system and Java Card applications will 
be located on the same NVM (Non-Volatile Main Mem-
ory) Heap area, and new files will be added/deleted fre-
quently or Java Card applications will be added/deleted 
via OTA; it has been found appropriate to use the same 
Garbage Collector algorithm for the application and the 
file system. Therefore, the same data structures as the 
Java Card objects in the prototype will be used in the 
files and directories of the GSM file system. 

5)  GSM SIM Toolkit Libraries: SIM Toolkit Ap-
plets registered to GSM events specified in the ETSI TS 
102 241 specification should be triggered by the OS 
according to their priorities. The proposed SIM OS re-
quires two features that differs from this standard: (1) 
Keeping priority information of applets in the “registry” 
table, unlike the standard Java Card OS; (2) Event regis-
tration and priority-based applet selection and execution. 
The proposed SIM OS has to be able to run applets run-
ning on a SIM card simultaneously. For this reason, the 
“Context Switching” or “Priority Based Context Switc-
hing” algorithm, which will be one of the important 
outputs of this study, is currently being developed. The 
context switch to be developed will provide a very fast 
response to the requests of the person connected to the 
network, such as speaking, receiving SMS, and emer-
gency calls. 
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Fig. 4. High-end architecture of the proposed Java Card based SIM operating system 

6)  Garbage Collector: Applets from many differ-
ent developers are running on a networked SIM card. 
The lifecycle of each applet can be managed remotely: 
(1) many operations (e. g., version update, configuration 
parameters management, adding, deleting) should be 
done without interrupting the device; (2) after applet 
erase/write operations with different sizes over time, the 
disk space should be integrated so that the unreferenced 
areas can be reused; (3) applets – that are distributed in 
different storage areas according to the defragmented 
structure – should be able to work with performance; and 
(4) garbage collection structures should be constructed. 
The preparation of all these structures with the principles 
resistant to “Wear Leveling” and “Anti Tiering”, as in 
the first prototype, and with high performance, requires a 
very efficient algorithmic design. In some OSs, it is not 
possible to accept the analogy of garbage collec-
tion/defragmentation services in the range of hours for 
SIM cards. Within the scope of this study, it will not be 

enough to develop a garbage collector and defragmenta-
tion routine; versions that can work very quickly and 
atomically (i. e., ending in seconds) will be developed. 
Also, defragmentation processes should take up very 
little space due to space constraints in SIM applications.  

7)  Thread Management: More than one applet 
should be able to be run together without overflowing 
each other's fields. Many GSM operations operate asyn-
chronously as per the standards. For example, when an 
application sends a text message to the network, it takes 
a certain amount of time for the network to receive and 
approve this message. After the commands sent to the 
network by the SIM card applets are prepared, they are 
sent with the ProactiveHandler.send() command speci-
fied in ETSI TS 102 241 standard and presented to the 
applets by the OS. A “context switch” is mentioned in 
the description of this command in ETSI 102 241. Hav-
ing a context switch feature is important as it allows 
other SIM card applications to be processed on the CPU 
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while asynchronous response is awaited after the trans-
actions are made due to the asynchronous nature of 
many GSM operations such as SMS sending. As might 
be expected, this feature (e. g., making context transi-
tions between applets, multithreading) is not available on 
standard cards and therefore operating systems.  

8)  GSM Authentication Algorithms: 3G/4G Mile-
nage (i. e., 3GPP authentication and key generation func-
tions) mobile network authentication algorithm is being 
used in the first prototype. For the proposed Java card 
based SIM OS, in addition, TUAK algorithm will be 
developed in accordance with ETSI TS 135 231 V12.1.0 
specifications. TUAK is a mobile network authentication 
algorithm based on the SHA-3 (Secure Hash Algorithm) 
algorithm and an alternative to the Milenage algorithm. 
Messaging and data structures will be designed for 
TUAK support. 

9)  FTL (Flash Translation Layer): The most im-
portant request of GSM operators for SIM cards is to be 
able to write more than 500,000 times on the flash mem-
ory. The reason for this arises from the need to store 
some information on flash due to the workflows of the 
applets as well as many flash erase/write operations of 
subscribers via OTA on the SIM cards. As a result of 
some conducted tests with GSM operators, it has been 
observed that these write and erase operations cause the 
Garbage Collector algorithm to perform mandatory de-
fragmentation/compaction on the SIM card several times 
a year. However, it is seen that the selected MCU for this 
study guarantees only 100,000 erase/write operations, as 
in almost all MCUs sold as SIM card in the market. 
Hence, a FTL algorithm will be developed in accordance 
with the given constraints. 

III. CONCLUSION 
This study presents the design and development is-

sues of a unique Java Card based operating system for 
SIM Cards. With this proposed new SIM OS, many 
innovative modules and features such as memory ad-
dressing, context switch, garbage collection and defrag-
mentation, multithreading, secure file management, FTL 
methods on smart card will be provided.  

At the end of the development process, as in the 
first prototype, Java Card TCK 3.0.5 tests will be con-
ducted on Java Card based SIM OS, and these tests are 
expected to be 100 % successful. After these tests, it is 
also aimed to conduct pilot tests in various regions with 
a local operator with 300 different smartphone models. 
Moreover, these tests are aimed to be completed with a 
100 % success rate.  

The proposed unique Java Card based SIM OS will 
make important contributions to the development of 5G 
technology and the infrastructure of eSIM OS technol-
ogy, as well as being an OS that can run on different 
hardware structures. 
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