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This article examines the results of the development of the document protection algorithm with the
help of fractal images formed by a randomized system of iterative functions of RSIF. This algorithm
consists in building a fractal image which is applied to the document and built on the basis of the
document number. Each digit of the document number will add two iterative functions to the RSIF,
except for the digit 0. The fractal image, constructed using the algorithm, depends on the number of
digits, the order of the location of the digit and its value. The algorithm for constructing a fractal
image in calculations does not require large computing power, the algorithm does not use the entry
of a cycle into a cycle and recursive functions. It is quite optimized. Document verification includes
a double check of the document number, and it is a fairly simple verification mechanism. This
algorithm is interesting that when even one digit is changed, the fractal image changes radically.
The use of the algorithm quickly and qualitatively makes it possible to protect documents and carry
out their verification.

Keywords: document protection, fractal, randomized system of iterative functions (RSIF),
document number verification, Cantor’s set.
UDC 621.126

1. Introduction

Protecting documents in today’s digital world is quite complex and not an easy task. It requires more
and more complex protection elements. Constructing fractal images is not a simple task as it needs to store
large arrays of data in memory and to do complex mathematical calculations. Checking, whether a figure is
a fractal, is not a problem for it is enough to compare the first and second iterations of the fractal image.
And if the fractal image is submitted in the form of a digit cipher, it will make it possible to double-check
the document number. When using RSIF, there is no need to store large arrays of data in memory, the
initial set is only one point [1, p. 102—-103]. The construction algorithm does not require significant
calculations; at each step, the coordinates of one point are calculated to display it on the screen [2, p. 68—
71]. Validating a document involves dividing the document into parts which is not a difficult task. It also
involves comparing the parts to templates. This algorithm allows you to check the first and the second
iterations of the fractal with the template. This will make it possible to verify the document number.

2. Basic material presentation

Algorithm for constructing a fractal image using RSIF based on a given document number (Fig. 1).
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Fig. 1. Algorithm for constructing a fractal image using RSIF based
on a given document number

To construct a fractal image, we will use a series of documents. Our example we will use 9-digit
digital numbers (the number of digits can be different).

We will select a rectangular area on the document in which we will place as many squares as there
are numbers in the document series so that it is completely filled (Fig. 2):
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Fig. 2. Examples of a selected rectangular area divided into squares
(eight-digit and nine-digit document numbers)
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In the next action, we will divide each square into 9 identical squares (Fig. 3):

Fig. 3. Division of squares into 9parts

Each number from 1 to 9 will be presented in the form of a sketched square (Table 1) according to
the scheme (Fig. 4).

112]3
41 S| 86
718)9

Fig. 4. Scheme of correspondence
of a number to a square

Table 1
Display of numbers

Number display | Number | Number display | Number
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The display of numbers can be changed as desired, for example, for different types of documents.
To construct a fractal, we will use a randomized system of iterative functions of RSIFfor each
sketched square. This will be the first iteration of the fractal [3]:

X, — X,
X, =x, ——+—1, 1
n =X, i (1)
Ya = Vna
— _Za n , 2
Yo =V T (2)

where x,_, v, ,— the initial coordinate of the point; Xx,, ), —the next coordinate of point C; x,, y,— the

coordinate of the point that forms the first iteration of the fractal of the corresponding square; k —the
proportionality factor (the ratio of the segment length to the segment length of the first iteration).
To find the coordinates of points x, and y,, we use the following formula [3]:

o
X, =——> (3)
L,
kyb_7
Vo= (4)

where L , L — the length and width of the space of the selected rectangular area divided into squares;

X,,y,— the geometric centre of the first iteration of the fractal of the corresponding square; k — the

proportionality factor (the ratio of the segment length to the segment length of the first iteration).
The proportionality coefficient is determined by the following formula[3]:
L
=0
where L — the total length of the span; AL1 — the length of the segment of the first iteration.
Let’s look at an example how to implement this method of document protection:
1. To do this, we will randomly select a nine-digit document number:
157702869.
2. In the next step, build the first iteration of the fractal according to table 1, and document series
157702869, (0 — not displayed by a square):

)

l: 2

Fig. 5. The display of the first iteration
of the fractal, respectivelyto series 157702869
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3. Choose the length L and width L, of the square area of 500 pixels each, the x andy coordi-

nates will be determined according to the pixels of the image.
4. Find the coordinates of the centres of the squares of the first iteration (Table 2):

Table 2
Centres of squares of the first iteration according to series 157702869
Series
1 5 7 7 0 2 8 6 9
number
Coordi-
nates (28;28) | (83;250) | (139;361)| (306;28) | - (194;417) | (472;83) | (417:306) | (472;472)
center

5. To find the coordinates of pointsx,and y,, we will use formulas (3), (4), (5) and summarize the

results in Table 3:

Table 3
Centres of squares of the first iteration according to the series 157702869
Series number 1 5 7 7 0 2 8 6 9
The coordinates of
the points that form ) ) ) ) ) ) ) )
the first iterations of | (50) | (55:222) | (111:333) | (278:0) | — | (166:389) | (444:55) | (389:278) | (444:444)
the fractal

6. Form a table of iterative functions using (1), (2),(5),thensummarize the results in Table 4:

RSIF for constructing a fractal according

Table 4

to the series 157702869

Series number RSIF
1 x=0-(0-x)/9
y=0-(0-y)/9
5 x=55-(55-x)/9
y=222-(222 -y)/9
. x=111-(111-x)/9
y=1333-(333-y)/9
7 x =278 - (278 —x)/9
y=0-(0-y)/9
0 -
5 x =166 — (166 —x)/9
y =389 - (389 —y)/9
3 X =444 — (444 — x)/9
y=55-(55-y)/9
6 x =389 - (389 —x)/9
y=278 - (278 —y)/9
X =444 — (444 — x)/9
? y =444 — (444 — y)/9

[HdoxomyHikamiiHi TexHOIOTIT Ta enekTpoHHa imxkeHepis. Ne 2 (4), c. 50-57 (2022)




Protection of documents with the help of fractal images formed by a randomized system of iterating functions 55

7. Perform RSIF and get the result (Fig. 6):

Fig. 6. Constructed fractal according
to series 157702869

Fig. 7. Dividing the fractal
image into parts

To decipher the image and determine its series, it is necessary to divide the image into 81 parts

according to Fig. 4. As a result, we can redistribute the document series using Table 1 (Fig. 7), the result
will be summarized in Table 5:

Summary results

Table 5

The corresponding unit of The corresponding unit of
Image . Image .
the series the series

1 2 3 4

1 0

. 5 2
7 8

= LR |
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Continueted Table 5

4

6

b

As we see on Fig. 7, the decoded value corresponds to the initial value157702869.
A similarly performed algorithm for the second iteration should give the same result(Fig. 8):

¥ W
W 5
7 4

7

4
"

Fig. 8. Division of the segment of the second iteration
of the fractal image into parts

As we see onFig. 8, the decoded value corresponds to the initial value 157702869.Thus double

verification of the document series takes place.

Conclusions

Graphic constructions in the form of fractal images will increase the effectiveness of document
protection. They will allow you to combine a series of documents with an image on it. The given algorithm
is flexible. This allows it to change according to the size and the types of the document. Double
verification and a simple method of analysis make it difficult to forge the document. This approach is
practical for the production of a large number of blanks since the speed of image formation using the RSIF
system is quite significant as concerns deterministic systems of iterative functions for constructing the
ractal images. When the resolution is increased, it is possible to perform triple verification of the document
on the third iteration.
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3AXUCT JOKYMEHTIB 3A JTOIIOMOTI' OO ®PAKTAJIBHUX 306PAKEHbD,

C®OPMOBAHHUX PAHJIOMI3OBAHOIO CUCTEMOIO ITEPAIIIMHUX ®YHKIIHA

O. IOnak

Hayionanvnuii ynieepcumem “JIvsiscoxa nonimexuixa”, eya. C. banoepu, 12, Jlvsis, 79013, Vkpaina

B wiii crarTi po3riIsHYTO pe3ynbTaTH po3poOKH AJIrOPUTMY 3aXHUCTYy JOKYMEHTIB 3a JOIOMOror0 (ppakTanbHux
300paxeHb, chOPMOBAHUX PAHIIOMI30BAHOIO CHCTEeMOLO iTepaniiiHux GyHkuiit PCI®. Lleii anroput™ nonsrae y
1o0yn0Bi (ppaKTaIbHOro 300paXKeHHs, IKe HAHOCUTBCS Ha JOKYMEHT 1 00y/l0BaHe Ha OCHOBI HOMepa JI0KyMe-
Hra. Koxkna mudpa Homepa nokymenra Oyne nobasisru no PCID ngi irepauiiini ¢ynkuii, kpim nudpu 0.
®paxranpHe 300pa)KeHHsI, TO0YI0BaHE 32 JIONOMOIOI0 aITOPUTMY,3JISKUTh BiJl BiJ] KiJIBKOCTI IU(P, MOpsIKa-
3HAXOJUKCHHS IMGPH Ta il 3HAUCHHA. AJTrOopTM H00YN0BH (hpaKTaIbHOrO 300paXKEHHS B PO3PAXyHKaxX HE IMOT-
pedye BEJIMKNUX O0YMCITIOBAIIBHUX MOTYKHOCTEH, aJIFOPUTM HE BUKOPUCTOBYE BXOKEHHS LIUKITY B LIMKJI Ta pe-
KypCUBHUX (YHKIIIH, 1 € JOCUTh OoNTHUMi30BaHUM. Bepudikaliis nokyMeHTa BKiItouae B cebe Mo/BilHY nepeBip-
Ky HOMepa JJOKYMEHTa, Ta SIBJISE COOOK0 JIOCUTh IPOCTHI MeXaHi3M nepeBipku. Llel anropuMT ikaBuil TUM,
mo 3a3MiHuxo4a 6 oxHiel mudpu ¢pakTanbHe 300paskeHHs] KapIUHAIBHO 3MiHIOEThCS. Brkopucranus anro-
PUTMY IBHUAKO 1 AKICHO J]a€ 3MOT'y 3aXHUILATH JOKYMEHTH Ta IPOBOJUTH TXHIO BepHUpiKaLlito.

KiouoBi ciioBa: 3axucm ooxymenmis,ghpakman, pandomizoeana cucmema imepayitinux ¢ynxyii (PCID), ge-
pughixayis nomepa dokymenma, nabip Kanmopa.
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