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Po3Burok MoOinpHUX Kibepdizuunux cucteM (MK®C) € nepcrieKTHBHUM HAIIPSIMOM JOCIiIKEHb 1
PO3p0o0OK uIsi OaraThOX Trajy3eld, TaKuX SK HPOMHCIOBICTb, OXOpOHA 3JI0pPOB’S, JAOMAlIHS aBTO-
Matu3ailis Ta 6araro inmmx. Came ToMy B po0oTi ctBopeno nporoturt MK®C Ha 6a3i cmapT¢hoHa,
IO JIa€ 3MOry 30upaTti, oOpoOIIATH 1 IepeaBaTH aHi 3 Pi3HUX MPUCTPOIB I CEHCOPIB y PeXHMI
peanbHOrOo 4Yacy B Oymb-skoMy wicli. CHpOEKTOBaHO apXiTEKTypy MOOUIBHOI KibepdizuuHol
CHCTEMU MOHITOPUHIY KJIIMAaTHYHHX IapaMeTpiB 3 MOXJIIMBICTIO omnoBileHHs y Telegram-kaHaiti.
3arpornoHoBaHO aJITOPUTM IHTENEKTYaJIbHOTO aHaJIi3y Ta ONTHUMI3allii MPOLECiB epelaBaHHs JaHUX
utst po3pobienoro nporotuty MK®C. IlepeBara po3po0iieHOI CHCTEMH — MOXKIIUBICTh BU3HAYHUTH
MIPIOPUTETHICTh MOHITOPUHIOBUX IapaMeTpiB, MIO Aa€ 3MOTry IIBUIKO pearyBaTd Ha KPUTHYHI
3MiHH TEMIIEpaTypy Ha 00’ €KTi, Ie BAKOHYIOTh BUMiptoBaHHs. KpiM Toro, peaizoBaHo yHiKalbHUH
METOJl BUMIpPIOBaHHS HACKPI3HOI 3aTPUMKH IepelaBaHHs JaHUX 13 BAKOPUCTAHHSIM YacOBOi MiTKH B
MeTaJ[aHuX 3arojioBKa Iakera. MeTol Jae 3MOry BU3HAaYaTH 4ac OOpOOKM IaKeTiB KOXHOTO
komrtoneHTa MK®C Ta B yMOBaxX NEpeBUIEHHS HOPM aBTOMATHYHO CIIOBIIATH MPO MPUHHATTS
HEOOXITHUX Kepyrouux pimeHb. [linrpumka Takoro meromy B MK®C € 0co0inBO epeKTUBHUM
pIIEHHSIM ISl MOHITOPUHTY SIKOCTI HaJIaHHSI CEPBICY B PEXHMI pealbHOro 4yacy Ha 00’€KTax
KpUTHYHOI iH(pacTpykTypu. Ha OCHOBI JOCTIDKEHh BCTAHOBJICHO, IO 3alPOITIOHOBAHHIA aJTOPHUTM
IHTEJIEKTYaJbHOTO aHaJi3y Ta ONTHMIi3allil JaHUX JaB 3MOTy 3MEHIIUTH KUIbKICTh ITOBIZIOMJIEHb Y TPH
pas3u Ta obcsr nepenanoi indopmarii y 2,3 pasy. B MaiiOyrHroMy po3po0iieHa cUcTeMa Y MO€HAHHI
31 INTYYHUM IHTENEKTOM 3a0e3MeYnTh HaJliiiHe Ta SKICHE NepelaBaHHS [JaHUX HaBiTh y Herle-
pendadyBaHUX CHTYalisiX, IO POOUTH i MEPCIIEKTUBHUAM PIlIEHHSM JUIS TIOJIIMIIEHHS SKOCTI KHTTS
JIIO/IeH Ta MiIBUILIEHHS! €eKTUBHOCTI (YHKIIIOHYBaHHS PO3YMHHUX 1HPPACTPYKTYp Y pi3HHX cepax.

KurouoBi ciioBa: mobinvha kibepisuuna cucmema,; cencopu, cmapmepon; loT winios; Telegram;
WmyyHULl iHmeleKm, KIMamuyti napamempu.
VIK: 621.391

1. Beryn

Kibepdizuuni cucremu (KOC), gxi moeqHy0Th (i3WIHAN CBIT 3 KIOEPKOMITOHEHTAMH, € KITFOYOBHM
HaTPSMOM JIOCTIDKEeHb y Taly3i iHdopManiiHo-koMyHiKamiiHux Texronoriit [1]. KOC pu3nauvaeThes sk
cHcTeMa, sKa TOEJHYE B c001 OOYHMCITIOBANIbHI Ta KOMYHIKAIiHHI MOXKIMBOCTI 3 00’ €KTaMH MOHITOPHHTY
Ta/abo ympapiiHHS y (isudHOMY ceperoBui. Ile BH3HAUeHHS MOKa3ye, HACKIIbKU BaXKJIMBE BUKOPHC-
TaHHS CEHCOPIB 1 BUKOHABYHMX MEXaHI3MIB, OCKUIBKM BOHU € MOCTOM MK KiOEpHETHYHHM 1 (i3UIHUM
ceitrom. Tpamuniiini K®C Oepyrs y4acTe y 0aratbox IiHXKEHEPHUX IPOEKTAX, TaKUX SIK PO3YyMHI
enexktpomepexi (Smart Grid), BupoOHmui cucremu (Industrial system), aepokocmiuHi Ta 00OpOHHI
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cucreMu. ChOTOfIHI, 3 PO3BUTKOM ITOBCIOJTHOT'O IMOIIMPEHHS MOOUIBHUX MPHUCTPOIB Ta TEXHOMOril IHTEp-
nHery pederr (IoT), mobinbHi kibepdizuuni cucremun (MK®DC) mpuBepraioTh Bce Oinbie yBaru [2].
[opiBasHO 3 KDC, ski NMOKIaAarOThCs Ha CTAI[iOHAPHI Ta BEIM4YE3H1 o0uMciaoBaibHI Maruau, MK®C
30CEepPE/UKYIOThCS Ha CBOTM MOOLTBHOCTI, sika MOXKE Oe3MepelikogHO i MOBCIOJHO CIPUMMATH JlaHi B
MOBCSIKACHHOMY JKHTTI Jirofei. Omke, MK®C MoxyTh Jjeriie BUKOPUCTOBYBATHCS B IOBCAKICHHOMY
JKUTT1 KOKHOT JIFOJJMHHU 1 IIUPIIE 3aCTOCOBYBATHCS Y (PI3MYHOMY CBITI.

Croronti MK®C € 10B0JIi EPCIIEKTUBHUM HAIIPSIMOM JOCTIIKEHb Ta po3pobiieHHs. [l 6arathox
rajy3ei, Takux SK MPOMHUCIIOBICTh, €HEpreTHKa, 370pOB’s, JOMAIIHSA aBTOMATH3allil Ta 0araTo IHINWX,
BOKJIMBO MaTH MOXIIMBICTH 30MpaTH Ta aHaNi3yBaTH HaHI B peajgbHoMy daci [3]. s mnpukimamy
pO3IIITHEMO akTyalbHIiCTh po3pobiieaHs MK®C koHTpomo KiIiMaTy, ska Moxe OyTH BHKOpHCTaHa IS
MOHITOPHHTY 1 KEpyBaHHS YMOBaMH TIOBITPsI, TEMIIEPATyPH, BOJIOTOCTI, OCBITJIICHHS Ta IHIINX TTapaMeTpiB
y PI3HUX TPUMIIIEHHAX, TaKUX SK OQIiCH, amnTeKH, XUTIOBI MPUMIMICHHS, TOPTOBI LIEHTPH, KOTEIbHI
CHCTEMH, JaTa-IIeHTPH Tomo. Taki CHCTEMH MOXXYTh MICTUTH CEHCOPH, IIO 3YUTYIOTh JIaH1 PO MOKa3HUKH
KITIIMaTy, Ta MporpaMHe 3a0e3redeHHs Ul aHalli3y WX JaHWX 1 MPUUHATTS PillleHb 100 PeryIIOBaHHS
YMOB Y MPUMIIIIEHHI. 3aBIsKK MOOLTBHOCTI TaKi CHCTEMH MOXHA ITEPEHOCUTH 3 OJHOTO MICIS B 1HIIE, 1100
3a0e3MEeYUTH ONTHMAaJIbHI YMOBH Ul JIOJeH Ta oOmanHanHs. OnHie0 i3 mepeBar MOOUTBHHX Kibepdi-
3UYHHMX CHUCTEM KOHTPOJIO KIIIMAaTy € 3MEHIICHHS BUTpAT Ha €HeprocrnoXuBaHHs. Hampuknan, sKio
CHCTEeMa BUSBIISIE, IO y TPUMIIIEHHI 3aHAJITO BHCOKA TeMIlepaTrypa, BOHa MO)KE aBTOMATHYHO 3HU3UTH
TeMIlepaTypy KOHAWIIOHepa, MOo0 3MEHIIMTH BUTpPATH €Heprii Ta 3abe3nednTH KOMQPOPTHI YMOBH JUIS
mozeii. Kpim Toro, MoOinpHiI kibepdi3uuHi CHCTEMH KOHTPOIIO KIIMaTy MOXYTb OYTH KOPHCHI JUIs
MOKpAIlEHHs SKOCTI TMOBITPS B NpuMilieHHi [4]. Hampukiaa, BOHM MOXYTh aBTOMATHYHO BBIMKHYTH
BEHTHJIALIIO, SKIIO PIBEHb BYIVIEKHCIOrO ra3y B IOBITPI MEPEBHUIINYE HOPMY, IIO0 3a0E3MEUUTH CBIKE
MOBITPS Ta 3MEHIIUTH PU3UK 3aXBOPIOBAHHS Ha JIUXAJBHI MIISXH.

3 irmoro 6oky, MK®C MoxHa BUKOPHCTOBYBATHU LISl KPUTHYHO BAXKIMBUX 1HPPACTPYKTYP, TAKHUX
SK PO3yMHI €NEKTPOMEPEXKi Ta pO3yMHE MPOMHUCIIOBE BUPOOHHUIITBO. YSBIMO cO0i TOBHICTIO aBTOMa-
tH3oBany (abpuky [amyctpii 5.0, ocHaleHy YHCIEHHHMHU CeHCOpaMHu (pyXy, TeMIepaTypH, BOJOTOCTi
TOIIO), TTAPKOM aBTOMATHU30BaHUX POOOTIB 1 pisHOMaHITHUMH TpHcTposimMu [5]. IIpumyctumo, podboTu
3alfHATI CBOIMHU IOBCSKICHHMMH 3aBIaHHSAMH Ha 3aBOJi, & CEHCOPU CTEXKATh 32 CUTYAI[I€I0 3arajoM.
ParntoM ofMH 3 CEHCOPIB Ha OCHOBI MOHITOPHHTY Ta IHTEICKTYaJbHOI'O aHAJIi3y TEMIIEPaTypy CUTHANI3YE,
10 IBUTYH Ha MEBHIA KOHBEEPHIN cTpiulli YoMycCh reperpiBcs. JlokanpHui iepudepiiiHuii By30l OTpUMYe
curHan, 1 anroput™ AI/ML peanizye oauH 31 cuieHapiiB pearyBanns. CrieHapiid MoXe 3YIHHHUTH JBUTYH,
MOJaTH OXOJNO/KYBaJbHY PiIMHY, BiJ’€HATH JBUTYH Bill TPAHCIIOPTHOI CMYTH a00 3aIlyCTUTH pe3epBHI
nBuryHu. Taka kiGepdizndyHa B3aeMolis MiHiIMi3ye BUPOOHWYI BTpATH 1 NIEpeHANpaBIsie poOOTy Ha iHIII
KOHBEEpU. Yce 1€ NMOBMHHO BiAOYBaTHCS 3a YaCTKM CEKYHJIH, 1100 3armo0irTé MOXKeKi Ta 0araToMiib-
HOHHHMM 30UTKaM JIjIsl BUPOOHUKA.

VY it poboti BBaxkaemo, mo MK®C, posropuyTi Ha cMapTdoHax, MOXKYTh JIOIIOMOITH 30UpaTH,
00pOoOJIATH Ta TiepeaBaTH JaHi 3 Pi3HUX MPHUCTPOIB Ta JaBaviB y PEKHMI PEaTbHOTO Yacy, BUKOHYIOUH
¢ynkuii loT numo3a Ta nepudepiitHol iHTeNeKkTya bHOI aHaNITUKKH omHo4yacHo. Llei BuOIp moB’s3aHmiA
HacamIiepes i3 TaKuMHU (yHKIIOHATBHUMH MOXJIMBOCTSIMH Cy4acHUX CMapTQOHiB:

e JlocraTHsl 00YMCITIOBAaTIbHA TIOTYXKHICTD 1 BETMKHHA OOCST Tam’sITi JUIsl JIOKAJIbHOTO 30epiraHHst
iH(opMaItii, 00poOIeHHs Ta aHai3y IEBHUX 3aB/IaHb.

e PizHOMaHITHI crocoOM OTpUMaHHS Ta BimoOpaskeHHsS pi3HOI iHQopMalii, 30KkpemMa CEeHCOpHI
ekpanu, kamepu, GPS-unnu, auaamiku, MikpoQoHH.

o [linTpumanHHS pi3HOMaHITHUX Oe3MpoBiAHMX KaHamB 3B s3ky — Wi-Fi, 2G/3G/4G/5G, NFC,
Bluetooth tormo.

e  MOXJIHBICTh MATPUMKH Ta 3aIYCKy BIACHUX MPOTPaMHUX MPOAYKTIB 13 BUKOPHCTAHHIM MOB
MpOrpaMyBaHHsT BUCOKOT'O PIBHsI, HEOOXiTHHMX Ui (OpMyBaHHS CBOEI JIOTIKM YIPABIiHHS IPOIECOM
30upaHHs, 00OPOOICHHS Ta aHAITI3Y TaHUX.

e  Hassnicts kananiB nomupenHs noaatkie (Google Play Store Ta Apple App Store).

e [lpocTuii y BUKOpUCTaHI Ta 3pO3yMiIHid iHTepdelic s KOpUCTYBaUiB.
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e  JlocTymHICTh Ha PUHKY 3 PI3HUMH cHelUQiKalisIMH, M0 YMOXIUBIIOE po3ropTanHs MKDC
pi3HOTO TMpHU3HAYCHHS, 13 ypaxyBaHHSIM TaKHX acleKTiB, K I[iHa MPHUCTPOI Ta SKIiCTh MPOEKTOBAHOI
CHCTEMH.

e  Jlnst 3aBAaHb, SIKi NOTPEOYIOTH OLIbIIE JTOKaTbHUX OOYUCIIOBAIBHUX PECYPCIB, HIXK Ma€e cMapT-
(OH, MOXXHAa JOJATKOBO BHKOPHMCTOBYBATH MIJKIIOYCHHS 10 XMapHHUX CEPBICIB 13 JIOCTaTHHOIO
OOUYHCITIOBABHOIO MOTYXHICTIO.

3BakarouM Ha Ilell KOHTEKCT, MPOIOHYEMO 1HHOBaIliliHe pinieHHs 1mono po3ropranHs MK®OC mns
MOHITOPHUHTY KJIIMaTHYHHX ITapaMeTpiB, TaKUX sIK TeMIlepaTypa Ta BiJIHOCHA BOJIOTICTb MOBITPA, 3
BHUKOpPHUCTaHHSAM cMapTdoHa sk [oT 1muiro3a 3 mATPUMKOIO IHTEIEKTya IbHOTO aHalli3y 3i0paHuX JTaHUX Ta
OITUMI3allii IPOIIECiB TX TepeaaBaHHsl.

2. Po3poOJieHHsl apXiTeKTypu MoOinbHOI Ki0ep(isuuHoi cucTeMHM MOHITOPMHIY KJIIMATHYHUX
napametpis 3 onoBinmeHHssM B Telegram-kanasi

JIJis BUKOHAHHS TIOCTABJICHOIO 3aBJaHHS MO0 po3ropTaHHs 0a30Boi MK®C HeoOxigHO Hacam-
mepes CeHCop TeMIepaTypy Ta BOJIOTOCTI JUIsi MOHITOPHHTY KIIIMAaTHYHHUX YMOB, OKpeMHil abo BOymo-
Banuit loT 1nut03 ist 30MpanHHs JaHKX, TOTIEPEAHBOI 0OPOOKH, IHTENEKTYaIbHOTO aHATI3Y Ta NepelaBaHHs
JaHWUX J10 xMapHoro cepsepa. CepBep 30epiratume AaHi y 0asi gaHux Ta BUkopucroByBatuMme Telegram
0oTa s TOBIJIOMIICHHS KOpHCTyBadeBi abo Tpymi kopucryBauiB y Telegram kaHam 3 akTyaJbHUMH
3HaYCHHSMH KITiMaTH4YHUX napametpiB. bazoBy MK®C cxemy nonmano Ha puc. 1.

Wire/Wirel . o
1iiel HENYIeEss Mobile Internet Internet
o - protocol e

TTTTT \l/ —
Tempeiaius Gateway Database/Server Telggram
Sensor Client

Puc. 1. bazosa apximexmypa MK®C 0na MOHIMOpuHey KIIMAMUYHUX napamempis

CrorozHi icHye 6e3miu roroBux pimenb aias [oT punky. [IpoananizyBaBiim HasiBHI pillleHHS, MH
JIMITM BUCHOBKY PO JCSKI HEHAOMIKH I[UX CHCTEM, TaKi SIK BHCOKA BapTICTh, HEAOCTATHS MOOUIBHICTD,
BIJICYTHICTh TIE€pEaBaHHs JaHUX MPO BUMIPIOBaHHS Ha BijgcTaHb. Po3polbiieHa cucrema He TOBUHHA MaTH
IUX HemodikiB. OMHUM 13 OCHOBHUX HEIOJIKIB IIMX PIIIEHb € Te, IO I CHCTEMH 3a3BHYali MalTh MPO-
MpieTapHe MporpaMHe 3a0e3MeyeHHs 13 KOMEPIIHHUX ijeH, TOOTO PIIIeHHS i3 BIACHUMH IPOTOKOJIaMH Ta
J0AaTKaMH, KOTPi MPaKTUYHO HEMOMKJIMBO 3MIHWUTH YHM PO3IIUPUTH O€3 BTpYyYaHHS CaMHX PO3POOHHUKIB
CHCTEMH. 3BUYAITHO, 10 MepeBarol BUKOPUCTAHHS KOMEPIIIHHUX CHCTEM € TOTOBI IOJATKH Ta MPOTpaMH,
10 POOUTH IX MPUBAOIMBUMHM JUI KIHIICBUX KOPHUCTYBadiB, IPOTE HE 3aBKIU I PIICHHS MiIXOASATh s
BCIX 3aBJlaHb, @ TUM OLIbIIIE KOJH BiJl CHCTEMH BUMAraeThCs IIBUAKE 1 HEIOPOre PO3ropTaHHs i3 BIACHOIO
JIOTIKOIO YIIpaBJIiHHSI ITPOIIECOM 30MpaHHs, 00pOOJICHHSI, aHa i3y Ta nepenaBanHs naHux. Cepes BapiaHTIB,
KOTPHUMH MO)KHa CKOPUCTATHUCh, — BapiaHT 3 OJHOIJIATHAMH KOMIT IOTepaMu, TakuMu sk Arduino um
Raspberry Pi, xoTpi 4y10BO MOXKYTh BIIOPATUCh 3 IOCTABJICHUM 3aBAaHHAM II1070 po3ropranHs MK®C
[6-8]. TIpore 11i pillIcHHS HE 3aBXKIM ACIICBI, HE 3aBXKIM HAasBHI, TAKOXK MOTPEOYIOTh 4acTO JI0AaTKOBOTO
HAJNAMITYBaHHS 13 3aTy4CHHSIM KBaJTi(hiKOBaHOTO CIIEIIaIIICTa.

{06 yHMKHYTH IUX HEJONIKIB, MPOMOHYEMO BUKOPHCTATH 3BHYaiHWil cMapTdoH sk [oT mwio3,
SKHH CTaHe yHiBepcallbHUM iHTepdelicoM MiK IHTEpHETOM Ta CEHCOPOM Ta IOMEPEeTHbO 00pOONIATHME
3i0paHi JaHi JJIs IHTENEKTYalbHOTO aHaNI3y Ta TepefaBaHHs MOHITOpUHTOBUX JaHuX. OTxe, MK®C Ha
0a3i cMapTdoHa MOXKYTh 3a0€3MEUUTH 3PYyYHY Ta CKOHOMIUHY IUTaTdopmMy, sika IMOJIETIIye CKIaJHI Ta
MOBCIOJIHI CEPBiCH MDX JIFOJJMHOIO Ta HABKOJMIIHIM (DI3UYHUM CBITOM Yy OyAb-siKWil 4ac 1 B OyIb-IKOMY
micii. [lepeBaru Bukopuctanns cmaptdona sik [oT numroza mis MK®C BinobpakeHo Ha puc. 2.
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Ha punky € 0e3nmiu pi3HOMaHITHHUX CEHCOPIB TEMIIepaTypd Ta BOJOrocTi. Bubip 3ynuHuMIM Ha
ceHcopi Bix kommanii Xiaomi momens LYWSDO3MMC sk ontumanbHOMy pimieHHi. Lleir ceHcop
MiAXOJMTh Tl 3a/laHi BUMOTH, OCKUIBKH BHMIPIOE TEMIIEpaTypy, mpaimroe 3a Bluetooth mportokomom, y
HBOT'O MaJIi pO3MipH Ta HeBUCOKa I1iHa (200 rpuBeHb), MPAIIOE TPUBAINN Yac aBTOHOMHO (IT1iB POKY).

Jiis 30epexeHHs JaHUX 13 ceHcopa, a TaKok o0poOsieHHs 3anuTiB Big Telegram kimieHTa 3a J010-
Moroto Telegram 6ora HeoOXimHiI 0a3a manux i cepep. s 1iel 3amadi BUOpaHo xmapHy matdopmy
Firebase, kotpa minTtpumyerbest 1 po3BuBaeTbesi Google. Firebase micTuTh pi3Hi cepBicH, Taki sSIK XMapHi
oOuMciIeHHs, 0a3a MaHWX, aHAIITUKA, ITYYHHH IHTEIEKT, XOCTHUHI, aBTOPH3allis, BiIJaJicHE HaJall-
TyBaHHs Ta 0araTo iHIIUX cepBiciB. [CTOTHOIO MepeBaror € TakoX Te, 10 CepBic MPONOHYE OE3KOMITOBHI
TapudH, a Ie A€ IyT0BI MOXKIJIMBOCTI JIIsi BAKOHAHHS I[bOr0 3aBiaHHs. Firebase npomnonye aBi 0a3u qaHux
Ha BuOip: Firestore Ta Realtime Database. Firestore — HOBilHii cepBic, KOTpUi PONOHYE Oubine GyHKIIH
1 mepeBar, ToMy JJIs 30epeKeHHs 3aMipiB TeMIIEpaTypH Ta BOJIOTOCTI MU BHOpain caMe 1o 0a3y JaHuX.
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Puc. 2. Ilepesacu suxopucmanns cmapmaona sax loT winioza ons MKOC

Hns pospobnennss Telegram Gora Telegram mnpomoHye po3poOHUMKAaM JBa METOIH, a Came
getUpdates Ta webhooks. Crioci6 getUpdates mpaiitoe 3a TexHikoro long polling, koTpuii 301 iCHIOE 3aITUT
JI0 cepBepa, 1 He 3aKpuBa€ 3’€IHAHHS JIOTH, TOKK He Oyze OHOBJICHHS Bin cepBepa. Crocid webhooks Ha
MpoTHBary He poOHMTH 3amuTiB, a ix orpumye Bix Telegram cepBepa i BinmoBigae Ha Hux. Lleit cnoci6
e(peKTUBHININH, OCKUTBKU JUIsl OTPHUMAHHSI OHOBJICHb HE MOTPIOHO TPUMATH BIAKPUTHM 3’ €THAHHSM TO/I,
KOJIX HEMA€ HISKUX OHOBJICHb. TaKOXK IEepEeBarorw IL0ro METOIY € T€, IO BiH MIAXOIUTH Mix O0e3cepBepHy
Mojenb obuncieHHs (serverless). Ll momens oO4YMCIEHHS Ha XMapHHX cepBicax Habarato JelieBlia Ta
Habarato Kpaiie MaclTaOyeThCsl, 3aBISKA TOMY, IO CEpBEp 3aIyCKAEThCS TUIBKH 3a HEOOXiMHOCTI, H
MOJK€ 3aIllyCTUTUCh MapajeibHO, SAKIIO MOTPIOHO 00poOasTH mapanenbHi 3anuTH. Firebase mpomonye
cepsic xmapHi ¢ynkiii (Cloud Functions), korpuit migifize mias posmimeHHs Telegram Gora 3 MeToaoM
webhooks /17151 OHOBIIEHB.

s toro, mo6 cmaptdon y poii [oT nutro3a Mir oTpuMyBaTH 1 IIepeaBaTH JaHi 3 CeHcopa Ha 0a3y
JaHUX 1 POOWB Iie, KOIM TPUCTPIH Mpaiioe y GOHOBOMY peXuMi (3 BUMKHEHHM EKpaHOM), HalKpalie
3pOo0UTH aHAPOIA-I0aaTOK. J{ist jerioro 1 mBUAIIOr0 po3pobiieHHs BuOpaHo dpeiimBopk React Native,
KoTpui uymoBo mnpairtoe i3 BLE Ta 3 background mode (¢hoHoBu# pexum).

Bazogwuii mporiec podotn MK®C Ha ocHOBI cMapThoHa MOXKHA orrcaTi Tak: cencop LYWSD03MMC
Hajcuiae depe3 Bluetooth mani mpo TemmepaTypy Ta BOJIOTICTh Ha aHIPOIA-A0JATOK, KOTPHUH MpAIIOE Y
(donoromMy pexkumi. Lleli nogarok uepe3 websockets Hancunae nani Ha 6a3y manux Firestore. KopucrtyBau 3a
noromororo Telegram Oora 3amutye nmani, a Cloud Function Hajcuiaae oHOBIIGHI nmaHi 3 0a3u JaHUX.
[IpomonoBany apxitektypHy cxemy MK®M, posropayTy Ha 6a3i cMapTdoHa, ToIaHo Ha pHc. 3.

Information and communication technologies, electronic engineering, Vol. 3, No. 1, pp. 10-22 (2023)



10. llixoponao, M. bewneil, I'. Bewueii, B. ['onybeys

’ Firebase
Bluetooth Low Energy Internet websockets \ ' '
> —_— »
3 Functions
Firestore
LYWSDO3MMC Telegram
Xiaomi Temperature Webhook
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React Native
Android . HTTPS
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Puc. 3. Apximexmyprna cxema nponorosanoi MKQ@C
07151 MOHIMOPUHRY KAIMAMUYHUX NAPaAMempis

Connected Devices:
Instinet 2 SolTac - F6:ES.E6:93:E9:A8

Connected Devices:
Instinct 2 SolTac - F6EBE6I3ETAB

67.7E:A4:.CO-92.CB

67:7E:A4.C9:92:C8

ATC_3D27AD - A4:C1:38:30:27:A0
FOESEI4ZBEA

71.DB2522FBES

ATC_3D27A0 §*

ACIIBIOITAD resio-26

Every minute
Every 10 minutes

C a . Every 30 minutes

Connecting to A4:C1:38:3D:27-A0
e b Every 60 minutes

21.7 56 7

Interval updates
Every 30 minutes

Puc. 4. Kongizypayis ma niokmuiouents cencopa MOHImopunzy
KALMAMUYHUX Napamempie 00 wii3d, po3eopHymoeo Ha bazi cmapmegorna

[HdoxomyHiKamiiHI TeXHOIOTIT Ta eeKTpoHHa imxkeHepis, Bum. 3, Ne 1, C. 10-22 (2023)
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KopucryBauy HeoOXinHO HajaTH 03B Ha Te, 00 TOJATOK MIr MpaioBaTd y GOHOBOMY pexXHMi
JUIsl TIepeNiaBaHHs TaHuX i3 BUKopucraHHsaM Bluetooth. KopucTyBaTrCeh nomaTkoM IpocTo, CIOYATKY BiH
HAMAaraeThCcsl 3HAWTH HEOOXITHUI CEHCOp, IMICIS YOro KOPHCTYBady HEOOXIJHO MiIKITIOYUTUCH JI0 HBOTO.
[Micnst ycmimHOro 3’€MHAHHS 13 CEHCOPOM JOJATOK IOKaKe aKTyasjbHI 3HaYeHHs i3 ceHcopa. Ha mii
CTOpIHIII MOXKHA TAKOXK HAJIAMITYBATH, K YacTO JOAATOK OTPUMYBaTHUME 1 HaJICHIIaTUME 3HAYCHHS 10 0a3n
JNaHuX. Y TakoMy BHUIAJIKy, YUM 4YacTimie Oy/ie OHOBIIIOBATUCH 3HAUCHHS MEPEAaHnX JaHUX, THM IIBHJIIIC
PO3PAIUTHCS aBTOHOMHHUH aKyMYJISITOP CEHCOopa Ta IILJIF03a, TOMY HEOOX1HO 3a0e3ICUNTH IHTEEKTyaIbHE
nepenaBaHHsl JaHWX Ui ONTHMI3alil KUIbKOCTI TepefaBaHb. Jlami KOpuUCTyBad MOXeE TMEpEHTH Y
Background Mode (dboHoBHI pe:kuM) 1 TOIATOK MpamioBaTuMe y (GOHOBOMY PEKUMI. Y IIbOMY PEXHMI
TenedoH OyJie MOBLIbHIINIE PO3pAHKATUCh. [Ticist TOro sk HaJaITOBAHO IILTI03 Pa3oM i3 CEHCOPOM, Oy/Ib-
KM KOPHCTYBad 3 JIOCTYIIOM JIO IHTEPHETY MOXKE ITIICATHCh Ha OHOBJICHHS MOKAa3HHKIB CEHcopa 3a
nonomoroto Telegram 60Ta. 3HIMKH ekpaHa cMapTdOHA i3 MIIKITIOYEHHSIM Ta 0a30BUMH HAJIAIITYBaHHSIMH
TOKa3aHo Ha pucC. 4.

Ha puc. 5 HaBeneHo pe3yiabTaTH MOHITOPUHTY KIIMAaTHYHUX MapaMeTpiB Ta PiBHS 3apsjly IUTI03a
omnosimenux uepe3 Telegram-kanai.

< IermoGram X
ot

What can this bot do?
@TermoGram_Bot sends data |

| received from the sensor
L §

Greetings! Please subscribe
to receive sensor updates

(

What can this bot do?

@TermoGram_Bot sends data | /subscribe ;o535
received from the sensor %
You successfully subscribed

for updates 1

Sensor data
01/12/2022 19:53:25
Temperature: 20.3°
(O Humidity: 59%
Battery level: 60%

Sensor data

01/12/2022 19:53:45
Temperature: 20.3°

(O Humidity: 59%

B Battery level: 60%

REST*RT @ @ Me

Puc. 5. Pe3ynemamu monimopunzy napamvempie
6i0 MK®C, nogioomneHni 6 menezpam-kanaui

3. Po3po0JieHHs aJIrOpUTMY iHTEJEKTyaJbLHOr0 aHATi3y Ta onTUMI3alii mpoueciB nepegaBaHHs Aa-
HMX VIS TPONIOHOBAHOTO MPOTOTHILY MOOLIBLHOI KibepdizuuHoi cucTeMn

OCKUIBKM 4Yac aBTOHOMHOI poOOOTH Ili€l CHCTEMM 3aJiOKUTh Bill aKyMyjsaTopa cMapTdoHa, a
MPOAYKTUBHICTE — BiJ TpaiKy, 110 MepPeaacThCs MEPEIKEI0, TOIILHO ONTHMI3yBaTH MPOIecH 30UpaHHS Ta
nepeaBaHHs JaHUX Ui CKOHOMII pecypciB. Y TpaJMIIMHUX CHUCTEMax JaHi HaJCHIIAIOTh 13 NCBHUM
(ikcOBaHWUM IHTEPBAJIOM, SIKMI BCTAHOBIIOE BUPOOHHK. Ha BiZIMiHY BiJl BiZIOMHX, y TIPOIIOHOBaHIN HaIIiK
MK®C inTepBan MoxHa BHOMpaTH A0BUTbHHHA. [IpoTe mMpomoHyemMo JUisi Hallol CHCTEMH pealli3yBaTH
YaCTKOBO IHTEIEKTYyallbHUI TMpOoIeC MepeaBaHHs JaHUX, 30KpeMa MPHUITYCKAEMO, MO SKIIO BIIPOIOBXK
00U He BiI0YBaIKMCh 3HAUHI 3MIHU KOJIMBAHHS TeMIepaTypH, TO JaHi He OyayTh nepenaBaTuchk. Kparie ix
HaJCWJIATH TUIbKM TOJI, KOJIM JaHi 3MIHIOIOTHCS HE MEHII HDK Ha KpUTHYHMH mopir, Hanpukiax 0,1
rpaayc. Y bOMy BUTIQJIKy KOopucTyBau y Telegram GOTi He OTpUMyBaTHUME CIIOBIIIEHbB, SKIIO TEMIIEpaTypa
HE 3MIHHJIach, @ CHCTEMa 3a PaXyHOK MEHIIIOT KITBKOCTI HaJiCIaHUX MTOBIIOMJICHb OyJ1e AOBIIE MPAIIOBATH
ABTOHOMHO.

Information and communication technologies, electronic engineering, Vol. 3, No. 1, pp. 10-22 (2023)
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Takox it po3pobiaenoi MK®DC wmoxHa HamamryBaTH ONTHMAIBHUH Tpolec TepeaaBaHHs
MOHITOPHUHIOBUX MaHUX. Take pillleHHs MOLUIbHE, OCKLIBKM OJWH MAKeT JaHUX MICTUTH 1H(pOpMAIIo s
OJTHOTO BUMIpIOBaHHS, TOMY BapTO MPHUITYCTUTH, LIO JaHi HE CIi/l HaJICUJIaTH OKPEMO, a €JHHM IMaKETOM,
CKa)XIMO JIJIsl TI'ITK BUMIPIOBaHb, SIKi HAaJalli MOJKHA 3rPYIYBaTH B MEXax OJHOTO arperoBaHoro nakera. ¥
IIbOMY BHUIIAJIKy CaMe IIOBIIOMJICHHS CTa€ MEHIIIUM, OCKUIbKY OLbIle He TyOJIIOI0ThCS 3ar0jIOBKH MaKETiB,
3MEHIIYETHCS MEPEKEBUH Tpadik, a OTKe, MiABHUIYIOTHCS IPOAYKTHBHICT 1 aBTOHOMHICTh CHCTEMH.

MouaTox popaTky

3'epHaTveh 3
CEHCOPOM

OTpumaTh paHi 3 PoaymHi QuikysaTin
—T, Hi————» -
"|cencopa, abepertn T, ax OHOBMEHHA : BI3HAYEHWA YaC
Y
Hapjcnatyv pavi go | r
<
cepeepa OTpumati naHi 3
ceHcopa
Tak
h
¥
Quikysati 1 P . )
Hi ceKyHay < Hapicnati aaHi no
cepBepa
Y Hi
OTpUMaTH AaHi 3 Hi
ceHcopa, sbeperti
NewT,
mod{MNewT-T) =1
il no: Aa batchMeasuraments
npipioTeToM ACBHHHE > 5

Dobaemti NewT;
to batchMeasurements
MacHey

Puc. 6. Ancopumm inmenexmyanoHoco ananizy ma onmumizayii npoyecie nepedasants oanux ong MKOC

OCKUIbKM CHUCTEMa TMpH3HAUYCHA JJIs1 POOOTH 3 JCKUIBKOMAa CEHCOpaMH OJHOYACHO, MEIKi 3 HUX
MOHITOPATh TEMIIEpPaTypy Ha KPUTHYHINIMX 1 Ba)UIMBIIIMX 00’€KTaxX, BINMOBIIHO BUMIPIOBAaHHS 3 IUX
CEHCOpIB MOTPiOHO 3/iHICHIOBATH YaCTIllle Ta 3 BHIUM MPIOPUTETOM. 3a JIOTIOMOT OO JI0JIaTKa KOPUCTYBad
MOJK€ BU3HAUYHMTHU MPIOPUTETHICTh IUX CEHCOPIB, 110 JACTh 3MOT'Y IIUII03Yy BPaxOBYBAaTH iX Iij 4ac 0Opo0-
JICHHsI BUMIPIOBaHb 1 HaJCHJIaHHS HakeriB. [l Takoro BHUHAAKy MU pO3pOOMIIM BJACHY JIOTIKY Iepea-
BaHHS JIAHWX JUIS [UTI03Y, SIKa, HA BIAMIHY BiJl BiJOMHX, MOJKE BU3HAYATH IPIOPUTETHICTh BUMIPIOBaHb. K

[HdoxomyHiKamiiHI TeXHOIOTIT Ta eeKTpoHHa imxkeHepis, Bum. 3, Ne 1, C. 10-22 (2023)
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BXKE 3a3HAYANOCs, B CUCTEMi 30epiraroThCs JIMIIE Ti BUMIPIOBaHHS, PI3HULS MK skumu nepesutye 0,1
rpanyca. [Ipore, SIKIIO pi3HUI CTAHOBHTH OLIbIe Bil 1 Tpamyca, TO BAMIPIOBAHHS BBAXKAETHCS KPUTHYHO
BXUIMBIUM Ta BINNOBIAHO TpiopuTeTHUM 1 Oynme Hamicmane Bigpa3y, mnoza deprot. Lle nacte
3MOTYOIEepaTopy CUCTEMH IMBHUJIKO pearyBaTy Ha KpUTHYHI 3MIHU TEMIIEpaTypH Ha 00’ €KTi, ¢ BUKOHYIOTh
BuMiptoBaHHsl. OTxe, cucreMa Oyle roroBa epeKTHBHO MpaIioBaTH B OyIb-KOMY CTaHi, HaBiTh 3a
HernependayyBaHUX CUTYaIlil, 3a0e3MeUyour HadiliHe Ta TOYHE MepeIaBaHHs JaHuX.

VY3aranpbHEHHI aJrOpUTM IHTENEKTYalbHOTO aHaji3y 3i0paHHX JaHUX Ta ONTHUMI3allil IMpoIeciB
nepenaBaHHs JaHUX, SKAH MPOrpaMHO peai3yeTbcs Ha CMapTQOHI, MO0 BHKOHYE pPONb NUTI03a JUIS
cercopiB MK®C, naseneno na puc. 6. Jlns Toro, mod KopucTyBad Mir HaJlAMITyBaTH Y pasi NOTpeOH iHTe-
JIeKTyallbHE OHOBJICHHS a00 4YM € 1edl JaBad MpIOPUTETHUM, BiH TMOBHHEH IIONEPEIHHO BUKOHATH
HaJaIlTYBaHHS B J0AATKY Ha CTOPIHII CEHCOPIB (IuB. puc. 6).

[Ticns mporpamMHOi peaizailii 3raJlaHOrO BHIIE aNTOPUTMYy B JoAatky ais koHgirypamii MK®C
nependadueHo MOXKIIMBICTh BCTAHOBIIOBATH MPIOPUTETHICTH TOBiIOMIIEHHS (puc. 7, a), a TAKOX JOCTYITHI
TPH THITH TIOBIZIOMJICHB: 3BHYaiiHe (puc. 7, 0), mpiopurerHe (puc. 7, B) i rpynose (puc. 7, T).

Ha puc. 8 monano po3po6aenunit npororun MK®C MOHITOpUHTY KIIMAaTUYHHX ITapaMeTpiB, JI¢ Ha
HOYTOYIll — KOJ IpOorpaMu, IO peajii3ye 3alpOIOHOBAHMI BHIIE QJITOPHTM, Ta MOHITOpP, Ha SKOMY
BinoOpakaeThbes Telegram yat i3 60oToM Ta 6a3a nanux Firebase, y sikiii 30epiraroTbcsi BCI BUMIpPIOBaHHSI.

.Measurement.
07/03/2023 21:31:10
& Temperature: 20.6°
& Humidity: 65%

4

=
-

=

10:43 @ ®)

Termoggram

Sensor battery: 42%
Phone battery: 86%

21:31

< Gotolist

ATC_3D27A0 &

A4:C1:38:3D:27:A0 rssi

0

™ Measurement ™
06/03/2023 22:30:47
& Temperature: 17°

& Humidity: 73%
Sensor battery: 49%

i Phone battery: 100%
a ‘ 22:30

19.6 a7 64

* Disconnect

b 1
-

Batch measurements
Smart updates . .

@ 06/03/2023 22:56:50
High priority & 205° 8 66% B 47% =

Run in background © 06/03/2023 22:57:30
& 200 b oo § 47
@ 06/03/2023 22:58:52
& 207° 8 66% B 47% [ 100%

@ 06/03/2023 22:59:45
& 21° b 66% B 47

& 06/03/2023 23:00:45
& 209° 4 66% B 47% -

a 2

Puc. 7. Pe3ynomamu MOHIiMopuney KIiMamuynux napamempis
6 ymosax peanizayii inmenekmyanvro2o aieopummy 6 MK@C
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ol
baza gpaHux

Bl Cious

Puc. 8. [lpomomun po3pobaenoi mobinbhoi kibeppizuunoi
CUCmemMu MOHIMOPUHSY KAIMAMUYHUX NAPAMempis

4. Nocaixxennsa epekTuBHOCTi pyHkuionyBanHs po3podaeHoi MK®C 3 iHTeleKTyaJbHUM MOHITO-
PMHIOM KJIMAaTHYHHMX MapaMeTpiB

Pospobneno merox omiHioBaHHS e(ekTUBHOCTI (QYHKI[IOHYBaHHS peasli3oBaHOTO MPOTOTHUITY
MOOUTBHOT Kibep]i3nuHOi cHCTEMH 32 KPUTEPiEM HACKPI3HOT 3aTPUMKHU TIepeaBaHHs JIaHHUX, IO € OJHUM
13 KIIOYOBHX TapaMeTpiB MOHITOPHHTY SIKOCTi HaJaHHs CEpPBICIB PEaNbHOr0 4Yacy KPUTHYHO BaXKITUBOI
iHppacTpykTypH. XapakTepHow ocobmuBicTio npornoHoBanoi MK®C cucremu € BUKOPUCTaHHS PO3po0-
JICHOTO YHIKAJIBHOT'O METOJy BHMIPIOBaHHS HACKPI3HOI 3aTPHMKHU IepelaBaHHS JaHUX 13 JOAaBaHHSIM
4acoBOT MITKH JI0 METaJaHUX 3aroJIoBKa makera (puc. 9), 1o Ja€ 3MOry BU3HAYaTH 4ac OOPOOKH TaKeTiB
KO>KHOT'O KOMITOHEHTay MEpeXki Ta B yMOBax MEpEBUINEHHS HOPM aBTOMAaTHYHO CIIOBIIIATH PO MPUHHSATTS
HEOOXIIHUX KEPYIOUMX pillleHb, SIKi Ui Pi3HOTO MPU3HAYEHHS CHCTEM MOXYTh Bimpizustucs [10]. s
IHTEIEKTYalIbHOTO TNPHUHHSTTS KEpYIOUMX BIiJMOBIIHUX pilIeHb Y NOJANbIIH poboTi MU TUTAHYEMO
BHUKOPHUCTATH HA IILTI031 00pOOKK MOAYIJIb HAa OCHOBI IITYYHOT'O IHTEICKTY.

\4

KomMmmnoneHT #1 » Kommonentt #2

i Metadata |
Metadata . ;
Timestamp S#1 oy loa T¥mestamp S#1 | Eellent
Timestamp S#2 :
IMos1xoMIIeHHA IMosigoMIIeHHSA IMoBigoMieHHA

Puc. 9. Ipunyun memody eumiprosanns sampumxu 6 MKOC

3ammiiemo ¢GopMylly Ui BU3HA4YCHHS HACKPI3HOT 3aTPUMKH IIOBIIOMIJICHHSI MK BCiMa KOMIIO-
HEHTaMHU:

delay,, ., =timestamp,, —timestamp,, )

Jie 3MIHHOIO fimestamp BiIOOpaXKaroTh MO3HAYKY Yacy; m — KOMIIOHEHT mpotoTuny MK®C.

[HdoxomyHiKamiiHI TeXHOIOTIT Ta eeKTpoHHa imxkeHepis, Bum. 3, Ne 1, C. 10-22 (2023)
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{06 mpomeMoHCTpYBaTH POOOTY 3alPOMOHOBAHOTO METOIY, MU OILIHWIM, HACKUTBKH IIBHJIKO
BHUMIpIOBaHHSI (DOPMYIOTBCSL Yy TIOBIZIOMJICHHS IO MOMEHTY, SIK KOpUCTyBad ioro otpumae y Telegram
MeceHpKepi. sl mboro yBIMKHYJIM YacoBY MITKY (timestamp), BCTaHOBJICHY B MOMEHT BHMipIOBaHHS
TemIiepatypu 3 cercopa. [licns BigmpaBky I[bOTO BUMIPIOBaHHS y TOBIJIOMJICHHI YacOBY MITKY BBEIH y
MeTaiaHi mopigomiieHHs. [1icis Toro, sk MOBIIOMIICHHS OTPUMA€E KOPUCTYBa4, MOXKHA JII3HATUCH Yac HOro
oJiepkaHHs. BIAMOBIAHO PI3HUI LUX JABOX YACOBMX MITOK BKa3yBaTHME Ha 4ac, HEOOXiTHHH AJIs TOro,
o0 KOpUCTyBa4 OTPUMAaB 3HAauYeHHs 3 ceHcopa. CepeHilil yac 3aTpUMKH TIiJ Yac MPOBEJCHHS EKCIIepH-
MeHTY cTaHoBUB 3,7 c. [IpoTe oliHIOBaHHS 3a cepeHIM 3HAUCHHSIM IIle HE JIa€ 3MOTH 3pO3yMITH, JIe caMe B
CHUCTEMI IOBIIOMJICHHS 3aTPUMY€EThCsA HaiijoBine. ToMmy s BOro HEOOXiTHO BBECTH M€ JOAATKOBI
MPOMIXKHI YaCOBi MITKH y crcTeMi. BiflMoOBiIHO MU BCTAHOBUJIM TaKi MITKH:

® Ha CEHCOpI IMiJ] Yac BUMIPIOBAHHS TEMIIEPATYPH;

Ha Android w031 mig yac opmyBanHs nopinomiacHHs (Gateway);
y 0a3i nanux Firebase micis 30epexxenns noeigomiienns (Firebase);
Ha Cloud ¢ynxuii nepexn Binnpasnenusam a0 Telegram 6ora (Cloud);

micns BianpasnenHs y Telegram 60T, yac orpumanns nmoeinomienns (Telegram);
MakcuManbHa 3arajbHa 3aTpUMKa B CHUCTEMI Mijl 4ac MOCHipKeHHs craHoBmia 10 ¢, mo € mayxe
noopuM pesynbratoM. ['padik aOCONMIOTHHUX 3aTPUMOK MOAaHO Ha puc. 10.

AbBcornioTHa 3aTpumka

== Gateway == Firebase Cloud == Telegram

10000

X 7500
g
2
8

S 5000
=
g
=
=

E 2500
™

0

10 20 30 40 50

Homep BumipioBaHHs

Puc. 10. MouimopuHe 3ampumox nogioomieHs
HA KOXCHOMY GHeCeHOMY KOMNnoHenmi po3poodnenoi MK®C

Takox, mo0 Kpalie 3po3yMiTH CHIBBIIHOIIEHHS 3aTPUMOK, MH MOOYAyBalld BiMHOCHHHA Tpadik
3aTpuMoK Ha puc. 11. 3 1poro rpadika BUIHO, 110 OLIbIIa YaCTHHA 3aTPUMKH — II€ 4Yac Bl MOMEHTY
30epexeHHs 3amucy B 0a3i JaHWUX JI0 MOMEHTY, KOIIM KOpUCTYBad oTpuMae ioro B Telegram MeceHpkepi.
3HayHa YacTKa y KIiHIIEBY 3aTPHUMKY IOBIIOMJICHHS BHOCHTBCS IIiJI Yac IepeIaBaHHs Bil ceHcopa 0
IUTI03a, OCKUIBKY JaHi nmepenaroThes yepe3 Bluetooth kanan 3B’s3Ky, KU i 4ac TOCTIIKEHHS 3a3HaBaB
BIUTMBY NEBHUX 30BHIIIHIX 3aBaj, Yepe3 3MiHY MOIOKEHHS CeHcopa. MeTa I[bOro JOCITIIKEHHS OI[IHUTH
CTaOUTBHICT, (YHKI[IOHYBAaHHS CHCTEMH 32 KpPUTEPIEM 3aTPUMKH IOBIIOMIICHb Y PI3HHX CIEHapisix
posropranHs. 30kpeMa, Ha puc. 11 0ayMmo, 110 BUMIPIOBaHHS IOBIIOMIICHHS ITiJi HOMEPOM 55 3a3Hae
MiHIMaJbHOI 3aTPUMKH TOBIOMIJIGHHS MiJ Yac TepelaBaHHs BiJl ceHcopa o mumo3a uepe3 Bluetooth
KaHaJl 3B’S3Ky, IO TOSCHIOETBCS XOPOIIUM pIBHEM CHTHaly Ta pPO3TallyBaHHS CEHcopa /O IUTI03a.
3okpema Taka KoH(]Irypaiis cucremMa NMOBHHHA OyTH BIacTHBa 00’€KTaM KPHTHYHOI iH(pacTpyKTypH,
SKHM HEOOXiJJHO 3a0e3MeYnTH MiHIMallbHI 3aTPUMKH TOBIZOMIICHb. TaKOXK, OCKUIBKH EKCIEPHUMEHTH
3MIMCHIOBAJIMCh B YMOBaX Pi3HOI MOOUIBHOCTI cuctemu (3MiHa Jsiokamii MK®C), yci otpumani 3HaueHHs
3aTPUMOK MOBIJJOMJIEHb 3a0€3MeueH0 y MeXax JOMyCTUMHX HOpPM, IO XapaKTepHO sl OimbIIocTi
BHUIIQ/IKiB BUKOPUCTAHHS CUCTEMH JIFOJIbMHU Y TTOBCSKIEHHOMY JKUTTI.
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BigHocHa 3aTpumka
B Telegram Cloud M Firebase [l Gateway
100%

75%

50%

25%

BigHocHa 3aTpumKa Big 3araneHol y %

1 3 5 7 9 11131517 1921 23 25 27 31 33 35 37 41 43 45 47 49 53 55 57 59

Homep BuMiptoBaHHs

Puc. 11. MouimopuHe 8i0HOCHUX 3aMPUMOK NOBIOOMIEHb MIXHC KOMHOHeHmamu po3poonernoi MK@C
CepenHi 3aTpUMKH Ha BCIX PIBHAX HABEICHO B TAOJIHIII.

CepeaHi 3HAYeHHS 3aTPUMOK, MiJTICEKYH/T

[nro3 basa manux Bexenn Cepsep Telegram

1792 1965 3358 3790

3arasom i3 puc. 11 MoxHa 3pO0OUTH BUCHOBOK, JUIsl KO)KHOTO KOMITIOHEHTAa CHCTEMH € ITeBHA Bapiailis
BHECCHOI 3aTPUMKH, IIOB’S3aHOi 13 BHITAJKOBUMH 30BHIIIHIMH Ta BHYTPIIIHIMH QaxTopamMu ix (yHK-
IOHYBaHHS. Y MalOyTHbOMY 3aIlJIaHOBAHO BHKOPUCTAaTH 0i0NioTeKy mTy4dHOro inrenekty TensorFlow
Lite [9] mis HaBUaHHS CHCTEMHU CTOCOBHO 11 TOBEHIHKH Y Pi3HI MOMEHTH Yacy 3a KpUTEPIEM 3aTPHMKH
nepenaBaHHs MoBioMIleHb. Lle gacTh 3Mor'y Ha OCHOBI MPOTHO30BaHHMX 3HAYCHb 3aTPUMOK, BHECEHHX Yy
MOBIIOMJICHHS MTEBHUM KOMITOHGHTOM CHCTEMH, IHTEICKTYaJbHO MPUIMATH KEepyIoUi pilllcHHS. 30Kpema,
Taka iHTerpais MTYyYHOTo iHTeNeKTy B po3pobieny MK®C nmacts 3Mory camy 3poOUTH 11 e eKTHBHOIO,
CaMOOIITUMI30BaHOIO Ta CAaMO/IaITHBHOIO B YMOBAX Pi3HUX 30BHIIIHIX Ta BHYTPIIIHIX ()aKTOPIB BILTHBY.

Mu TakoX JOcHianian epeKTUBHICTh pOOOTH PEXUMY IHTENEKTYAIBHOTO aHai3y JaHUX, MalOud Ha
MET1 3MEHIIUTH KUTBKICTh OJHOTUITHUX IMOBIJIOMIICHB 1 3HW3MTH HaBaHTa)KCHHS Ha cuctemy. [lim yac ekc-
MEPUMEHTY OYIIO BUSIBJICHO, IO Y BUTIQ/IKY IHTEIEKTYaIbHUX OHOBJIEHBb KUTBKICTh BIANIPABICHUX TOBIIOM-
JeHb Oyma BTpHYi MeHIIO — 18 mpotu 6 moBigomiieHb Ha TOAUHY (puc. 12). OCKUTBKH HTEIEeKTyalbHi
OHOBIIGHHS TOJUISAIOTh Ha MPIOPUTETHI, SIKi MICTATH OJHE TOBIJOMIJICHHS, Ta TPYIMOBi, TO KiIBbKICTh
BiJIlIpaBJICHNX TTOBIIOMJICHD y CEpeIHbOMY cTaHOBMIIA 11 moBimomiteHs 3a roauny (puc. 13).

CepefHs KinkicTb MOBiAOMMEHb 3a roguHy

20

CepeaHs KinkicTb NOBiAOMIEHb 3@ TOANHY

IHTEeneKkTyanbHUiA pexum TpaguuinHuin pexum

Puc. 12. IopisusanHs cepeduboi KitbKocmi nepedanux nogioomieHs
3a 200UHY 8 MPAOUYILIHOMY Ma iHmMeneKmyanbHomy pestcumi pooomu MKDC
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CepefHs KinbKicTb BUMIPIOBaHb 3a roguHy

20

CepeaHst KinbKiCTb BUMIiOBaHb 3a roanHy

|HTEneKkTyanbHWUin pexum TpapuLinHUiA pexum

Puc. 13. llopisusHHs KitbKOCMI UMIPIOBAHb 3a 200UH) 8 MPAOUYITIHOMY
ma inmenexmyanvHomy pescumax pooomu MKOC

Takox, KpiM 3aTPUMOK, BaKJIMBUM IOKa3HHUKOM € KUIBKICTh IMEPEIaHOro 4epe3 Mepexy Tpadiky.
CepenHiii po3Mip OJJHOTO TIOBIZIOMJICHHSI B iHTepBaJIbHOMY pekuMi — 134 Gaiita. Haramaemo, mo B mbomy
PSKUMI OJJHE MOBIIOMIICHHS MICTUThH OJHE BUMIpIOBaHHS. 3TiAHO 13 pHC. 13, 3a rOAMHY B CEPEAHHOMY
HaJCHJIAEThCs 18 MOBIMOMIICHD, 10 O3Hauyae 18x134 = 2412 Gaiita. Y iHTCIEKTyaJbHOMY PEKUMI OYyi10
HaJICJIaHO TPH IMOBIJIOMIICHHS, IBA 3BUYAlHI Ta OJHE MpiopuTeTHE. BiAMoBinqHO 1Ba 3BMYaliHi MICTITH 110
I1’SITh BUMIPIOBaHb KOXKHE, 1 pO3MIp 0IHOTO Takoro nakera 446 6aiita. Tomy otpumyemo 446x2 + 1x134 =
1026 Gaiit, ToOTO y 2,3 pa3y MeHIIe 00csTy epenanol ingopMariii, HiXk y IHTEpBaIbHOMY PEXKHMI.

BucHoBku

OcraHHIMH pOKaMH MOJJIMBOCTI Cy4acHUX MOOUTBHHX MPUCTPOIB icTOTHO 3pociu. L MOKIHBOCTI,
Taki K 3Ha4HI 00YMCITIOBATIbHI pecypcH, AeKUTbKa TEXHOIOTIH 3B’ 3Ky, PI3HOMaHITHI CEHCOPHI MOy Ta
MiATPUMKa MOB IIPOTPaMyBaHHSI BUCOKOTO PiBHS, JAIOTh 3MOr'y Ha 0a3i cMapT(oHIB po3ropTatu MOOLIBHI
kibepdizuuni cucremu (KOC) y HamoMy moBcsikieHHOMY HTTi. Came ToOMy B poOOTi1 MU 3alIpONOHYBAIH
VHIKalIbHE pimieHHs moo posroptranas MK®C mis MOHITOPHHTY KITIMATHYHUX NapameTpiB, TaKHX SK
TeMIiepaTypa Ta BiJHOCHA BOJIOTICTb IOBITps, 13 BHUKOpHCTaHHSIM cMapTdoHa sk [oT mnumoza, mio
MIATPUMYE IHTEICKTYalbHMI aHalli3 Ta ONTHMI3allil0 NpOIECiB IepenaBaHHsA nmaHuX. Jis 1poro
peaizoBaHO apXiTeKTypy MoOUTbHOI Kibep(}i3WYHOT CHCTEMH MOHITOPHHTY KIIMAaTHYHUX HapaMmeTpiB 3
Telegram onoBimeHHsIMHA. 3aPOIIOHOBAHO AJITOPUTM IHTENIEKTYAIBHOT0 aHAI3Y Ta ONTHMI3allii MPOIeciB
nepenaBaHHs JaHUX Ui pOo3pOOJIEHOr0 MPOTOTHITY MOOLTEHOT KibepdiznuHoi cucremu. Ha ocHOBI 11bOT0
ITOPUTMY MU peali3yBalld iHTENEKTyallbHY JIOTIKY nepenaBanHs nanux jiasi MK®C, ska, Ha BiMIHY BiJ
BiJIOMHX, JJa€ MOXKJIMBICTh BU3HAYATH TPIOPUTETHICTh BUMIPIOBaHb, 1100 MIBHKO pearyBaTH Ha KPUTHUYHI
3MIHM TeMmmeparypu Ha 00’ekTi, Je BinOyBarOTbcs BUMIPIOBaHHS. XapaKTEPHOI OCOOJIHMBICTIO
nporonoBaHoi MK®C cucremMu € BUKOPHCTaHHS YHIKAILHOTO METOly BUMIPIOBAaHHS HACKPI3HOT 3aTPHMKH
nepenaBaHHsl JaHUX i3 JIOJaBaHHAM YacOBOI MITKH JI0 METaJIaHUX 3arojoBKa IMakera, IO € OJHUM i3
KIIIOYOBHX MMapaMeTpiB MOHITOPHUHTY SIKOCTI HAJaHHS CEpPBICIB peajbHOTO 4Yacy KPUTHYHO Ba>KIMBOL
iHppacTpyKTypH. MU TakoX TOCHIIHIN e)EeKTUBHICTh POOOTH alropuTMy IHTENEKTYAIbHOrO aHAI3Y Ta
onTHUMizamil JaHuX, II0 Ma€ Ha MeTl 3MEHINMTH KUIBKICTH OJHOTHITHMX IIOBIIOMIEHL 1 3HHM3UTH
HABaHTa)XEHHS Ha CHCTEMY. 3a pe3yJbTaTaMi BUKOHAHOTO €KCIIEPUMEHTY BUSBIICHO, IO 32 BUKOPHCTAHHS
3alpPONOHOBAHOTO 1HTENEKTYAIBHOTO AJITOPUTMY KUIBKICTh BIIMPABICHUX MOBIIOMIICHH 3MEHINYETHCS B
TpH pa3u Ta y 2,3 pa3y oOcsr nepenaHoi inhopmariii.
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DEVELOPMENT OF AMOBILE CYBER-PHYSICAL SYSTEM FOR
INTELLIGENT MONITORING OF CLIMATIC PARAMETERS

Yuriy Shkoropad, Mykola Beshley, Halyna Beshley, Volodymyr Holubets
Lviv Polytechnic National University, 12, S. Bandery str., Lviv, 79013, Ukraine

The development of Mobile Cyber-Physical Systems (MCPS) is a promising research and development
direction for many industries, such as manufacturing, healthcare, home automation, and many others. That is
why a prototype MCPS based on a smartphone has been developed to collect, process, and transmit data from
various devices and sensors in real-time, anywhere. The architecture of a mobile cyber-physical system for
monitoring climatic parameters with telegram notifications has been designed. An algorithm for intelligent
analysis and optimization of data transmission processes has been proposed for the developed MCPS
prototype. The advantage of the developed system is the ability to determine the priority of monitoring
parameters, which allows for a quick response to critical temperature changes at the object where the
measurements are taken. Additionally, a unique method for measuring end-to-end data transmission delay
using a timestamp in the packet header metadata has been implemented. This method enables the determination
of the processing time of each component of the MCPS and, in case of exceeding the norms, automatically
notifies about the necessary control decisions. Supporting such a method in MCPS is a particularly effective
solution for monitoring the quality of real-time service delivery in critical infrastructure objects. Based on the
conducted research, it has been established that the proposed algorithm for intelligent data analysis and
optimization has reduced the number of messages by 3 times and the amount of transmitted information by 2.3
times. In the future, the developed system, in combination with artificial intelligence, will ensure reliable and
high-quality data transmission even in unpredictable situations, making it a promising solution for improving
the quality of life and the efficiency of smart infrastructures in various fields.

Key words: mobile cyber-physical system; sensors;, smartphone; IloT gateway, Telegram; artificial
intelligence, climate parameters.
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