Habarato IIBHUJIIC BUSBUTH i MIOBTOPHO MEpeIaT BTpaueHHUi makeT, HbK Tahoe; He mOBHHEH yekaTH 3-X
nojgiitanx ACK i ToMy BiH MOXe IIBU/IIIE TIOBTOPHO TepeaTH BTpadyeHui naket, Hix Reno i NewReno;
3aBISKM 3MIHEHUM alroput™am 3anobicantsa nepesanmadicennio 1 [logineno2co cmapmy 311ACHIOE MEHIIE
MMOBTOPHUX IIepeiay, 0 MPU3BOANTH 10 €(eKTUBHILIOIO BUKOPUCTaHHS pecypciB Mepexi, Hixk NewReno i
Tahoe; npu OLIiHIOBaHHI MEPEBAHTAXCHHSI BHMIPIOE MPOIYCKHY 3IaTHICTh i 3MiHIOE ii 3aMiCTh BTpaTh
Hakera, 10 JIa€ Kpalle BUKOPHUCTAHHS CMYTHM HPOIYCKaHHS i MEHIIE TepeBaHTaxkeHb, uuM B Tahoe i
SACK; BHpIBHIOE CBOIO HOPMY IOCHJIKH TaKETiB IO OJEpXKyBada B ONTHMAIbHIA CMy3i MPOIMyCKaHHS,
TOOTO CIIpHUYUHSE CTAOUTBHICTD, Ha BiAMiHY Big SACK.

1. Leland W.E., Taqqu M.S., Willinger W., Wilson D.V. On the self-similarnature of ethernet traffic,
IEEE/ACM Transactions of Networking, vol.2(1). — pp. 1-15, 1994. 2. Cmonmunec B. Coepementvle
xomnvromepuvie cemu. — CII6.: TTumep, 2003. — C. 783. 3. Kirichenko L., Radivilova T., Karpukhin O.
Improvement quality of network service under selfsimilar loading, Cmpameeus xauecmea 6 npomviuennocmu
u obpaszosanuu Il Mam-nor 4-it mescoynap. xoug. — Bapna, 2008. — C. 612-615. 4. Floyd S., Jacobson V.
Random Early Detection Gateways for Congestion Avoidance, IEEE/ACM Transactions on Networking, August
1993. - Vol. 1(4). — pp. 397413, 5. Fall K., Floyd S. Simulation-based comparison of tahoe, reno, and sack tcp,
Computer Communication Review, 2002. — Vol. 26. — pp. 5-21.
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OIIMC I XAPAKTEPUCTUKA KPHUIITOJOI'TYHOI'O MTAKETA
CRYPTOOL SAK HABYAJIBHOT'O IHCTPYMEHTA

© Xoma B., 2010

Penpe3eHToBaHO BiIbHO mMomMpoBaHuii kKpuntosoriunuii maker CrypTool. Onucano
(GYHKIiOHATBHI MOKIMBOCTI HHOT0 MPOrPAMHOIO NakKera, Ha0ip anropuTMiB mMU@pPyBaHHA TAa
nM(poBoOro mianmcy, a TaKO0XK IHCTPYMEHTIB IXHbOro kpunroanaidizy. HaBegeHo omiHKY
3aCTOCYBaHHSI KPUNTOJIOriYHOro nakera CrypTool y HaB4w/IbHOMY mpomeci.

Ku1o4ogi cj10Ba: KpUNTO JIOTiYHHUA, IPOrpaMHMIA, KPUNITO aHANI3, HU(POBHH MigNKC.

The free distribute cryptology package of CrypTool is presented in the article
Functional possibilities of this programm package, set of encryption and digital signature
algorithms and also instruments of their cryptoanalysis are described. Application of
cryptology package of CrypTool in an educational processis estimated.

K eywor ds:

1. Beryn. IeTopisi cTBOpPeHHSI Ta PO3BUTKY KPUIITONAKETA

CrypTool — me BiNbHO MOMIMPIOBAHMN KPHITOJOTIYHUN HPOrPaMHHI TakeT. Y HbOMY 3aiMIiie-
MEHTOBaHO OaraTo KpunrorpaiuHux airOpUTMIB Ta MNPOTOKOMIB SK KJIACHMYHOi, TaK 1 acCHMETPUYHOL
kpurrorpadii, a Takox 3acobu kpunroanaiizy [1-3]. ITaker CrypTool € Hax3BUYalHO TOTPIOHUM i KOPHCHUM
IHCTPYMEHTOM JJIsl BUBUCHHS ¥ aHamizy KpHNTOrpadidHUX MEpeTBOPEHb, a TAKOX BHCBITICHHS PEAIbHUX
3arpo3 il 4ac NPaKTUYHOrO 3aCTOCYBaHHS KpunTorpadiyHux 3aco0iB y cydacHUX iH(GOpPMaLIHUX CHCTEMAX.

IIpoekt CrypTool 3amouyarkysae mpodecop bepuxapn Eccminrep (Esslinger) y 1998 porii, Toai x
PO3BHBAEThCS HA 3acajax BIJIKPUTOTO MPOTPaMHOro 3a0e3NeueHHs TAKUMHU HIMEIIbKMMHU YHIBEPCUTETAMH,
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sk 3iren (Siegen) i Hapmmurar (Darmstadt). Ha momeHT myOsikyBaHHS CTaTTi cTabinbpHOI Oyia Bepcis
nporpamu CrypTool 1.4.30, nanucana mMoBoro C++ | sika MpaLIOe JIMIIE M OHEePAIifHOI CHCTEMOIO
Microsoft Windows. ITpoBoauThest po0OOTa i3 MepeHeceHH s IporpamMu Ha iHmi miathopmu, Taki sk Linux
yu Mac. Y 2007 poui crapTyBaiM JBa MNPOEKTH, LIO0 MAalOTh Ha METi MIArOTOBKY HpPOrpaMu 3
BUKOPUCTAHHSIM THYYKOI apXiTeKTypH «miakiarouu i mparpoi». mpoekt CrypTool 2.0 BukopucroBye
C#/.NET/WPF, naromicts poekt CrypTool 1.0 crimpaetbes Ha miatdopmy Java/Eclipse/RCP/SWT [5].

CrypTool Big3nauenuit OaratbMa HaropojamMu Yy KaTeropii HaBYAIBHOIO MPOrPaMHOIO
3abesneueHHs, 30kpeMa TeleTrusT Special Award (2004), EISA (2004), IT Security Award NRW (2004),
Selected Landmark in the Land of Ideas (2008).

2. ®yukuionaabHicTh maxkera CrypT ool Ta onuc inTepdeiicy

VY nporpamHomy maketi CrypTool peasnizoBaHO MPakTUYHO BCi CydacHi KPUMTOJOTiYHI (YHKIIIT,
3aBASKH YOMYy B OJHOMY CEPCIOBHINI MOXHA BHBYATH HE JIMIIE CYTh Ta OCOOJUBOCTI Pi3HUX
KpunrorpadiqyHuX ajdropuTMiB, alie TAKOXK 3arpo3d Ta PH3HMKH, SKi MOKYTh BUHHKATH TPU 3aCTOCYBaHHI
KpunrorpagpiqHuX 3aco0iB 3aXHCTYy.

IMaker CrypTool ocHateHunit 3py4HUM iHTYITHBHO 3pO3YMLTHM TpadidHuM iHTephelcoM KOpUCTYBaya.
Tonoere BikHO Tporpamu (muB. puc.l) mictute 10 Memro, g€, KpiM TPaJWIidHMX IS arlliKamiii CHCTEMH
Windows pyopux File, Edit, View, Window, Hep, posmimeno Ttaki cremiamizoBani 3aco0u Takera, SK
Crypt/Decrypt (IlIngpyBanns/demm¢ppysanns), Digital Sygnatures’PKI (Hudposi nigmacwn/ITIK, Indiv.
Procedur es (Oxpemi ITpouexypu), Analysis (Kpunroananis), Options (Ommii).

CtpykTypa MeHI0O Ta migMeHr0 B mporpami CrypTool reHepyeTbCs OMHAMIYHO 3aJISKHO BiX
BUKOHYBAHHUX JIiil Ta THITYy TOKyMeHTa (OiHapHUiA Yu TEKCTOBHiT). BCi MO3uUINT MEHIO 3aBXIU BUIUMI, ajie
MOXKHa BHOpaTH JIMIIE Ti, JUIS SIKMX Taka ornepamis mae ceHc. JOCTYymMHMMH aisi KpHITorpadidHuX
NIEPETBOPEHb € JIaHi, IKi 3HAXOATHCS Y TaK 3BaHOMY «aKTUBHOMY» BiKHI.

3 CrypTool 1.4.30 - startingexample-en ['z][ﬁl{gl
File Edit View CryptiDecrypt Digital Signatures/PEI  Indiv, Procedures  Analysis  Options  Window  Help
D|=ef | QS| *[%(5] &5 2[w
startingexample-en E]@”')__q
CrypToal *
CrypToal is a comprehensive educational program about cryptography and cryptanalysis.
This is a text file, created in order to help you to make your first steps with CrypTool. w
Press F1 to obtain help, L:1 Ci1 Pil

Puc.1. Buenso 2onoenozo sikna npozpamu CrypTool

Meno Crypt/Decrypt MicTuth 3ac00d JOCTIIKEHHS HAWBIMOMIIIMX iCTOpUYHUX MIH(DPIB,
HAWNOMYJIAPHIIINX Cy4YacHUX cUMeTpuuHux OnokoBux anroputMmiB (DES, IDEA, AES Ta in.) i
acumerpuuHux — RSA [2, 3, 4]. Pazom 3 TUM YacTHHY peatizalliii KpUITOAITOPUTMIB aBTOPH PO3IMICTHIH Y
mento Indiv. Procedures. Ile 30kpema crocyetbesi anroputmy Diffie-Hellman — meprroro anropurmy
acUMeTpUYHOI Kpunrorpadii. ¥ 1poMy MEHIO JOCTYITHUMHU TaKOX € 3aCO0M aHIMallil TaKuX aJrOPUTMIB
mmdpyBanns, sk Caesar, Vigenere, Nihilist, DES, ski [03BONAIOTH IOKPOKOBE JIOCIIIKCHHS
KpunrorpagiqyHUX MEPETBOPEHb I MOKIIMBICTh apXiByBaHHS TOCHIJOBHOCTI IUX AaHuX y Qaiimi AML.
MOXIIMBUI TaKOXK PEXKUM aBTOMATHYHOTO TEperyisiay aHiMallii 3arajoM i3 peryJbOBaHOI TPHUBAIICTIO
OKpEMHX KpOKiB. AHIMAIliI0 aJlTrOPUTMIB 3JIMCHIOETBCS 32 JIOIIOMOTOK OE3KOIITOBHOTO IMPOTPAMHOIO
3abe3neuenns ANIMAL, mo € nogatkom Java.

IlikaBoro € Bizyaiizailisi poooTu potopHoi M pyBanibHOi MaHl ENigma, sika y nepiiiit mojgoBuHi
XX cromiTTa Oyna HemepeBeplIeHNM JIOCATHEHHSIM Kpunrorpadii, a TakoK HalfHOBIIIOrO MiXXHAPOIHOTO
crannapty XXI cromitrst anroputmy AES. Ha puc. 2. HaBemeHo BUIIIsII BikHa Bi3yamizamii poOoTH
poTopHoi mudpysansHoi Mamuan Enigma.
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% Enigma Simulation

File Wiew Contral Help
& ABCDEFCHIJKLMNOPQRS TUVWXYZ
g - i A e
ON W
Input:
ENTGMASTMULATION
Cutput;
Status  Highlighted wires show encryption steps.
wmar. enigmaco.de enigma v71.0

Puc. 2. Buenso sixna gizyanizayii pobomu pomopnoi wugpysanvroi mawunu Enigma

B mento Digital Sygnatures/PKI BxosTh 3aC00H, 10 TAI0Th 3MOTY O3HAHOMHTHCS i3 TEXHOJIOTIE0
CTBOpEHHS Ta BepHdikauii nudpoBoro mamucy, a TakoX IeHepyBaHHs, 30epiraHHs Ta BUCBITICHHS
napamerpiB MyOIiYHUX i MPUBATHHUX KIFOYIB acuMeTpuuHoi kpunrtorpadii (anmroputmisa RSA, DSA i Ha
SIMNTHYHNUX KPHBHUX).

Menro Indiv. Procedures e HaiCKIafHIIMM SK 3a TEMAaTHKOIO PO3MIIEHMX 3aco0iB, Tak i 3a
nepeBoM miaMeHto. TyT, KpiM Bke 3rajaHux 3aco0iB Bizyami3alii OKpeMHX ajJrOpuUTMIB IIU(pPYBaHHS,
po3mimieHo Habip mporpam st oOYHMCIeHHS Xeml-(pyHKIiH, 3aco0M KOMyBaHHA 1 CTUCHEHHS NaHUX,
(hopMyBaHHS BHIIQJKOBUX IOCIIJIOBHOCTEW Ta OIIHIOBAHHS SKOCTI Mapoiito. J{Jst 3pyYHOCTI B OKpEeMOMY
MiAMEHI0 3i10paHo 3aco0M, L0 CTOCYIOTHCS HAMMOMYJISPHILIOrO acHUMETPUYHOro anroputmy RSA —
TeHEepYBaHHS MPOCTHX YHMCEN, TECTYBAHHS YHCENl Ha MPEIMET MPOCTOTH, (aKTOpU3allis dhces, a TaKoX
neMoHcTpyBaHHs RSA y pexumi mudpysanss/aendpyBaHHs i 1U(pPOBOTO MiIIUCY.

B meno Analysis € 3aco0u, 0 YMOXXJIHBIOKOTH MPOBEACHHS aBTOMATHYHOTO KPUITOAHANI3Y
ICTOPUYHUX MHUQPIB, CYJACHUX CUMETPUYHUX OJOKOBHX 1 aCHMETPUYHUX HMIH(PIB, 8 TAKOXK XeI-(PyHKIIIH.
VY py4HOMY peXHUMi KOPUCTYBay MOKE BUOPATH OKPEMHUI METOA JUIsl CAMOCTIHHOTO KPUIITOAHATI3Y.

B mento Options mokHa 3a1aBatu HaOip 3ac00iB [UIsi aBTOMATHYHOTO KPUITOAHANI3Y ICTOPHYHUX
Ta cydacHMX mHPiB, a TAaKOXK IOMYCTHMHI HaOip 3HAKIB TEKCTOBHX JOKYMEHTIB (BElMKi JiTEpH, Mai
mitepu, umudpu, 3HAKM MyHKTyarii, mpo6im). Bei amropurmu B makeri CrypTool peanizoBani 3a
MDKHApOJHUMH CTaHAAPTAMH 1 HOPMaMH.

V mporpami CrypTool Benuky yBary mpuIileHO HaJaHHIO JOCTYIHOI JOMOMOTH JUI KOXKHOI i3
omiii mporpaMu. 3a moTpedr KOpPHCTyBay, HaTUCHYBINW KiaBimy F1, 3Moke MONIyKaTH MIMPIINA OIKC
OKpPEMHUX aJTOPUTMIB.

VY ¢daiinax 10MoOMOrd 3HAXOIUTHCS:

® TOSICHEHHSI BCIX OCHOBHUX KPUNTOrpadivHUX TEPMiHiB;
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e KOPOTKHI MepeiK MOCUIaHb Ha JHKepela, 10 JOMOMOXKYTh NOTTIMOUTH 3HaHHS 13 BiAIOBITHOTO
MATaHHS,

e OTJIsIA iCTOPii KPUIITONOTII Ta XapakTepUCTUKA TEHACHIIH i1 MOAANIBIIOr0 PO3BUTKY;

e TOTOBI MIPUKJIAJH, Ki MOJETIIYIOTh Ta MPUCKOPIOIOTH MIPOLIEC BUBUCHHSI aITOPUTMIB,

e 100pe cUCTEeMaTH30BaHi TEMH 13 KPUITOJIOTI].

3. HIn¢ppyBanns i nemudpyBanus

Jnst mociipkeHHs mporieciB mudpysanusa/nemudpysanns B nporpami CrypTool nepembaueno
menro Crypt/Decrypt, 1o MicTUTb Taki ImiIMeHIO:

Symmetric (classic) — icropuui mmbpwy;

Symmetric (modern) — cyuacHi CUMETpUYHI aJrOPUTMHU;

Asymmetric — acuMeTpuyHi aJrOpUTMH;

Hybrid — ribpunHi KpUITOCHCTEMHU.

PeanizoBani B miamMeHro Symmetric (classic) icropuyHi mmppu 0XOIUTFOITh YOTUPH KiacH mudpis

3aMiHU:
1. Opnoandagithi (Caesar/Rot-13, Substitution/Atbash)
2. bararoandasithi (Vigenere, Vernam, XOR, Solitaire, Byte Addition)
3. Tomnirpamni (Playfair, Hill)
4. Tomomoponi (Homophone)

Kpim Toro, y mpoMy * MiJIMEHIO MPEACTaBICHI TaKoK mudpu nepecraHoBok Scytale/Rail Fence,
Permutation/Transposition Ta kom6iHoBaHi (3amiHa i mepectanoBka) mmppu (ADEGVX).

B minmento Symmetric (modern) npencrasieHi Taki CydacHi CUMETPUYHI OJOKOBI alTOPUTMH SIK
IDEA, RC2, RC4, DES, Triple DES, AES (Rijndadl), a y miamento Further Algorithms raxox
anropuTMu-¢iHazicTH MikHapoaHoro koHkypcy Advanced Encription Standart - MARS, RC6, Serpent,
Twofish. ¥V posmupeHoMy nepeniky IOCTYIHHX alropuTMiB Takox € moaudikoBanuit DES — DESX,
DESL, DESXL. Ilpu upomy anroputmu DES, Triple DES MoxyTh mpaitoBaTéH HE JIMIIE Y PEKUMI
enekTpoHHoi komoBoi kHwkku (Electronic Code Book — ECB), ane i y pexumi 3B’s3yBaHHS
omokie mudporpamu (Ciphertext Block Chaining — CBC). IlikaBoio € MOXIHBICTH MmmpyBaHHs/
nemudpysanHs daiinmis anroputMoM AES B pexumi caMOpO3NakOBYBaHHS, IO JIO3BOJISIE PO3IIUQ-
poByBatH (ailnu mosa cepegoBuiiem nporpamu CrypTool.

B mimmenro Asymmetric nocrymui tpu ampektuBu: RSA Encryption, RSA Decryption, RSA
Demondgration. Ilepuri ABi qUPeKTUBU MPU3HAYEHI BiAMOBIIHO [Is mppyBaHHs 1 AempyBaHHs JaHHUX 3
BUKOPUCTaHHSAM TMyOsiyHOro i mpuBaTHOro kimrouiB RSA 3aszmanerizp crBopeHux B Meno Digital
Sygnatures/PK1>PK1>Generate/lmport Keys. € MoxJMBiCTh BU3HAYATH TPHBATICTH POLECIB MIH(PYBAHHSI
1 nemmpyBanHs. JlenmdpyBaHHsS BUMarae MpuBaTHOTO KITFOYA, JOCTYII J0 SKOTO 3aXUIIEHO TTapOJIeM.

HupexktuBa RSA Demonstration npusHaveHa Ui JOCHIIKCHHS B OJHOMY BIiKHI TPhOX KPOKIB
ITOPUTMY: TEHEPYBaHHS MMapH KJIFOYiB, ITUPPyBaHHS 1 AemudpyBaHHs.

Yepes migmento Hybrid crarore gocrymummu gupextusn RSA-AES Encryption, RSA-AES
Decryption, ECC-AES_Encryption, ECC-AES_Decryption, ski mnpusHaueHi s MOKPOKOBOTO
JOCHI[DKEHHST TpoueciB mudpyBaHHs 1 Aemu@pyBaHHA Y 3MIIIaHUX CHUMETPUYHO-aCUMETPUYHUX
cucreMax. Sk BiIOMO, y CyYacHHX peajbHUX KPHUITOCHCTEMaxX IHU(pyBaHHS IaHWUX 3HIHCHIOETHCS 32
JIOTIOMOTOI0 ~ IIBHJIKUX» CHMETPHYHHX OJIOKOBHX airoputmiB, Hampukinan, AES, a 3aBmanHsaM
«IIOBUTBHUX» aCUMETPUYHUX AITOPUTMIB € IUPyBaHHS KiIto4a cecii.

Oxpim anroputmMy RSA B 3MmilnaHiii KpUnTOCHCTEMI BUKOPHUCTOBYETHCS TaKOX KpuUnTorpadis Ha
eminrnanux kpusux (Elliptic Curves — ECC) [2, 3].

4. AsrenTudikania ganux. Hudposuii ninnuc
Bax<mBuM A1t IPaKTUKU 3aBJaHHSM aCHMETPUYHOI KpunTorpadii € 3a0e3rmedeHHs [UTCHOCTI Ta
ABTEHTHYHOCTI JaHMX 0Oe3 IX MmHU(pyBaHHs]. 3arajJbHOBH3HAHUM CBHOTOJHI MiAXOIOM IIOAO peaizarlii
IIbOTO 3aBJaHHs € TEXHOJIOTs I poBoro miamucy [3, 4].
B wmento Digital Sygnatures/PKI| noctynHi aupekTtuBH CTBOpeHHs mubpoBoro mianucy Sign
Document, Bepudikamii mudposoro miamucy Verify Document ta BuaiieHHS HUGPOBOTO MiAMUCY
Extract Document.
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Ha puc. 3 HaBezeno Burisi BikHa aupektopii Signature Demonstration (Signature Generation),
sIKa € 3pyYHUM iHCTPYMEHTOM BUBYEHHS TEXHOJIOTI] CTBOpeHHs Ta Bepudikauii nudpoBoro mamucy.

Step by step signature generation [z|

-
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.

.

.

.

n

"

"

A

n

[ alE
/_ Signature
L> Store
sign.

ooooo 53 69 67 EE 61 74 7R Y2 65 3A 20 20 20 20 20 20 20 83 Signature: . -~
ooolz A4 25 B3 50 8A 84 08 DE OE 07 0OC 8F 1F De A1 71 24 04 &xiP. . W, ... [8gs -
nonz24 09 BO 20 BL 37 70 07 EC 9F 1A F3 D1 YD 1F 8B 76 D7 79 L EPpon. uCh. vy
00036 B4 A8 1E 22 64 0OE 78 97 52 14 12 S5E 3F CE A7 92 52 A6 rE."d.=.R.."?08 . R|
non4s 56 DE 7D AR CY AF AL 99 A3 82 10 B9 A5 AL 8E EF DE EA VH}<2ID.J. KIT. _UZ
ooosia 7B CH 43 A2 DB JE FA D1 EF 55 67 28 69 F3 2D 2F 64 AS {ECHU~Colg( ig—rdl =
oooeC  6E BE A6 F1 D3 16 OB 4F E3 58 B4 34 43 AD 2E FC 46 30 knicH. O=z3¥r:C— sF0O
0o007E CC DC AD 69 09 52 CB 61 8F DE F& 97 16 70 9B D4 3D C7 Hb—i Rlla Hv. .p.$=3
oooso 8E 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 53 . =1
0o0A2 69 67 6E 61 74 75 72 65 20 6C 65 6E E7 74 68 3A 20 20 ignature length:
0ooEB4 31 30 22 24 20 20 20 20 20 20 20 20 20 20 20 20 20 20 1024 ==

Puc. 3. Buensio sikna oupexmopii eupobnenns yu@poeozo nionucy

B migmento PKI (Public Key Infrastucture) nocrynsi nsi qupexrieu Generate/l mport Keys ta Key
Display/Export, siki mpu3HaueHi BiAMOBIIHO UIsi TeHEPYBAHHs/IMIIOPTY KIHOYa Ta BHCBITICHHS/CKCIIOTY
KITI0Ya. IMIIOPT YK eKCropT KIOYiB 3/1iHCHIOETHCS 13 BiANOBiMHUX (aiiniB. [IpuBaTHi Kimtodi 30epiraroTecs y
3amm(ppOBAHOMY BHIJISIIL, @ MyOJIiYHI KITFOUi PEMpe3eHTY0ThCs uepes3 mudposi ceprudikatu (puc. 4).

Certificate Data

Verzion: 2 (X . B09v3-1996) e
SubjectNames: CH=Khoma Volodymyr [1263565410], DC=crwp
I==userHamnes: CN=CrypTool CA 2, DC=cryptool, DC=org
Seriallumnber: 4C:15:55:28:6D:A0: 09 A4 k
Validity - HNotBefore: Fri Jan 15 16:23:37 2010 (100115142337Z) -
HotAfter: Sat Jan 15 16:23:37 2011 {110115142337Z)
FPublic Key Fingerprint: Eg51 92E3 1DDk 1E43 4Fe3 3483 AZIE AE31
Subjectkeyv: Algorithm r=a (OID 2.5.8.1.1), Kevsize =
Public modulus (no. of bit= = 1024):
0 FFEF354E 935CeE1D 7ARBDO7E B7EZ1CAR
10 G5Z2BBBCA2 DBABSYFE 732D37B7 SG00BYCE
20 94648477 DD342583 4ECS5Z08D 3DCSAECT
30 3AB9B3I7E BZ285831c 98EAECEA 3I9EZECRE
40 A35ABC7S BOZDZEDE 85FB8679E OBAEDEDO
50 BEBEARB4B ZC7R2ZF8C GSABDE204 943CFAZE
60 CF71E53F52 GSEERERE0 GRADIAFDC RE1A912A
70 BA9ZLSDCF 3373ADBF  6GDAE111F DBADDZDF
Fublic ezponent (no. of bits = 17): 3
£ | ¥

Cloze

Puc. 4. Buensio yugpposozo cepmupixamy
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5. OxkpeMi npoueaypu i aaropuT™MHU
VY wmento Indiv. Procedures BkiroueHO pi3HiI MPOLEAYpPH 1 AITOPUTMH, SIKi 3aCTOCOBYIOTHCS Y
cydacHiit kpunronorii. Hmk4e HaBeIeHO KOPOTKY XapaKTepUCTUKY HAHBaXKITUBIIIHX 3aCO0iB I[bOTO MEHIO.
IMinmento Hash MicTUTh IMPEKTHBH 10 OOYMCIICHb 3HAYeHb Takux Xem-pyHkmid: M D2, MD4,
MD5, SHA-1, SHA-256, SHA-512, RIPEMD-160. 3a momomororo aupektuBd Hash Demonstration
MOJKHA JIOCII/DKYBaTH BJIACTUBOCTI XeIlI-(YHKIH, 30KpeMa BHIAJAKOBICTh 3MiH 1X 3HA4YeHb BHACIIIOK

peaaryBaHHs TEKCTY Ta MPAKTHUYHY CKIIAIHICTh 3HAXOIKEHHS KOJIi3ii, KOJM JIBa Pi3HI JOKYMEHTH Jal0Th
OJHe 3HaueHHS xew. s HpOoro B iHTEPAaKTUBHOMY PEXHMI KOPHUCTYBad penarye OpUriHaJbHMN Qaiin,
CIOCTEpirayy 3MiHM y 3HAYCHHSX XEIl OPUTiHANBHOTO 1 BiZpenaroBaHoro (aina. 3MiHM 3HauY€Hb XeIl
IHTEPIPETYIOTHCA SIK Y TOOITOBOMY, TaK 1 y IPOLIEHTHOMY BHMIpi.

VYV migmento Hash e me aBi QUpeKTHBH, sIKi 1TIOCTPYIOTh 3aCTOCYBaHHS XeII-QYHKIINH ist
aBTenTudikamii mosizomuens (Generation of MACS) Ta reHepyBaHHs KJIIOUiB Ha OCHOBI mapoiio (Key
Gener ation from Password).

Menro RSA Cryptosystem MicTuTh MiAMEHIO Ta AUPEKTHBU 13 PI3HOMAaHITHUMHU iHCTPYMEHTaMH,

110 JAI0Th 3MOTY MOTIUOJICHOTO BUBYEHHS anroputmy RSA:!

e Prime Number Test — ananizye uncia Ha npeameT npoctotu 3a rectamu Miller-Rabin, Fermat,
Solovay-Strassen i Agrawal-K ayal-Saxena;

e Generate Prime Numbers — renepye aBa mpocTi umcna P I ( y 3adaHHX KOPHCTyBadeM

Jliara3oHax;
e Factorization of a Number — dakropusye 3aane KOpUCTyBa4eM YHCIIO HA MPOCTI MHOKHUKH;

¢ RSA  Demonstration (us  ¢yHkiis — ayOmIO€ThCs,  ONMWUCAaHA  paHille Yy  MEHIO
Crypt/Decrypt>Asymmetric);

e Signature Demonstration (Signature Generation) (st GpyHKIist TyOIFO€THCS, ONKMCaHa paHilie y
menro Digital SygnaturesPK1);

e Lattice Based Attacks on RSA (s ¢yHKIsS ayOmMO€TBCS 1 OCKINBKA HAICKHTH 10
KPHIITOAHAITI3y, TOMY OIHMCaHa HIbK4e B MeHio Asymmetric Encryption).

VYV migmento TO0OlS 30cepemkeni okpemi 3aco0H, M0 MalOTh BAXKIHWBE 3HAYEHHS MJIS KPHIITO-
rpagiqHOTrOo 3aXHCTy THPOpMAITT:

o Codes — mijmMeHro i3 TakuMu 3acobaMu KoyBaHHs/ nexoayBanns, sik Base64 Encode/Decode, UU
Encode/Decode i Decode ASN.1 Code of a Document;

e Compress— miamento i3 Zip i UnZip;

e Generate Random Number s — nupekTrBa Ajs TeHEPYBaHHS TICEBIOBUIIAAKOBUX TOCITIJOBHOCTEH
3 BUKOPUCTaHHSAM Takux rerepartopi, sk SECUDE Library random number generator, x*2(modN)
random number generator, Linear Congruence Generator ta | nverse Congruence Generator;

e Password Quality M eter — nupexTrBa IS OLIHKH SIKOCTI TTAPOITIO;

e Password Entropy — aupekTrBa Uil aBTOMAaTHYHOTO TCHEPYBaHHS MMapoJIl0 Ha OCHOBI 3aJaHOl
KOPUCTYBA4eM CHTPOTIIT Ta MPOCTOPY CUMBOJIB.

Mesto I ndiv. Procedur es kpim po3risiHyTHX 10JaTKOBO MICTHTh TaKi ITiIMEHIO:

e Protocals,

e Chinese Remainder Theorem Applications,

« Visualization of Algorithms;

e Secret Sharing Demonstration (Shamir);

o Educational Games;

e Number Theory —Interactive.

6. Kpunroanaunis
OCHOBHHMM 3aBJIJaHHSIM KPHUIITOAHANI3Y, SIK PO3LTY KPUNTOJIOTII, € 00’€KTHBHA OIlIHKa CTIHKOCTI
umpporpam. CphorosHi B MpakTH4YHIH KpunTorpadii BUKOPHCTOBYIOTbCS aNTOPUTMH, SIKI MPONIILIH
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BUYEPIIHI TECTH HAa HASABHICTh BPA3JIMBUX MiCllb. TOMY HEIOCTAaTHS CTIHKICTh HIKM(pOrpamM 3a YMOBH
BUKOPUCTAaHHS [OCKOHAJIMX alITOPUTMIB MOXXE 3yMOBIIOBAaTHCS HEKBAJIi(iKOBaHUM 3aCTOCYBaHHIM
KpUIITOANTOPUTMIB 94X OyTH HACIHIIKOM BHKOPHCTaHHS «CIAOKUX» KIFOUiB. 3aCO0H, PO3MIIIEHI B MEHIO
Analys's, naroTh MOXJIMBICTh O3HAHOMHUTHUCS 13 OCHOBHUMHU METOJJAMH KPUIITOAHAITI3Y.

B migmento Tools of Analysis noctymHuME € Taki iIHCTPYMEHTH, 10 MOKYTh BUKOPUCTOBYBATHUCS B
KPHIITOAHAITI3:

— Entropy — o0uucioe eHTPoNilo BiJAMOBITHOIO JOKYMEHTA;

— Floating Frequency — 3miHHa YacToTa BH3HAYa€, CKUIBKH PI3HUX CHMBOJIB 3HAXOAUTHCS B

KOJKHHX 337aHuX 64-3HaKOBUX CETMEHTaX JOKYMCHTA;
— Histogram —ricrorpama y Burisizi rpadika iIrocTpye 4acTiCTh MOSIBU CHMBOJIB Y JOKYMEHTI,
— N-Gram — cnucok mo 5000 naituactimmx N-rpam, To6to HabopiB pizaux 1-, 2-, 3, ... un 16-TH
CHMBOJIIB y TEKCTOBOMY JIOKYMEHTI B MOPSIKY 3MEHIIICHHS 1X KIJIBKOCTI;
— Autocorrelation — aBToOKopeJisilisi JOKyMEHTa HaJga€ KUIbKICHY OI[HKY MOAIOHOCTI pi3HHX

HOT0 YaCTHH 1 MOKE BUKOPHCTOBYBATHCS [Tl BU3HAYCHHS JOBKHHU Kitoua (1uB. puc.D);
— Periodicity — umkiaivHicTh € mapameTrpoM, SKHH BH3HAYA€ThCS SIK MOBTOPCHHS IEBHOI
noctigoBHOCTI K>1 cHMBOJIIB BiJl MEBHOT MO3HMIIIT 10 KiHIIT JOKYMEHTA.

&5 Autocorrelation of =Vigenene encryption of =startingexample-en>, key <VIGENERECIPHER > >

Autocorrelation of <Vigenere encryption of {startingexample-en>, key <VIGENERECIPHER >
Number of characters that agree
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- 1
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Puc. 5. Buensio sikna asmokopenayii wiugpoepamu

VY migmenro Symmetric Encryption (classic)>Ciphertext-Only i1 aBTOMaTHYHOTO KPUIITOAHATIZY
JWIIe Ha OCHOBI mmm(porpamu AOCTYHHI Taki kimacuuHi anmroputvu, sk Caesar, Vidnere, ADEGVX,
Substitution, Solitaire, Addition 1 XOR, a B migmerro Symmetric Encryption (classc)>Manual Analyss
MOJKITBHIA KepOBaHHI KOpUCTYBadeM kpunToanaii3 mudpis Subgtitution, Playfair i Solitaire.

IMigmento Symmetric Encryption (modern) mictuth 3aco6u I aBTOMAaTHYHOTO KPHIITOAHAITIZY

mmdporpaM, OJepKaHUX 13 BHKOPHCTaHHSAM BCix 15 cuMeTpu4HMX OJOKOBHX alrOPUTMIB B MEHIO
Crypt/Decrypt. Kpunroanani3 3QiiCHIOETBCS MUIIXOM IIOBHOTO Mepebopy 3aIaHOro KOPHCTyBauyeM
npocropy kirouiB (bruteforce attack). Ilicns memmdpyBaHHs 3a BCiMa MOXJIMBHMH KITOYaMH 32

MIPAaBUIBHO BiIKPUTHI TEKCT NPUHMAIOTh BEPCilO 13 HANMEHIIO €HTPOIIE0 NepIInX THCAY] 3HAKIB.
[Minmenro Asymmetric Encryption Hamae KopucTyBady JAesiki 3ac00HM KPHIITOAHATI3y aarOpUTMY

RSA, 30kpema (QakTopHu3allil0 YuClia Ha MPOCTI MHOKHHUKM Ha OCHOBI TaKMX BIJJOMHX METOMIB 1
anroput™iB, sik Brute-force, Brent, Pollard, Williams, Lenstrai Quadratic sieve.

[Minmento Hash nae 3mory anamizyBatu pi3HHX XeUI-AITOPHUTMH Ha MPEAMET 3HAXOPKCHHS KOJI3ii
3a TaK 3BaHUM MapaJOKCOM JHS HApOHKECHHS.

[Minmenro Analyse Randomness Hajae KOpUCTyBady pi3Hi iHCTpyMEHTH, 00 MpoaHali3yBaTH

SIKICTh BUTIQJIKOBUX TMTOCIIOBHOCTEH 32 JIOMOMOTOI0 Pi3HOMAHITHHX TECTIB.
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7. BucHoBok. Ouinka 3acrocyBanHs nakera CrypT ool y HaBuaabHOMY mpoueci

Buxopucranus makera CrypTool y naBuambHOMY mporeci Ha kadenpi 3axucrty iHdopmariii
HamionansHoro yHiBepcuteTy «JIpBiBChbKa MOJITEXHIKa» A€ 3MOry 3poOMTH Taki BHCHOBKH. HasBHi
icTopruHi mmpH i 3ac00H iX KPUNTOAHANII3Y MAIOTh HE JIMIIE BENHKE Mi3HaBaJbHE 3HAUCHHS, alie i Jar0Th
MOXJIUBICTD CTYJICHTAM O3HAHOMHTHCS 31 3MICTOM MEPETBOPEHb KiacuuHoi kpunrorpadii. [Ipore TekcToBi
JIOKyMEHTH, sSKi MOYKHa omnpaiboByBaTH y maketi CrypTool, Ha xajb, HE IOMYCKarOTh BUKOPHCTAHHS
kupuiangHoro andasity. KpiM Toro, B HasBHOMY apceHami IHCTPYMEHTIB KPHIITOAHANi3y iCTOPUYHHUX
mmm¢piB He npencrasieHi meroau Kasiski ta Friedman (IC — ingexc KOIHIMACHIIIT).

V maketi CrypTool HaGip cuMeTpuuHHX OJOKOBHX aJrOPUTMIB € TMOBHHM, HATOMICTh i3 acHMeT-
puuHOi kpunrorpadii BcebGiYHO MOXKHA JOCHIKyBaTH Juire anmroputM RSA. BoOynosani 3aco0Ou
Bigyasizauii 1 aHiMalil CTOCOBHO Cy4YaCHHX CHMETPHMYHUX 1 aCUMETPUYHHX KPHUIITOAITOPUTMIB NalOTh
3MOTY BiJICNIZIKOBYBAaTH 3MICT MEPETBOPEHb HA KOXKHOMY KpOIIi, IO TMOJETUIYE PO3yMIHHS CTYJCHTAMH
BHYTpPIIIHBOI» CyTi ckiaagaux anroputmiB. [llo crocyeTbcs KpunToaHamily cydacHHX OJIOKOBHX
AITOPUTMIB, pealli3oBaHO JIMIIE METOJ MpsAMOro mnepebopy kimtodiB. [Ipu 1poMy anroput™m BigOopy
MIPaBUIBHOI Bepcii cepes; MHOKUHM AeIH()POBaHUX JOKYMEHTIB IPYHTYETHCS JIUILE HA OLIHLI X €HTPOIii.
OTxe, KpUNTOAHATI3 CTa€ HEMOXKJIMBHM, SIKIIO AOKYMEHT mepel mupyBaHHAM OyB cTHCHEHHMH. Takox
cmig 3a3HaunTH, mo pexxum CBC 3B’s3yBanHs OsokiB mmdporpamu anroputmy DES e mepenbauae
BHKOPHCTaHHS [TOYaTKOBOTO BEKTOpA iHiIliaizaiii, a BiiTaK He Ja€ 3MOTH MiIHATH CTIHKICTh mu{porpam.
Takox He mependadeHa podora anroputMmy DES y TakoMy 4acTo 3acTOCOBYBAaHOMY PEXKHMI, SIK 3BOPOTHHI
3B’s130K 3a mudporpamamu (Ciphertext Feed Back — CFB).

Crinx 3a3naunth, mo maket CrypTool € nuieHs HaBYAIBHOKO MPOTPAMOIO 1 SK KPHIITOJOTTUHHIMA
3aci0 He MOBHMHEH 3aCTOCOBYBAaTHCS Yy pealibHUX cuUcTeMax 3axucTy inopmauii. [laker moctymnuii B
AHIJTIMCHKIN, HIMELBKIH, ICIAHCHKIN Ta MOJBCHKiN MOBHUX Bepcisix. [lo mporpamu 10Ia€eThCs €IEKTPOHHA
BepCis MiAPYYHUKA, 10 MICTUTh TEOPETUYHUH BCTYII 10 Cy4acHOT KPUIITOJIOTII.
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