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Po3risinyTo nmuTaHHs NOOYyI0BH KOAOBOI cxemu 3axucry indopmanii Mak-Ejica 3
BUKOPHCTAHHAM ajre0poreoMeTpHYHUX KOAIB HAa NMPOCTOPOBHUX KPUBHX, L0 3a1AI0THCH Y
NPoeKTHBHOMY IpocTopi P? cyMicHHMM pillleHHSIME CYKYITHOCTi ABOX OJTHOPiAHHX PiBHSAHD B
YOTHPHOX 3MiHHUX. JlocaimkeHOo ckaagHoOCTIi peanizauii aaroputMmiB ¢opmyBaHHA Ta
JeKOAYBaHHSI KoJorpaM Yy KojaoBiii cxemi 3axucry indopmanii Maxk-Egica 3
aqre0poreoMeTpu4YHUMH KOJaMH HAa TPOCTOPOBMX KPHMBHX, OLliHEHa 4YacoBa H €MKicHa
CKJIAAHOCTI PYHKIiIOHYBAaHHSA LUX AJITOPUTMIB.

KarouoBi ciaoBa: komoBi cxemm 3axucry iHdopmanmii, cxema Mak-Eaica,
aqre0poreoMeTpuyHi KOAM HA TMPOCTOPOBUX KPHUBHUX, ajaroputMu ¢opMyBaHHA Ta
AeKOAYBaHHS KOJ0IPaM, 4acoBa i €MKIiCHA CKJIATHICTD.

This article deals with the problems of constructions of code chart of McEliece
information protection with usage of algebra-geometrical codes on the spatial curves given in
the descriptive space P* by the joint solutions of totality of two homogeneous equations from
four variables. The research of complexity of realization of algorithms of forming and
decoding of codegrams in a code chart of McEliece information protection with algebra-
geometrical codes on the spatial curves is conducted, the time and capacious complexities of
these algorithms functioning axe estimated.

Keywords: code chart of information protection, McEliece chart, algebra-geometrical
codes on the spatial curves, algorithms of forming and decoding of codegrams, temporal and
capacious complexity.

Beryn

IMocTanoBka npo6JieMH B 3araji-HOMY BHIJISIAI Ta aHaxi3 jgiTeparypu. CboronHi WMOBipHiCHO-
9acoBi BHMOTH [0 TEIEKOMYHIKAidHUX cucreM creriansaoro mnpusHadenus (TCCII) 3HauHO
nigBunmiucs. Lle BupaxaeTbcs HacaMmepes y )KOPCTKUX HOPMAaTHUBaX Y BIPOTiIHOCTI Ta iHpOpMAaIiiiHii
npuxoBaHocTi nepenaBans nanux B TCCII.

IMpoBenennii anam3 [1, 2] mokasas, 110 CHCTEMH Mepenadi (oOpMali3oBaHUX JaHHX B ICHYIOUHX
TCCII He 3abe3neuyroTh 3pocTarouux BHUMOr. OIHMM i3 OCHOBHUX 1 HaileEeKTHBHIIIMX MeXaHI3MIB
3abe3medyenHs TMOTpiOHOI Biporimunocti mepemaBanns ganux y TCCII e 3aBamocrtiiike komyBauus [3, 4].
3ajava migBHIICHHS 1HPOPMAIIHHOI MPUXOBAHOCTI PO3B’ A3YETHCS METOIaMH CIIEIIaIbHOTO ITEPETBOPCHHS
inopmanii (mudpysanus) [5, 6]. OqHUM i3 TEPCHEKTUBHUX HANpPSMIB € BHUKOPUCTAHHS CHUCTEM, SKi
moOy/IoBaHI 3 BHUKOPHUCTAHHSAM ayireOpaiyHMX OJIOKOBMX KOJMIB, TaK 3BaHI KOJOBI CXEMH 3aXHCTy
indopmanii mokasosoi criiikocti [7-9]. Ix 3acrocysanns mae 3mory, no-nepiie, 6GyayBaTH HECUMETPHYHI
AJIrOPUTMM TIEPETBOPEHHs IH(pOpMaIlii, B SAKUX HE HAKJIAJalOThCs OOMEXKCHHS MO0 CEKPETHOCTI
KIIIOYOBHX JIAHMX, MO-ApyTe, MOEIHYBATH 3aBaJOCTiHKE KOAYBaHHS 31 CIEIIaJbHAM IIePETBOPEHHIM
iHopmarii. Lle nae MOKIHBICTH IHTErpOBAHO MIIBUIIYBATH BipOTiqHICTH 1 iH(OpMaIiiiHy MPUXOBAHICTh
nepenadi manux y TCCII. Boanodac Bimomi MeTou mOOYJOBH KOJOBHMX CXEM 3aXHCTy iH(popmarii
JIOKa30BOi CTIMKOCTI HE Jal0Th 3MOr'Y MOBHOK Miporo 3a0e3rnednTH moTpiOHi mokasHuku. Tak, y [10]
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3aMpONOHOBAaHUHN epeKTUBHUN MeTon 3iaMy cxemu Mak-Emica 3 xogqom Pima—Conomona. Tam ke aBTOp
BHCYBa€ MPUITYIICHHS NIPO MOTEHIIIHHY BPa3UBICTh CXeM, SIKi TOOYI0BaHI Ha y3arajJbHEeHHX KoJax boyza—
Yoynxypi—Xoksinrema. Kpim TOro, mpouenypu 3imamy cxemu Mak-Enica MoxyTe OyTH JIETKO
TpanchopmoBaHi Ha cxemu Hineppaiitepa. CTIHKICTh KOIOBHX CXEM 3aXHCTy iH(OpMaIllii, modynoBaHHX
Ha komax Pima—ConomoHa i konax boy3za—Yoyaxypi—XoKBiHIeMa, BBAXKAETHCS HEIOCTATHHOIO.

OnHuM i3 TIepCIIeKTUBHUX HAMPSIMIB PO3BUTKY KOJOBHX CXEM 3aXHCTYy iH(popMallii JOKa30BOI CTiii-
KOCTI, CIIPIMOBAHMX Ha MIJABUILEHHS CTIHKOCTI, € BUKOPUCTAHHS aire0OpOreoMETPUYHMX KOJIIB Ha MPOCTO-
poBux kpuBux [11, 12]. 3acTocyBaHHs KO/iB, MOOYIOBAHHX 3a anreOpaiyHUMHU KPUBUMH sl POPMYBaHHS
KOJIOBHX CXEM 3axHCTy iH(popMmallii, JacTh 3MOTy OTpUMAaTH NOAATKOBHH IMapaMeTp MacKyBaHHS KOIy —
BUJ anrebpaidyHOT KpUBOi, Ha OCHOBI SIKOT OyYEThCS TIEpEBIpKOBA 1 MOPOIKYBAIBHA MATPHIII KOIY.

Kpim Ttoro, B poborax [13,14] mnoka3aHo, IO MpH IHIIMX pPIBHAX yMOBaX BHKOPUCTAHHS
anreOpOreOMETpHYHUX KOJIB Ja€ 3MOT'Y OTPUMATH HAHOLIBIIMKA eHepreTHYHWA BUTpAII BiJ KOAYBaHHS i
JOCSITTH BUCOKMX MOKa3HHKIB BIpOTiHOCTI. [3 301IbIIEHHIM MOTYKHOCTI an(aBiTy KOIOBHX CHMBOIIB i
JIOBXKHHU KOJly CHEPreTUYHHUI BUTPAIl 301TbIIY€EThCS.

AKTyalnbHUM THTaHHAM (YHKI[IOHYBaHHS KOJOBUX CXEM 3aXHCTy iH(OpMaIlii JOKa30BOi CTIHKOCTI
Ha MPOCTOPOBUX KPHUBHX € JOCHIPKEHHS CKJIaJHOCTI iX (opMyBaHHS 1 JEKOAYBaHHS KOJIOrpam,
HAKJIJCHHS 1 3HATTS KIIIOYOBUX JaHUX.

Mera cTaTTi
Meroro ctaTTi € po3pobieHHs mporenyp (QyHKIIOHYBaHHS KOJOBOI CXeMH 3axHCTy iHpopmaiii
Mak-Eunica 3 BUKOpHCTaHHSM aJIreOpOreOMETPHYHIX KOAIB Ha TIPOCTOPOBUX KPHUBHX, OIIHIOBAHHS YacOBOI
1 EMHICHOI CKJIaJTHOCT1 alTOpUTMIB (POPMYBaHHS 1 JICKOAYBAHHS KOJOrpaM Ta OI[iHKA IX aCHMIITOTHYHOI
CKJIaTHOCTI.

OcHoBHA YacTHHA
Konosi cxemn 3axucty indopmauii 1oxka3oBoi cTilikocTi. Po3risiHeMo KOTOBY CXeMy 3aXHUCTY
indopmarrii qoka3zoBoi crilikocti Mak-Euica, Brepiie 3anpornoHoBany B [8].
Hexaii X —ueBupomxkena Kk k - marpuiis Hax GHQ) , D — niaroHanbHa MaTpuIls 3 HEHYJIbOBUMHU Ha
JiaroHai enemMeHTamu, P — epecraHoBoYHa MaTpHIlt po3Mipy N’ n . [lepectaHoBOYHA MATpHUIlI peatizye
TIEPECTAHOBKY KOOPJMHAT BEKTOPA y BUIIISAII MATPMYHOTO MHOKEHHs, & CAME! €NEMEHT pj; marpuui P

nopiBHio€e 1 Toi i TIIBKH TO/I, KOJIM KOOPAMHATA 3 HOMEPOM | TIEPEXOIUTh 3a JOIIOMOTOI0 TIEPECTAHOBKH Y
KOOPJIMHATY 3 HOMEpPOM |. Y pewmTi Bunajkis pj; =0. Omke, MaTpuus P MiCTUTb y KOKHOMY CTOBIILI i B
KO)KHOMY PSZIKY TUTBKH OfHY ofauHHI0. 1o0yTok MaTpullb L = P>D 3ajae mepecTaHOBOYHY MaTpuIlo L
3 HeHy/IboBUMH eieMeHTamu moist GHQ) . IlepecranoBouna matpuisi L (yHIMOTEHTHa MaTpwuils) mpu
MepecTaHoOBIlI KOOPAMHAT BEKTOpa 30epirae BiCTaHb 32 XEMMIHIOM, TOOTO

d(a,b) =d(asL,b>L),
ne d(a,b) —BiacTanp 32 XeMMIHIOM MK BEKTOpaMH a 1 b.

Bigkputum wimodeM y KoioBili cxemi Mak-Emica € wmartpunsg Gy = X>GXPxD, CeKpeTHHM
(3akputum) kirouem € marpuini X,P,D. Iludposana indopmaris (komorpama) y cxemi Mak-Emica €
BEKTOPOM JIOBKHHU N 1 O0UUCITIOETHCS 32 TIPABHIIOM

cx =i*Gy +e, @
e BEKTOp ¢y =ixGy HanmexuTh (n,k,d) komy 3 mopomxysambHO MaTpuuero Gy ; i— K- pospsanuii
inpopmauiitanit  BekTop, i=|ig,ig,mik-1|; €=|€0.€1,..en.1| — cexpernmii (BumaakoBmit) BexTOp
MOMUJIOK Bary £ t.
Ha puc. 1 HaBeneHno cxeMy nepenaBaHHs Kogorpamu y cxemi Mak-Emica.
3JIOBMUCHHKOBI HEOOXITHO ACKOIYBAaTH KOIOTpamy c’;( 3 BIJJOMOIO TIOPOPKYBAJIbHOI MaTPHUIICIO

Gy . He 3naroun marpuni X,P i D, 3MTOBMHUCHHK HE MOXE BIIHOBUTH G 1 CKOPHUCTATHCS alTOPUTMOM
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JCKOYBaHHS TOJIHOMIaIbHOT CKJIagHOCTI. JIeKoJAyBaHHS BHMIAJKOBOIO KOAY BEIMKOI JIOBXKHHH
00YHCITIOBAIEHO HEAOCTYITHO (€KCIIOHeHIliaIbHA CKIIAHICTh TPH KOPEAIIHOMY JeKOIyBaHHI).

3akpurnii krod —Marpuui | X, P, D
ABOHEHT A _ P puni { } ABOHEHT b
< X Y y Y Y 5
Dopmye v v v v v . yziye BeKTlop .
Kpurrrorpamy 3JIOBMUCHHUK ¢ =cx D
cx =Gy +e Jlexonye BEKTOP
Jie Gy = X XG xP xD, JleKoyBaHHs BHTIAJKOBOTO KOy — 3a/1a4a, SIKa .

—%
! — T '
G — nopoKyBaabHa MaTpHIIs B&KKO PO3B A3YETHCA ¢ =c X +¢€

anreOporeoMeTpUIHOr0 KOy
Ha IPOCTOPOBHX KDPHBHX HaJ
GF(q) 7'} A 7} A Y , 06'*,?““?6
iHpopMariiiHuii BEKTO
\ 4 A\ 4 A\ 4 y y q) pMalt P

iziox !

(3HaxomuTs i')

BinkpuTHit K04 — MaTpHLST {GX =X>GoP» D}

Puc. 1. Cxema nepeoasarns koooepamu 6 cxemi Max-Enica

JI71st yIOBHOBAYKEHOT0 KOpUCTyBaya (110 3HAE CEKPETHUH KIIF0U) AEKOyBaHHS KOJAOTPaMH — MOJiHO-

. . . . o *
MiajbHE BHUpillyBaHe 3aBaanHs. CrpaBi, JICTITHMHUN KOPUCTYBa4, OTPUMABIIIN BEKTOP Cy , OYAYE BEKTOP

—*

¢ =cy 0 el 2

VYuinorenTHa Matpuis L = P>D 30epirae Bary 3a XeMMiHroM Bektopa €. [IpakTH4HO Iie 03HA4aE,
*

[0 BEKTOP C € KOJOBUM CIIOBOM KOJY 3 IMOPOIKYBAJIBHOI MaTpuliel0 G, CIIOTBOPEHMIA HE OUIBIIIE HIXK Y

t po3psimax. Jlanmi ynmoBHOBa)KEHUH KOPUCTYBa4, KOPHCTYIOUHCH aJTOPUTMOM TIOJIHOMIiadbHOI CKJIAJHOCTI,
JIEKOIIy€ BEKTOP

¢ =c H' +¢, (3)
T00TO 3HaXOMUThH i¢. [ToTiM obumciIoE K - po3psimauii iHGopMamiiHIi BEKTOp
i=iox L, 4

AJrefporeoMeTpuyHi KOAM HA NPOCTOPOBUX KpPUBHX. 3adikCyeMO TIAAKy MPOCKTHBHY
anreOpaiuHy KpuBYy Xy IpOEKTHBHOMY mpoctopi P2Ham momeM GHQ) SK CyKYNHICTh pillleHb JBOX
OJTHOPIAHMX aNreOpaiyHMX HE3BIMHUX PIBHSAHB Bix 4-X 3MIHHHX 3 Koediientamu 3 GHQ)

1f1(x0, X1, X2,%3) =0
| .
1f2(x0, X1, X2,x3) =0

Hexaii pO(XO’Xl’XZ’X3)7 pl(XO’Xl’XZ’X3)7 feey pN-l(XO’Xl’XZ’X3) — N CyMiCHI/IX piIHeHI)
cucTeMu piBHsAHB (5) — TOUOK TpocTOpoBOi KpHuBoi X . 3adikcyemo auBizop D KpuBOi X 1 MHOKHHY
parioHaabHUX (DYHKIIIH, 10 aCOLIIITHCI 3 AWBI3opoM D, TOOTO MHOKMHA, SKa CKJIAIAETHCSA 3 HYJISA 1
¢bynkuii f1 0, g SKkux (f)+ D3 0. Ile exBiBaJieHTHO HAOOPy TeHEPATOPHUX (PYHKITIH

FolX0,X1,X2,X3), Fa(X0,X1,X2,X3) , Fa(X0,X1,X2,X3), -+ Fn(X0,X1,X2,X3), (6)
ne Ry, R,....Fy, —dopmu ogHakoBoro crymens i Fy(Xg,Xq,X2,X3) 1 0.

()

Inakure kaxyan, j (X) = (Fo(X), R (X)s.., iy (X)), K Touka B P™.

Hexaii a — crymiab kiacy uBi3opoB, a>g-1, Tomi BimoOpaxenus j :X® P 3anae
MOpOKYBaJIbHy MaTpuilio G
Fo(Po(Xo:X1.%2,%3))  Fo(Pelxo, X1, %2,%3)) - FolPne1(xo0.X1.%2,%3))
G= F(Poxo.x1.X2.X3))  FulPa(xo. X1, x2.%3) . FulPn.a(xo.x1,%2,%3)) )
Fin(Po(0.X1,X2,%3))  Fin(P1(x0. X1, X2.%3)) . P (Pn-1(X0.X1,%2.X3)

aNreOpOreoMeTpHUYHOr0 KOy 3 KOHCTPYKTHBHUMH Xapaktepuctukamu (£ N,k3 a- g+1,d3 n- a).
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Jlns hopMyBaHHS KOZOBOro cioBa (Cg,Cq,..Cp.q) AIrebpPOreOMETPHUYHOr0 KOAY HA IPOCTOPOBHX

KpPHBHX, 3aJaHOTO 4Yepe3 IMOpPO/DKYBAIbHY MATpPHUIIO, JTOCTATHHRO MOMHOXKHUTH iH(OpMAaIiiHUI BEKTOp
(io,il,...,ik_l) Ha Matpuirio (7), T06To misg Beix j=0,...,n- 1 BUKOHATH TaKe TIEPETBOP CHHSI

r’r})—l
€= aii':I(pj(XOrxleZvX3))v j=0,.,n-1 (8
i=0

Hexaii a >2g- 2, Toxai BimoOpakeHHs | : X ® P™1 3anae nepeBipoyHy mMatpuirto H

Fo(Po(X0.X1,X2.%3))  FolPa(X0. X1, X2.X3)) - Fo(Pn-1(x0. X1, X2,X3))

H = R(po(X0.X1,%2,x3))  R(p(X0.X1.X2,X3)) . FilPn-1(X0.x1,X2,X3)) ©)

Fn(Po (X0, X1,X2,%3))  Fn(palx0, X1, %2,%3)) - Fn(Pn-1x0,X1,%2,X3)
aNreOpOreoMEeTpHUYHOr0 KOy 3 KOHCTPYKTHBHHMH XapaKTePUCTUKAMH (n£ N,k3n-a+g-1d3a- Zg+2).

o *
JloOyTOK TPHITHATOro 3 MOMHJIKAMH KOJOBOTO CJIOBA ¢ =|co+€g,c1 +€y,..,.Cn.1 +€n.q| Ha

nepeBipouny matpuiiio (9)

() RP) . Ry

- « P R) .. Ph-
ochon AR R - Bl 10)
Fr(PO) Fr(Pl) Fr(Pn-l)
Jla€ 3HaYCHHS CHUHIPOMHOI'0 BEKTOpa
S=S0.Sp,:Sr-1] - (11)

3HavYeHHsI CHHAPOMHOIO BEKTOpPA 3aJCKUTh TUIBKH BiJl BEKTOpPAa MOMUJIOK € 1 HE 3aJeKUTh BiX
3Ha4YCHHS KOJOBOT'O CIIOBA C

S=c' HT =cxH +exH =exHT, (12)
me cxH' =0.
Poskpuemo Bupa3s (10) ta 3 ypaxyBausm (12) mogaMo elIeMeHTH CHHAPOMHOTO BEKTOPa, OTPHMAEMO
i no- 1
|SO =ace >4:O(PI)!
1 i=
=aes R)
|
:
| n-1
1S.1=ae " 1(R)
i i=0

* * * *
3ajaya JAEKOAYBaHHS KOJOBOTO CJIOBAa ¢ :“co,cl,...,cn_l” anreoporeomerpuynoro (n,k,d) xomy

Hax GF(Q) monsirae y 3HaXO/DKEHHI KOJOBOTO ciioBa ¢ i/un (110 €KBiBaJEHTHO) BEKTOpa MOMHIIOK € 3a

BIZIOMHM BEKTOPOM C i OOUYMCICHHM 3a JOMOMOrOI0 mepeBipounoi marpuii Buay (9) ereMeHTOM
CHHAPOMHOr0 BekTopa (13).
JIi1si OTHO3HAYHOTO 3HAXOMKCHHS BEKTOpA MOMHIIOK CKOPHCTYEMOCH INTYYHHUM MPUHOMOM, KU
MOJISATa€e Y BBEICHI MHOTOUIeHA JIokaTopiB momuiok (MJIIT) [15, 16]
—yU2 u-3
LX YD =X""+a 310 ~+..+ay00 X +ag10%Y +8001 2 +a000; (14)

PILICHHSIMHU SIKOT'O € JIOKATOPH — Taki HabopH TOUOK (X, Yy,Zy) , sKi 00epTatoTh y HyJIb MHOTOWICH (14).
MJIT (14) onHO3HAYHO 3aJa€ PO3TAIIYBAHHS MOMHIOK y BEKTOpi €=|eg,ey,....en 1. 3HaXOmKeHHs
KOC(IIIEHTIB &,

iy MJIIT L(Xx,y,z) mae 3MOry OJHO3HA4YHO BKa3aTW PO3TAlIlyBaHHS BHHHMKIMX IpU
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repeaadi KoJIOBOro CJIOBa MOMMJIOK, HAITPHUKIIA, IIJIIXOM I10Yepro-

( Touarox ) BOI ITiJICTAHOBKH BCIX HA0OOPIB X, Y. Z)), j =0,..., -1 o muoro-
¢ : gmena L(X,y,z) 1 mepeBipii #oro piBHOCTI Hymio (mporemypa
BBenenns BexTopa 1,
BiIKp. Kioya Gy quSI).
v
Konysats HocaigxenHsi cKIagHOCTI peanizanii anroputmis gopmy-
iHpopmaLiiiHoro BekTOpa BaHHA KOJOrpaM y KoJoBiii cxemi 3axucry indgopmanii Mak-
x = Gx Enica 3 anare6poreoMeTpMYHMMHM KOJAaMH HAa MPOCTOPOBUX
¢ KpuBHUX. BiAMOBITHO 10 OCHOBHHUX ITOJIOKEHb TEOPIii CKJIATHOCTI
PopmyBanHs BEKTOpa qac, sIKMW 3aTpadyeThes SK (QYHKIIS po3Mipy 3aaadi, Ha3MBAETHCS
oMol e <_]|4i YaCOBOIO CKJIAQJHICTIO Iboro anroputrmy [5]. Ilomeminky 1iei
| CKJIAJIHOCTI TP 30UIBIIEHHI PO3MIpY 3a/lavi Ha3MBalOTh ACUMIITO-
m TUYHOI YaCOBOIO CKJIAJHICTIO aJlTOPUTMY. AHAJOTIYHO BH3HAya-
Tak €ThCS EMHICHA Ta aCHMIITOTUYHA €EMHICHA CKJIQJHICTh aJITOPUTMY.
cbopMyBaHHt p— HqueneMo OI[IHKYy 4YacoBOi Ta €MH'i‘(’)H0'1' C'KJ]aI[HOCTi
C Zox +e anropuT™MiB  (QOpMyBaHHS KOJOTpaM y KOJIOBIM cXeMi 3axXuCTy
iHpopmanii Maxk-Enica 3 anreOporeoMerpuuyHUMH KOJaMU Ha
‘ MPOCTOPOBUX KPHUBUX Ta JOCTI/PKEHHSI iX aCHMITOTHYHOI YacoBOi i
( Kinett, ) aCMMIITOTHYHOI €MHICHOI cKyagHocTi. [To3HauMMo cuMBoONIOM Sy —
Puc. 2. Cxema anzopummy opmysanns €MHICHY CKJIQJHICTh aJITOPUTMY, TOOTO KUIBKICTh HEOOXITHMX IS
KoOOZpamu y KOOOGIll cxemi 3axucmy pO0OTH aNrOPUTMY YapyHOK ITaM’ ATl K QYHKIII0 po3Mipy 3amadi, i

inghopmayii Max-Enica 3 AI'K na

CHMBOJIOM Sy — 4acoBYy CKJIaJHICTh QITOPUTMY, TOOTO KUIBbKICTh
npOCMOPOBUX KPUBUX

HEOOXIIHUX I pOOOTH aNTrOPUTMY ENEMEHTApHUX OIepariii sk
¢dyHkIio po3mipy 3amadi. Ha puc. 2. HaBeneHo cxemy anropuTMmy (HOpMyBaHHS KOAOTPAMHU Y KOJOBiH
cxemi 3axucry iHdopmarii Mak-Enica 3 anreOporeoMeTpuyHAMHU KOJaMH Ha MPOCTOPOBHUX KpuBHX. st
aJITOPUTMY KOJAYBAaHHS 4epe3 MOPOKYBalbHy MaTpuiio (7), mpu BimomMux (3aBYacHO C(HOPMOBAHHX)

CNIEMEHTIB MaTpHIli ”Fj (pi (xo,xl,xz,x3)1| X HeoOXxinHO BuKoHATH K~ N omepartiit 1oqaBaHHs i 1OOYTKY.
n,

Omxe, nipu 3aTpaTax Sp = kXN 4apyHOK mam’sTi Uit poOOTH alNTroOpuUTMy HEOOXiHO BHKOHATH Sp = kN
eNIEMEHTapHUX OTepallii.

dopmasbHO €MHICHA 1 YacoBa CKJIAJHOCTI aITOPUTMY KOJYBaHHS 4depe3 MOpPOKYBAILHY MATPHIIIO
3AIUIIETHhCS SIK aCHMITOTHYHA (B MEXKi TpH 301TbIIeHH] po3Mipy 3amadi) Gyrkiris O(r ~ n).

Jnst peamizanii po3riiTHYTHX alTOPUTMIB 03 3HAYHMX 3aTpaT ElNEeMEHTIB mam’ sTi (HopMyBaHHS
KOJIOBHX CIiB HEOOXiJHO peayi3oByBaTH 3a JIONMOMOI'OI0 TIOCHiJOBHOTO OOYMCIICHHS 3Ha4YeHb
TeHEPaTOPHUX QYHKIIIH Y TOUYKaxX MpocTOpoBOi KpuBoi. OCHOBHOK O0YHCITIOBAIILHOIO OIEPAIIEI0 B IIbOMY
BUNAJKy € 3HaXO/UKEHHs 3HAYEHHs TEHEpaTOpHOi (yHKIii F (pi (xo,xl,xz,x3)). Jdnst  oOuucieHHs

F (pi (xo,xl,xz,x3)) noTpiOHI B 3arallbHOMY BHTQJIKy YOTHPH OMepallii MiTHeceHHs JO CTENeHs 1 TpH

ornepamii MHOXeHHs. [IpM BHKOHAHHI aHAJOTIYHMX OIEpallii HaJ OJHOPIAHUMHU KOOPJMHATAMH TOYOK
KpUBOI MOTPIOHO peaji30ByBaTH TPW OIlepallii MiHECEHHS B CTEMiHb 1 JIBI omepallii MHOKEHHS. SIKIIo
MPUAHITA PIBHUMH OOYMCIIIOBAJIbHY CKJIATHICTH oIepalliii MHOXEHHS 1 MiJHECEHHS IO CTEMEHs, MaeMO
Sp =3 yapyHOK mam’ sITi Jist 30epiraHHs TO40K KpuBoi (TpbOX 3HAUCHb B OMHOPIAHUX KOOPAWHATAX IS

KOXHOT TOUKH) 1 Sg = 5>k orepalliif mpu KoayBaHHI Yyepe3 MOPODKYBaIbHY MATPHUIIIO.
s xoxmie Hax GF(2™) meobOximma oprasizamis Sp =3 XM  ABIMKOBHX YapyHOK MaMm ATi i
Sg =5 XM omepaniii Tpu KOAYBAaHHI uepe3 MOPOMKYyBalbHy wMarpuimto. OcCTaHHIM eTarmom

(dbopMmyBaHHS KOJIIOTpaMHU B KOJIOBii cxemi 3axucty iHdopmarii Mak-Emica € cymyBaHHSI KOZIOBOTO CIIOBa
Cx 3 BEKTOPOM ITOMUJIOK €. BifmoBiqHO CKIaAHICTh YChOTo anroputMy ctaHoBUTHME ((K +1) X >xm) .

dopMabHO ACUMIITOTHYHA EMHICHA CKIIaIHICTh OI[IHIOETHCS SIK
O(n»m), (15)
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ACHIMITTOTHYHA YacoBa CKIIATHICTh SIK
O(k>xn>m). (16)

OtpumaHa OIliHKa CKIJIQJHOCTI peaizallii alropuTMiB KOAYBaHHS anreOporeoMeTpUYHUMHU KOJaMH
Ha MPOCTOPOBHMX KPUBUX IOKa3ayia, 10 (OpMyBaHHS KOJOBUX CIIIB PEATI3yEThCS 3 BHUKOPHUCTAHHSIM
eIEMEHTapHUX apu(PMETHYHUX oOIepalliii Haa eIeMEHTaMU KIHIIEBOro Mmoyisg 1 Moke OyTH BHUKOHAHO
AITOPUTMAaMH TIOJIIHOMIANBHOI CKJIAJIHOCTI Bijl TapaMeTpiB KOAY.

JocaigxeHHsl CKJAAMHOCTI peatizauii alropuTMiB AeKOIYBaHHS KOJ0TpaM y KOJOBii cxemi
3axucty iHdopmanii Mak-Egica 3 anre6poreomMeTpuuHMMH KOJAAMH HAa NPOCTOPOBUX KPHBUX.
[IpoBenemo OIiHIOBaHHS YaCOBOi Ta EMHICHOI CKJIaTHOCT1 aJITOPUTMIB JEKOAYBAaHHS KOJIOTpaM y KOJIOBiH
cxemi 3axucty iHdopmanii Mak-Emnica 3 anreOporeoMeTpuyHIUMH KOJIAMH Ha MPOCTOPOBUX KPUBUX Ta
JOCIIKEHHS 11 aCUMIITOTUYHOI YaCOBOI 1 aCUMIITOTUYHOI €EMHICHOT CKJIQHOCTI.

AmHani3 HaBelIeHOI CXEMH alTOPUTMY JIEKOIYBaHHS KOAOTPaM Yy KOJOBIH cxemi 3axucTy iHpopmarii
Mak-Emica 3 anreOporeoMeTpUYHHMH KOJAMHM Ha IPOCTOPOBMX KpuBHX (puc. 3) MoKasye, IO Ui
peamizamii jekoziepiB anreOpOreoMeTpUYHUX KOJIB Ha TPOCTOPOBHX KPUBUX HEOOXITHO OpraHi3yBaTH
30epiranHs mapaMerpiB reHepaTopHuX (YHKIIIH 1 TOYOK MTPOCTOPOBOI KPHBOI.

Jlist 30epiranHs mapameTpiB ofHiel reHepaTopHoi GyHKIIIT 3arajgpHoro Budy (6)

Foiyi, X1 Y},Z)) = X7 0Y Y 22
HEOoOXiJJHO OpraHi3yBaTH 3 YapyHKH IaM sTi, sKi AaayTh 3Mmory 30epiratu 3 enementu 3 GF(Q). Beboro
ansi 30epiraHHs TapaMerpiB reHepaTopHux (QyHKIH anreoporeomerpuynoro (N, K, d) komy Ha
MpOCTOPOBii KpuBiit moTpidbHO 3XN - K) yapyHOK mam’ siTi.

Jlns 30epiranHs OnHi€i TOYKM TPOCTOPOBOI KpWBOI 3aranbHOro Buay (X;,Y,Zj) He0OXigHO
oprasizyBaTH 3 YapyHKH mam’siTi, siki 1aayTh 3mory 30epirati 3 enementu 3 GF(q). Pasom mis 36epiranss
yCiX TOYOK MPOCTOPOBOI KpUBOI anredbporeomerpudnoro (N, K, d) koxy notpidHo 3 yapyHOK mam’ siTi.

Omxe, w1 peanizaiii nekozaepiB anredporeomerpuanux (N, K, d) xoxie Hag GF(Q), 3amanux Ha mpo-
CTOPOBHX KPUBHX, OTPiOHA opraHizailisi 65 - 3K dapyHOK mam’ siTi, SKi 1ayTh 3MOry 30epirati 3 eJIeMeHTH 3
GF(q). s xonis nan GF(2™) norpi6ra opranizaiis Sg = 61 XM - 3>k XM ABIHKOBUX YapyHOK IaM’ sITi.

O1iHMMO YacoBY CKJIaIHICTh peatizaiii. AHaNI3 CTPYKTYpHOT
( Iloyarox ) cxemMu JekoayBaHHs (puc.3) TMoOKasye, IO IS peaizarii
JIeKOoZIepiB anreOporeoMeTpuYHX KOJIB Ha IMPOCTOPOBUX KPHBHX

A 4

* .
Beenmenns cy , 1,

HEOOXiIHO OpraHi3yBaTH OOYHCIICHHS €JIEMEHTIB MOPOKYBATBHOL

MaTpHIli, CHHAPOMHOI ITOCIIIOBHOCTI, PO3B’ I3aHHS CHCTEM PIBHSHb
3akp. kinoya X, P, D

(13) i (14), oOuwcaeHHS JIOKATOPiB IOMUJIOK, a TaKOK

_v — OpTaHi3yBaTH BUIPABJICHHS MOMHJIOK Y KOJIOBIH ITOCIIJOBHOCTI.
3usaTTs Al giaroHanbHoOl 1 .
TIePeCTaBHOT MATPHILE Jjiss OOYHMCIIEHHS OHOTO eJIeMEHTa MOPOHKYBAIbHOI MaTPH-
c =cy xD lxpl 11l HeOOX1THO BUKOHATH TPH Omepallii miAHeCEHHs J0 CTEICHS 1 Ba
¢ nooytku Hax GF(Q). TIpu oOYHCIIeHHI CHHIPOMHOI MOCIiTOBHOCTI
" KOKHMH €JIEMEHT TIOPOJPKYBAJIbHOI MAaTpPHUIll TMOMHOXYIOTH Ha

JleKonyBaHHs BEKTOPA ¢ . . . o . . .
2\ BIANOBIAHMM €JIEeMEHT KOHOBOi mocmigoBHOcTl. OTxe, 1A
®dopmyBaHHs BekTopa | .

¢ OOYMCIICHHS EIEMEHTIB CHHJIPOMHOI ITOCTiIOBHOCTI 3 YpaxyBaHHIM
orepamii Ha (OpMyBaHHS EIEMEHTIB IOPOKYBaIbHOI MaTPHIlI

®dopMyBaHHS BEKTOpa

| HeoOximHo BuUKOHATH 3XN - K) omeparii migHeCeHHS 10 CTEMEHS,

3Xn - k) muokenns i N - K - 1 onepariii nomaBauus nax GF(Q).
v Po3B’si3yroun cucremy pisnsub (14), motpi6Ho V> omepatriit

( e ) MHOXeHHS 1 momaBanus Hag GF(Q), me V — 4#CI0 HEBIIOMHX.
IMpoBememo ominky V. Ywcmo meimomux V B cucremi (14)

Puc. 3. Cxema aneopummy dexodysanms
K0002pam y KoOO8Il cxeMi 3axXucmy
inghopmayii Max-Enica 3 ATK

Ha npoCcMOopoBUX KPUBUX V HE BHIIE KUIBKOCTI OJHOWIEHIB creneHs (t- 2). Y 3arajbHOMY

BH3HAYAETHCS YMCIOM OAHOWICHIB BiJ YOTHUPHOX 3MIHHUX CTCIICHS
(u- 2), me U —urcmo moMuaoK. OCKIIbKA U£t — YHCIO HEBITOMHX
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BUIIAJKy YHCJIO OJHOWIEHIB crermeHs a B P" 3amaeThcs 3HaueHHsAM OiHOMianbHOro koedimieHTa Cg,,n.
Otke, unciio HeBigoMuX V B cucteMi (14) oOMekeHo 3BepXy BUPa3oM
3
_~3 (DY (D) t-D _t7-t
V£Ca-2)+3_§+1_3%t- 21 28 6

Toni s po3B’ si3aHHs cucTeMH PiBHsAHB (14) moTpiOHO He OlbIIe HiX

&3 ¢

2
6 4.2
e _U-2x7 41

6
<6 36

omepailiii MHOKeHHs 1 mogaBanus Hax GF(Q).

Jlnst posB’ s3amHs cucTeMu piBHsHb (13) moTpiGHO U omepartiii MHOXeHHS i goxaBanHs Hax GF(Q),
me uf£t. OuiHKa 3BEpXy YacoBOI CKIAZHOCTI peaisalii I[bOro eramy AeKOIyBaHHsS Na€ He Oimbie t-
omepariliii MHOKeHHs 1 mogaBanus Hax GF(Q).

J7ist 3HaXOKEHHS JIOKATOPiB TTOMHJIOK HEOOXiIHO MiJICTAaBUTH BCi MPOEKTUBHI TOUYKH MPOCTOPOBOL
KPHUBOI y MHOTOYJICH JIOKATOPiB MOMKJIOK 1 ITEPEBIPUTH HA PiBHICTH iHoro Hy 0 (mporenypa Yens) [3]. s
IIbOTO B 3araJIbHOMY BHUIIaJKy HEOOXIZIHO BUKOHATH 3X/>M oIeparliii MiJHECEHHs 10 CTCICHS, MHOMXEHHS 1
VN omepaniii momaBanHs Hang GF(Q). 3 ypaxyBaHHSIM 3pOOJCHHX BHIINE MIpKyBaHb OOYHCITIOBaJbHA

t3

CKJIQJIHICTh I[bOTO €Tamy JASKOIyBaHHS CTAHOBUTHME HE OLIbIIIE N omepariii miaHeCeHHs 0 CTEICHS

3

. .t .y
i Muoxenns Hag GF(Q) i n omepariiit nonaBauus Hag GF(Q).

Jyis BUTIpaBJICHHS TIOMHJIOK Y KOJOBIH IOCIIIOBHOCTI HEOOXIJHO BUKOHATH OINEPALlif0 BIIHIMAHHS
(w1 TOMiB XapaKTEPUCTHKK JBa — OIEPaIliio J0JaBaHHS) KOAOBOI'O CJIOBa 3 TIOMHJIKAMH 1 BeKTOpa
MOMHIIOK. JJ1st I[bOT0 HEeOOXiHO BUKOHATH N omeparlii BigHiManus (momaBanus) Hax GF(Q).

Otxe, sIK TTOKa3alld MPOBEJCHI TOCTIHKEHHS, JJIsl peaizailii anredpaiyHoro JeKoayBaHHS KOJIB Ha
MPOCTOPOBUX KPUBUX HEOOXITHO BUKOHATH

t3- ¢

3Xq{n- k) + n
oreparlii MmIHECEHHs 10 CTEIeHS
6 4 2 3
- + -
axn- k) +1 2t +t? o -t
36 2

orepariiii MHOKEHHS 1

6 oygh 442 3.
t0-2xt+t? o -t a7
36 6

(n-k-1)+

omepartiit moxaBanus Hag GF(Q).

Kpim Toro, mis BigHOBIEHHS Komorpamu (3HSATTSA MaTPUIlh MAaCKyBaHHS) HEOOXIAHO MOMHOKHTH
KOJorpaMy Ha MaTpHIl D, P, X . Cknannicts mux KPOKIB BIMOBIHO CTAHOBUTH

2>n2 +k? (18)

orepallifi MHOYKEHH 1 omepariii nogaBamus Hax GF(Q).

3aranbHa YacoBa CKJIAJHICTh JEKOAYBaHHS KOJAOTpPaM Y KOJOBi cXeMi 3axuCTy iHpopmarii
Mak-Enica 3 anredporeoMeTpuYyHUMH KOJaMH Ha MPOCTOPOBUX KpUBHX 3 ypaxyBauusm (17) i (18)
CTaHOBUTH

6 oyd 12 3.
t°-2¢% 412 ot toy
36 6

1 3a71a€ThCS TIOIHOMIANBHOIO (DYHKIIIEO BiJl JOBXHHM KOAY 1 HOr0 BUIIPABIISIOUOIO 3/1I0HICTIO.

Sg = (22 +k? +(n-k-1) +

Tomi acMMNTOTHYHA YacOBa CKJIAJHICTh JOPIBHIOBATHME
o(n? +k? +1t9). (19
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Buchnoeku

Omxe, g IHTErpOBAHOro 3a0e3rmeueHHS KOH(IACHIIMHOCTI Ta JOCTOBIPHOCTI IepeaaBaHHs
noBigomiedb y TCCII, akTyalbHHM THUTAaHHSIM € BHUKOPHCTaHHS KOJOBHX CXEM 3axHCTy iH(popmarlii
JIOKa30BOi CTIHKOCTI 3 BUKOPUCTAHHIM aIreOporeOMETpHYHUX KOJIB Ha IPOCTOPOBUX KPHBHX.

PosristHyTO muTaHHS MOOYIOBH KOJOBOI CXEMH 3axucTy iH(opmaiii Mak-Enica 3 BUKOpUCTaHHSM
aNreGPOreOMETPHUYHIX KOiB HA MPOCTOPOBHX KPUBHX, IO 3aJal0ThCA Y MPOCKTHBHOMY mpoctopi P
CYMICHAMH PIlICHHSIMH CYKYITHOCTI JIBOX OJHOPIHWUX pIiBHSHBb Bill YOTHPHOX 3MIHHUX. JlocmimkeHo
CKJIQJIHICTh peajizallii aaroputMmiB (GopMyBaHHS Ta JEKOAYBAaHHS KOJOrpaM y KOJOBIH CXeMi 3aXHCTY
iHdopmarnii Mak-Enica 3 anredporeoMeTpuyHIMH KOJJAMH Ha MTPOCTOPOBUX KPUBHX.

VY pe3ynabTaTi MPOBEACHHUX MOCIIKEHb (POpMyBaHHS KOAOrpaMH IOKAa3ajio, 10 4acoBa 1 €MHICHA
CKJIAJIHICTh peaiizallii aiaroputMmiB, (OpMyBaHHS KOJOBHUX CIIIB Peaii3ylOThCS 3 BUKOPHUCTAHHSIM eJie-
MEHTapHUX apu(pMETHYHHX orlepalliii HajJ eIeMEHTaMH KIiHIIEBOTO MOJII i MOXYTh OyTH BHKOHaHI
aJIrOPUTMaMH TIOTIHOMIaJIbHOI CKJIaJHOCTI BiJ mapaMmeTpiB KOAy. AHai3 Mpoleayp ACKOAyBaHHS KOI0-
rpaM IoKa3as, 10 Uil Cy9acHOi OOYHCITIOBAIFHOI TEXHIKH peati3allist IeKo/iepiB anredporeoMeTpuaHuX
komiB 3 N = (10°, 10% He € ckmamnor. BoxHodyac pearisamis IeKoIepiB MOIIIbHA JIHIIE IS BUIPAB-
nsrodoi 3patHocti t= (10, 10°). Peamisamis Jekoxepis anreGpOreOMETpPHYHHMX KOJIB HA MPOCTOPOBHX
KpuBHX 3 1 > 10° na CyJacHil 004YMCIIIOBAIbHIN TEXHILl 3HAYHO YTPYAHEHA 1, O4SBHIHO, HEAOIIbHA.

[MomanpmiuM HaIPSIMKOM JOCIIDKEHb € JOCIHIDKEHHS CTIMKOCTI 10 3JI0MY KOJIOBOI CXEMH 3aXHCTY
iHdopmaii Mak-Enica 3 anredporeoMeTpuyHIMH KOJJAMH Ha MTPOCTOPOBUX KPUBHX.
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