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VY poboTi mpeacraBieHo po3podKy kibepdizmuHOi cucTeMu Ha OcHOBI MaTdpopmu HomeAssistant
11t e(peKTUBHOI aBTOMAaTH3aLii Ta ynpasiiHHS npuctposimu Inteprery peueit (IoT). PosrsHyTo
apXiTEeKTYpHI 0COOJIMBOCTI, TEXHIUHY peaizalilo Ta NepCIeKTHBU PO3BUTKY CUCTEMH, 3 aKLICHTOM
Ha 3JaTHICTh IHTErpyBaTH LIMPOKHUH cHeKTp ceHcopiB Ta loT-mpucTpoiB B ofHYy Mepexy s
CTBOPEHHS AaJalTHBHHUX Ta IHTENEKTyalbHHX pimeHs. OCHOBHA yBara IpHIUICHa pearizamii
CIIeHapilB aBTOMATH3allil UIsi KOHTPOJIO BHYTPIIIHBROTO KIIIMAaTy, SKi ONTHUMI3yIOTH JKHUTTEBI
YMOBH 3aJIe)KHO BiJI BHYTDILIHIX MOTPe0 KOPUCTYBadiB Ta 30BHIIIHIX IOTOJHHMX YMOB, 3HA4YHO
iIBUIYI0YN €(DEeKTHBHICTh €HEPrOBHKOPHCTAHHS Ta 3araibHuil KoMmdopt. [letanpHo ommcaHO
cTparerii 30epeKeHHs Ta aHaNi3y JJaHWX, 30KpeMa 3actocyBaHHS NAS-cepBepiB Al pe3epBHOTO
KOIIIFOBaHHs, BUKOpUCTaHHs Oa3u nanumx MariaDB juis 36epiranns Ta InfluxDB Ta Grafana ms
AQHANITUKK Ta Bidyawizauii, 3a0e3neuyroyd BHCOKMH piBeHb HAJIHHOCTI Ta JOCTYIHOCTI
inpopmanii. IIpoBeneHO TecTyBaHHS, IO OIIHIOE 3aTPUMKH CIOBINICHb, IEPEJaHUX dYepes
Telegram Ta BHyTpilHIO Mepexy Kibep¢iznuHoi cuctemMu. OTpuMaHi pe3ysibTaTy HiITBEPIKYIOTh
BUCOKY e(eKTHBHICTh peasli3oBaHOi Kibep(i3nyHOI cucTeMH y 3a0e3neyeHHi MUTTEBOT JJOCTaBKU
CHOBIIEHb, 110 € KIIOYOBHM AaCIEKTOM /I8 IIBUAKOTO pearyBaHHS Ha KPUTHYHI CHUTyamii B
JUHAMIYHOMY cepefoBuUIli. BcranoBmeHo, mo mmatgopma Home Assistant Mae mmpoki
MOJKJIMBOCTI JUIS MIATPUMKH CEPBICIiB IITYYHOTO iHTENEKTy. BOHA IHTErpy€eTHCS 3 PI3SHOMAHITHUMHU
ceppicamu, Takumu sk Google Assistant, TensorFlow, DeepStack, Amazon Alexa, i mo3BoJsie
JIETKO DO3IIUPIOBATH CBOIO (DYHKI[IOHAJIBHICTH 3a JIOIOMOTOI0 JIOJIATKOBHX KOMIIOHEHTIB Ta
IUTaridiB. 3aBASKH IHTENEKTyadbHUM ITOPHTMaM Ta aHai3y JaHUX, CHCTEMa MOXKE CaAMOCTIHHO
npuiiMaTH PIlICHHS 1OAO0 ONTHMAIBHOTO BHKOPHCTaHHS PECYpPCiB, KOHTPOJIOBATH MPUCTPOT Y
BIZIMOBITHOCTI /10 3MIHHMX YMOB 1 MOTpe® KOPHCTYBauiB, a TAKOXX pearyBaTH Ha HeOe3reuHi abo
HemependadyBaHi CUTYyaIlii.

KumrouoBi caoBa: xibepghisuuna cucmema, cencopu, niamgpopma home assistant, telegram,
raspberry pi, influxdb, grafana, docker, wmyunuii inmenexm.
YIK: 621.391

1. Beryn

B cyuacHomy cBiti InteprHer peueii (IoT) 3alimMae BakiMBe Miclie y pi3HOMaHITHUX cdepax, Bin
JIOMAIIHBOI aBTOMATH3allil A0 MPOMHUCIOBOr0 BUPOOHMITBA [1]. 3 KOXKHHM JHEM 3pOCTA€ KiJIBKICTh
MIIKTFOYEHUX IPUCTPOIB Ta CUCTEM, 1[0 BUMArae HaJiliHOro KOHTPOJIIO Ta €EKTHBHOIO yIpaBIiHHS [2].
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VY 3B'S3Ky 3 UM po3poOKa CHUCTeMH AJisi KepyBaHHsS, MOHITOpHWHTY Ta aBToMartuzamii loT crae
aKTyaJFHOIO 337[auelo, CIIPSIMOBAHOIO Ha ONTUMI3aIlif0 poOoTH Ta 3a0e3rneueHHs HaJlHHOCTI i IKITFOYSHUX
MPHUCTPOiB Ta cucTeM. barato BHpOOHWKIB MPOMOHYIOTH BIACHI DIIIEHHS 3 CEHCOpPaMH, SKi MOXYTb
BUMIPIOBATH pi3HI TapaMeTpu, Taki fK TeMIleparypa, BOJIOTICTb, OCBITJIIEHHS, pyX Ta iHII. Koxken
BUPOOHHUK MO’XKE€ BUKOPHCTOBYBATH BIACHI MPOTOKOJH 3B'SI3KY, (P OpMaTH JaHMX Ta METOAH B3a€MOIii, 110
YCKIJIaTHIOE TIPOIIEeC iXHBOI IHTerparii Ta crmiapHOoi podoTH [3].

Y mifi crarri Mu po3pobisiemo KibepdizuuHy cucTeMy, fKa Ja€ 3MOTY O0’€qHATH BiX Pi3HUX
BUPOOHHKIB PO3YMHI TPHCTPOi ISl CTBOPEHHS €IUHOI EKOCHCTeMH, ii apXiTeKTypy Ta KIIFOYOBi
KOMIIOHEHTH, a TAKOX JIEMOHCTPYEMO TIPAKTHYHI MOXKIIMBOCTI ii BIIPOBaKEHHSI.

2. Posropranns kidepdizuunoi cucremu Ha 6a3i Home Assistant

KibGepgiznuni cucreMu TNPEACTABISIOTH COOOI0 IHTErpalifo OOYMCIIOBANBHUX PECYpCiB 3
(iznunuMu mporiecamu. Y KoHTEKCTi 10T, 1me o3Hauae MOXJIMBICTH 300py AaHUX 3 (DI3UUHOTO CBITY 3a
JIOTIOMOTOI0 JTaBaviB, OOpOOKY IMX JaHUX Ta BUKOHAHHS IEBHUX Jid 4Yepe3 akTyaTOpu (HAIPHKIIA,
BKJIIOUCHHS OCBITJICHHS, PETyJIOBaHHSA TemiiepaTypu Tomo) [4]. OaHielo 3 HaHOUIbII TOMYISIPHHX Y
Cy4acHOMY CBiTi cucTeM s iHTerpanii Ta aBTomarusanii loT € Bigkpura mardpopma Home Assistant [5].
Cranowm nHa motuit 2024 poky, 115 miardopma nigrpumye nonaa 2700 iHrerpariii 3 pisHUMHA BUPOOHUKAMU
Ta TpuUcTposMU. [lf0 cucTeMy JIeTKO BCTAHOBHMTH, OCKUIBKM il MOXHA PO3TOPHYTH 32 JIOTIOMOTOHO
BipTyansHoi MammHu (VM) abo y BUIIISIII BipTyallbHOTO i305160BaHoro KoHTelHepa (Docker). Ipore mis
3a0e3MneyeHHs] HalOIbII Po3MKPeHoro (HyHKIIOHATY 1 MATPUMKH MaKCUMallbHOI KiBKOCTI iHTepdeiiciB
PEKOMEHIYEThCS BCTAHOBJIIOBATH CHCTEMY sK omepaiiliny cucremy (HA OS). ¥V npomy Bumagky Oyne
JOCTYITHO Haimupiie kojo MoxnuBocteil. [Imardpopma Home Assistant, y mopiBHSHHI 3 IHIIMMH, HE
BHUMarae 3HauyHuX oOuucmoBaibHuX pecypcie (1.2 GHz, 2 GB RAM, 6 GB nuckoBoro npocropy), Tomy ii
MoxkHa BcTaHoBUTH Ha MiHI-IIK (Hampuknax, Intel N100) un ogHOTUIaTHHH KOMITIOTEp (HANpPUKIA,
Raspberry Pi). [Inis wi€i crarti cuctemy Oyno BctaHoBieHo Ha Raspberry Pi 3 3 OC HA. Ilicns ycnimHoro
BCTAHOBJICHHS HEOOXIHO MiJKIIOYUTH CEHCOPH, JOJATH IHTErpallii Ta iHII NpUCcTpoi 10 cucteMu. BoHa
ABTOMATUYHO PO3IMI3HAE JEsAKI MPUCTPOI, sSKI MiJAKIIOYeHI 10 Tiel ) Mepexi (puc. 1). Skio Big ogHOro
BUPOOHUKA € JEKIbKa MPUCTPOIB UM CEHCOPIB, JOCTATHBO JIOJATH OJHY IHTErpair, i BCi IpUCTPOi Ta
CEHCOopHW OyayTh aBTOMAaTHYHO JloJaHi 10 cucteMu (puc.2). Onun Qi3uyHMi CEHCOp YU MPHUCTPi Moxe
MaTH KiJlbKa CYTHOCTEW; HaIllpUKIaJ, JaBad TEeMIepaTypd i BOJIOTOCTI MOXKE MaTH Taki CyTHOCTI, SIK
TEeMIIEpaTypa, BOJIOTICTh Ta piBeHb 3apsay OaTtapei.
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Puc. 1. Jlooani inmeepayii' y Home Assistant

TonoBHotO cTopinkoro B Home Assistant € indopmaiiiHa naHemb, Ky MO>KHA HaJallTOBYBATH K 3a
JIOTIOMOTO0 Bi3yaJIbHOI'O pellakTopa B Opaysepi, Tak i 3a qormoMororo koay — YAML ma6nonis. binbine
pexoMenayeTsest Apyruii crmocid. Came B LpOMY BUMNAAKy AOCTYMHO Oinblne (QyHKIiH, madioHH At
NEePEeBUKOPUCTAHHSA, KOHTPOIb BEPCiif, THyUYKICTh Ta IIBUIKICTh pelaryBaHHSI.

Information and communication technologies, electronic engineering, Vol. 4, No. 1, pp. 20-30 (2024)



22

M. Bewnei, FO. Illkoponao, I'. bewueii

< rtespaul Npuerpol Cymocti Pombaracn
Q, Mouwyx cymmocted 204 cyruocTi npusosano  OUMCTHTH

(] - [ry—— [— [ ——

[0 5]  ILGlweb0sTvUPTSa03ILF media_player ig_webos_tv_up750031 LG web0S Smart TV Kyxim

[0 @  Berescreuneparypus wsian Bonsricn. aensorindoor_temperature,sensor_humidity Tupa -

[0 @  Aevemreuncparypn s wamiar Cran axyuyanro.  sensorindoor_temperature_sensor battery_state  Tupa -

[0 @  meresreunzoarypn s kwwan Tewneparyps sensorindocr.temperature. sensor temperature Tupa -

[] @  Aovm reuncparypu sa ninuou Banoricrs semmncm.udoon_Aemperst e sanger_humidiy Tors -

[] @  erenenunsosrypn sa Bosow CTaw sywynar. sensoroudoor tempratre sensar oamery st Tora -

[0 @  Aorvuremncoarypu sa sikucu Temnepatyps senscx.oudoor_semperstume_senser_temperstiws Tuaya -

O B resmearoenat swiich pralka_sooket_1 Tura -

O B censsypami catendar suistav_uksayii ‘Google Calengar -

O B cmcoxnonnos tado shopping.ist Crwcak nokynok =

O B xevomsiposereat switch khalodilnik_socket_1 Tupa

[0 B3 Advanced SSHE Vieb Terminal Updato upiate advanced._ssh web_terminal_update Home Assistani Supervisor -

Puc.2. Cnucox cymnocmeii écix npucmpois

OpHak 1ei crocié He JyKe 3pydHUil; Kpaile BUKOPHUCTOBYBATH 3pydHUI anst kopuctyBaua IDE.
OpnuH 31 crioco0iB MiAKIIOYEHHS 10 BiaganeHux ¢aiini uepes Mepexy — e SMB (Server Message Block)
npotokod (puc. 3). OxuH 31 cnoco0iB peparyBaHHs KoHQpIrypamiiiaux ¢ainie — uepe3 gonopHeHHs File
Editor moka3ano Ha puc.4.
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Puc. 3. JJocmyn do paiinie HomeAssistant uepez SMB npomokon

¢ File editor
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1o+ id: daily_backup
z  alies: Deily bocky
3 description: Doily backsp ot 21:00
4 trigger:

o v 5 platforn; time
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7 condition: [J
13 action:
9 service: hassie.backup_full
18 metadata: [}
- data;
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o 13 hameoss { stont._exelude_database: false

1 lacation: Backup

(LG webOS TV UP7SDOSLF (media_p.. ¥ 15- - service: persistent_ratification. create
15 metadata:
17-  dota
18- messoge: "UBSRIFADE Bockup ot {{ now(). strftineC’n ¥b Y, IHKST) 1} successfully
1 createdin”

Sellect condition v 20 - service: notify.telegran_gregary
2 metadata; 0
2 dote;
23+ messoge: "WBORIFADE Bockup at {{ now(). strftime('in ¥b Y, WIGCXS') 1} successfully
24 created\n®

alarm_control panelalerm_arm_away ¥ 25 moge: single
26+ - olias: Dolly Home Terperature rotificaticn
27 description: Dolly Howe Temperoture notification at 8:09

28 id: daily_hone._tenperature_notiFicotion

29 trigger:
- - plotforn: time

3L at: 08,

3z oction,

33+ - service: notify.telegram gregary

3+ data

35~ message: =

% [ From 'shared.injo’ imort daily_hame_temperature &}
7 {1 daily_home_temarature() 1}

3= - olies: Doily Sun notification

39 description: Doily Sun notificotion at 8:01

Puc. 4. Jlonosnenns File Editor
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[Ticns Toro, sk OyJIO HANAIITOBAHO 3pYYHUH cociO HamanmTyBaHHs KoH(irypamnii Home Assistant,
MO>KHa HaJaIITYyBaTH iH(QOpMAIiiiHy TaHels y 3pydHoMy pemakropi. [Ipukian HamamTyBaHHS TOJIOBHOI
maHem dYepe3 YAML-mabnonn mokazaHo Ha puc.5. Y pesynsTari iH(opmarliiiHa maHenb (TOJOBHA
CTOpiHKa CHCTEMH) Ma€ BUTIISA, SIKUHA TIOKa3aHO Ha pHc. 6.

ExoneR i canfiguration.yami
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Puc. 5. Hanawmyeanns 2onosnoi naneni uepes YAML wabnonu

Buyka Home Q 2
Temnepatypa 3axig i Cxig CoHua WiFi Router
B Temneparyps saous msc y  3ma 1748 = ommao 30068
&  Bonoricre BaoMa 390% q Crin 728 & Haajcrawo 39368
CTan BaTapel gaTunca BROMa middle B Wawawicrs crauysassm 7,536 MB/s
-
B Tewnepanya s sioou e XmapHo Y A e — o067 v
Noraas 27°C1-00
&  Bonoricre 3a sikwom 640% " - .
B CronSerapel norma sa oow High Raspberry PI Cratye
ar 8 947 81" 1027 @ Binewo oneparianoi now'aTi 2168M8
15 59 s 56
TrueNas PozeTka @  dsmro onepamanai nawi 7359 M8
n, Mgy 2303V @ BwopHCTENO ONEATHERGT REMATI i
F  umnenim 29W §  Tewneparypa npouscopa 412°¢
e Com 071954 @ Hasasmamennn npouecopa £
[ Eoopmeranc nosrarina wory 440
@ oo newar va ancey 25068
@  OcramHe iaknoueNKn S Toro 2024 p. 0 2216

Puc. 6. Hanawmosana inghopmayiiina naneib 20106H0I CMOPIHKU

3poOuBmM 0a30Bi HANAINTYBaHHS CHCTEMH, HEOOXiAHO 3a0e3MeuuTH BiJJalieHWd JOCTYIl JO
cucTeMH. ApXiTeKTypHa cXeMa 3 BiJJIaJIeHUM JOCTYIOM 0 Kibep]i3nuHOi cHCTeMHU MMOKa3aHO Ha puc. 7.
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Puc. 7. Cxema nioxnouenns 00 kibepgizuunoi cucmemu uepe3 VPN
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Cepen ocHOBHUX cIIOCO0iIB BiIaIEHOTO JOCTYIY (3 Mepeski [HTepHeT) € HacTyIHi:

e XMapHi cepBicH — y I[bOMY CIoco01 HEOOXiTHO BCi JaHI TPAHCIIOBATH Yy XMapHi cepBicH, KOTpi
MOCTIHHO OyAyTh CHHXpOHI30BaHI 3 cuctemor. Cepea OCHOBHHX TepeBar, IO TaKHi crmocib €
HAaUIPOCTIIUM, € HaWOIIbII 3aXWIIEHHM (TaKk fK B IHTEPHETI MOCTYIHA TUTBKHA KOIIiS CHCTEMH) Ta
HaliMeHmni 3aTpuMKH. Hemomikom Takoro crmocoby € Te mo JaHwii crmoci® Oyae KOImITyBaTH 3a HajaHi
MOCITYTH XMapHHAM CEpPBICOM.

o\V/PN — mo3Bomsic depe3 BipTyallbHy HMPHUBAaTHY MEPEXKY 3aXHIIEHO IOCTYHMHUTHCH IO CHCTEMH 3
Iarepnery. Llel cmoci® BHMarae JOJaTKOBHMX HallAlITyBaHb, TAKWX SK BcTaHOBIeHHS VPN kimieHTa Ha
CHCTEMI Ta MPHUCTPOSX KOTPUM HEOOXITHHHA TOCTYN JI0 CHCTEMH, a TAaK0XK a00 BHKOPHCTAHHS CTOPOHHIX
VPN cepgepiB, abo cTBopeHHsI BiacHoro. binsiicts VPN cepBepiB HanatoTh cBoi MOCIyry O€3KOMITOBHO,
TOMY JIaHUH CTIOCIO € YMOBHO-0€3KOIIITOBHUM.

ePort Forwarding — 103BoJjisie TepeHanpaBiIsTH 30BHILIHIA iHTepHET Tpadik depe3 poyTrep 1o
MIEBHOTO MMOpTa (a caMe MopTa Ha KOTPOMY Ipalroe cuctema). Llei crnocid BIAHOCHO MPOCTHH y MOPIBHIHHI
3 VPN, npote poOUTh CHCTEMOIO BPa3IMBOO ISl aTak, Tak K Oynb xTo 3 [HTepHeTy Mae moctym. Takoxk
CJIiJ BpaxyBaTH IO YacTO iHTEPHET MpOBaliJicpy HaJa0Th TUHAMIYHY ip-aJipecy, a 3a CTaTHYHY CTSTYIOTh
JOJAaTKOBY TUIATY.

BpaxyBaBiim BCi IUTIOCH 1 HEIOJIKM KOXHOTO 13 CIoco0iB Oysio oOpaHO Jpyruii croci0d, a came
noctyn uepe3 VPN i3 BUKOpuCTaHHSIM MpOrpaMHOTro 3abe3mneueHHs Tailscale, amke BOHO OE3KOMITOBHE Ta
NpoCTe Y HaJaITyBaHHI.

3. Peanizaunin cuenapiiB aBromaTu3auii B KioeppiznuHiii cucremi

OpHa 3 KIIIOYOBHMX TIepeBar 1 YHIKQIBHUX OCOOJNMBOCTEH CHCTEMH TIOJNATaE y 3JaTHOCTI
OpraHi3oByBaTH CKIIaJIHi aBTOMAaTH30BaHiI NPOILIECH, BUKOPUCTOBYIOUHM IMUPOKHHA CIEKTp iHTEerpamii i
00'eKTiB, BKIIOYAIOYH MTPOAYKTH PI3HUX BHUPOOHHKIB, IKi MPAIIOIOTh HAa PI3HOMAaHITHUX KOMYHIKaliiHUX
npotokonax. JJs CTBOpEHHsS aBTOMaTH3alliil MOXXHA BUKOPHCTOBYBATH K BeO-iHTepdeiic, Tak i mabioHu
YAML. KoxHa aBTOMaTH3ailis CKJIAIAa€ThCSA 3 TpUrepa - MOJIi MICHsl SKOi CIpallbOBYE aBTOMATH3AIlis.
[Mpuknanu Tpurepis:

e3MiHa cTaHy npucTpoto. Tpurep Moxke OyTH aKTHBOBaHHI IPH 3MiHI CTaHY MEBHOTO MPUCTPOIO
abo maBava. Hampukiaa, BKIIOYEHHS CBITIa MPH BIIKPHUTTI JBepi a0 BHMUKAHHS KOHAMIIIOHEpa MpU
BiJIKPUTOMY BiKHI.

el 'padix yacy. Tpurep moxe OyTH aKTUBOBaHWI B TeBHUI vac abo 3a rpadikom. Hampukman,
BKJTFOUCHHS IT1/ICBIYyBaHHS B IEBHUH Yac 00N a00 BKIFOYSHHS CUCTEMH ONAJICHHS 32 PO3KIIAJIOM.

e [Toxii kopucryBaua. Tpurep Moxe OyTH aKTHBOBaHHI TP NEBHUX JisX KopHcTyBada. Hampukian,
BiJINpaBJICHHsI CHOBILICHHS HA MOOUTEHUI TeJe(oH MpH BiAKPUTTI ABEpi, KOJIX BH BiCYTHI BAOMA.

e['conokauis. Tpurep Moxxe OyTH aKTHBOBaHMHI NpH B'i311 uM BHi3ai 3 meBHOI obsacti. Hanpukian,
BKJIIOUEHHSI cCTeMH O€3MeKH IpH BiJaleHOMY BiXoAi Bia 1omy abo BKIIOUEHHS CBiTIa IpH mia'izai oo
OyAMHKY.

e[lorogni ymoBu. Tpurep Moxe OyTH aKTMBOBAaHHM NPH NEBHHUX MOTOAHMX yMoBax. Hampukian,
BKJIIOUEHHS] CHCTEMH 3aTEMHEHHS! BIKOH IPU CHJILHOMY COHII a00 BKJIIOYEHHS BEHTHJIALII MpPU BUCOKIH
TeMIeparypi.

Hpyruii eran aBToOMaTH3aLii ckiaagaerses 3 ymoB. YMoBa (Condition) y cucTteMi BUKOPUCTOBYETHCS
Ul BU3HAYEHHsS JIOJATKOBUX KPHUTEPIiB, sAKI TMOBMHHI OyTM BHKOHaHI IMepeA  aKTHUBALI€I0
AaBTOMAaTH30BaHOTO TpUrepa ab0 BUKOHAHHAM Jii. YMOBH J0TIOMaratoTh OUIbII TOYHO KEPYBaTH THUM, KOJIU
aBTOMaTH30BaHi cueHapii abo iHmi [ii OyAyTh aKTHBOBaHi, IO J03BOJIE 3a0€3MEUUTH OibII THYUYKE
yhnpaBiiHHSI. YMOBa MoKe OyTH MoOyZoBaHa Ha OCHOBI pi3HUX (PaKTOpiB, TAKUX SIK CTAH MPUCTPOIB, Yac,
MOTOJIHI yMOBH, TeOJOKalis Tomo. Hampukmaa, MoXKHa HajalTyBaTd YMOBY, IIO BHMAarae, mioo
TemIieparypa B NpuMilleHH] Oylia HIKYe MEBHOTO PiBHA, MEPII HiXK OyAe BKIIIOYEHO onajieHHA. AOO X BH
MOJKETe HaJlallITYBaTH YMOBY, 1110 BUMarae HasBHOCTI Bamoro Tenedony B gomamHiit Wi-Fi mepexi nepex

IndokomyHiKamiiHi TEXHOJIOTII Ta eJIeKTpOHHA iHxkeHepis, Bum. 4, Ne 1, C. 20-30 (2024)
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THM, SK BIOKITIOYHTH cUcTeMy Oesrmeku B nowmi. [Ipukman sSK BHUTIIAJAIOTH aBTOMAaTH3allil y CHUCTEMi 3a
nmoromoror0 Y AML mrabioniB mokazano Ha puc.8a. OCKiNbKHM cucTeMa J03BOJISIE IHTETPYBATH K (i3udHi
MIPHUCTPOI, TaK 1 30BHIMIHI TU(PPOBI Ta XMapHi CepBiCH, OyJI0 CTBOPEHO 3pyUHi aBTOMATH3aIlii, K1 MOPAHKY
HAJICWIAIOTh CIIOBIMIEHHS 3 MPOTHO30M TOTOJIM, YaCOM CXOJly Ta 3aXOJy COHIIS, TTOKa3HUKaMH 3 JlaBadiB
TEeMIepaTypH Ta Boyorocti. Takoxk cucrema inTerpoBana 3 Google Calendars mist orpuMaHHSI HarayBaHb
PO JIHI HApOPKEHHS. YCi I1i CTIOBIIIEHHS HAAXOIATh yepe3 MeceHmkep Telegram (puc.80).

| automatons yam| @

1
aily Home Temperature natification

ription: Daily Hone Tetperature motification at 8:00
y_hane_temperature_notification

tine
:80:00

ce: natify.telegran_gregary

nessage: > Good morning Sir! 8¢

{% fron ‘shared.jinja’ imort daily_hame_temperature %}
{1 daily_home_temperature() }}
alias: Daily Sun notification

ez : Bally sun matstication st 3:01 % Indoor Temperature: 19.7°C
trig % Indoor Humidity: 40.0%
% Outdoor Temperature: 5.4°C
3| - services matty.tetepron regery % Outdoor Humidity: 73.0%

nessage: =

{% fron 'shared.jinja’ imort daily_sun %}
4 daily_sun(] 3}

¥ Weather
i

e K Todays sunset at 17:53:11
- " K Tomorrows sunrise 07:20:30

data:

Weather forecast
% Temperature 5.8°C/10.0°C
() Humidity 65%
) Wind 6.89m/s () 192.9°
0V Precipitation 0.0mm

- alias: Daily Heppy Birthday Notification
description: Daily Happy Birthday Motification at §:05

a) 0)
Puc. 8. YAML wabnon ona aemomamusayii (a) ma cnosiwgenns 6io cucmemu y Telegram (6)

[icna interpaunii 3 Telegram, moromuum cepsicom Ta Google Calendar, apxiTekTypa cucTeMH
npe/IcTaBjIeHa Ha puc. 9.

© D %

Telegram Google Weather
Server Calendar API

T—,.m H1T(F‘ HTW—1
P

oy [TF]

VPN Server
User Laptop

¢ HTTPWabSockets

2T o

User
wifi Router Mobile

VPN
Client HITP

Raspberry Pi [ Home Assistant

Koten

Piaki cencopm

Puc. 9. Apximexmypa xibepghizuunoi cucmemu 3 pisHUMU iHmMezpayiamu 018 a8MoMamusayii

Ha 6a3i po3ropayToi kibepdi3udHOl CHCTEMH pealli3oBaHO ClieHapid aBTOMAaTHU3allil, 110 I0JIArae B
aBTOMATHYHOMY HaJlaITYBaHHI Tra3oBoro Ooiijiepa BIJMOBIZHO JO TIOKA3HUKIB TEMIIEpaTypH B
npumimierHi. Ha puc. 10a  mokazaHo mporpaMHHN KOJ, IO aBTOMAaTH3y€ IIPOIeC BKIIOUCHHS Ta
BUKJIIOUCHHSI OOMJIepa 3ajIe:KHO BiJl TOrO, YM TEMIIepaTypa MOBITPs BiJ CEHCOpa BuIlla a00 HWIKYA 3a 3a/1aHi
nmoka3Huky (puc.100)

Information and communication technologies, electronic engineering, Vol. 4, No. 1, pp. 20-30 (2024)



26 M. Bewnei, FO. Illkoponao, I'. bewueii

Trigger Condition Action

- alias: Turn on heating on min temperature
163 id: turn_on_heating_on_min_temperature

164 trigger:

- platform: numeric_state - =

16 entity_id: sensor.indoor_temperature_sensor_temperature » 3
below: 18

AE00

id: indoor_temperature_threshold_min
169 - platform: numeric_state
170 entity_id: sensor.indoor_temperature_sensor_temperature

Sensor
171 above: 22
172 id: indoor_temperature_threshold_max
~ . s
7 action —> §31) —> 31
174 - condition: numeric_state

entity_id: sensor.indoor_temperature_sensor_temperature AL 800 Has Bithdays Today? Read all birthdays Send Telegram
below: 18

Read Temperature  Send Telegram

Message

ot today Mossage
7 - service: scene.apply

178 data: —
179 entities: H - II
180 clinate.gas_boiler_heating: »

state: "on" (=)

182 - condition: numeric_state °
183 entity_id: sensor.indoor_temperature_sensor_temperature
184 attribute: elevation

185 above: 22 —
186 - service: scene.apply - II
187 data: 3 -

188 entities: (=)

189 climate,gas_boiler_heating: v v
190 state: “off"

Temperate < 18°C Raise the temparature (Boiler)

Temperate > 22 °C Lowes the temperature (Boller}

Puc. 10. Asmomamusayis 8KIOUEHHS/BUKIIOUEHHS 20306020 Dotiiepa (a) ma npuxiadu agmomamusayii (6)

3ampornoHoBaHUH MmiaXin 3a0e3meuye ONTUMaTbHUN MIKPOKJIIMAT BCEpEAMHI MPUMIIICHD, a TaKOXK
3a0e3meuye OiMbII eeKTHBHE BUKOPUCTAHHSA EHEPreTHYHUX pecypciB. lle, y cBoro dyepry, He nure
CTBOpIOE€ KOM(OPTHIII yMOBH sl TiepeOyBaHHS B MPHUMIIIEHHI, alleé i CHIpuse 3HAYHOMY 3HH)KCHHIO
BUTPAT Ha CHEPTIIO.

4. Peanizaniss MeToaiB 300py, 00p0o0KH, aHATI3Y Ta 30epe:KeHHs JaHUX JUIA KidepdizuuHoi cucTemMn

Cucrema aBToMaruzarii Ta KepyBaHHS [oT OXOIDIIOE IMHPOKHN CHEKTP TPHUCTPOIB, SIKi
KOHTPOITIOIOTh OCBITJICHHS, OIAaJeHHS, Oe3IeKy, eJIeKTPOIOCTadyaHHS Ta IHII TOKa3HUKW. 30epiraHHs
JaHWX, OTPUMAHMUX BiJl IIMX MPHUCTPOIB, € KPUTHYHO BAXJIMBUM Ui 3a0€3MEUeHHs MPaBUIbHOI POOOTH
CHCTEMH Ta 3aJI0BOJICHHS NOTPeO KOpHUCTyBauiB. BaxkIMBUM € TakoX HajiliHe 30€peXeHHS HalallTyBaHb
CHCTEMH JUIs IIBUAKOIO BiTHOBJICHHS Yy BHIIAJKY ii 30010 a00 MOMMJIKOBOTO HAJIAIITYBaHHSI, 11100 MOXHA
OyJ0 MOBEpHYTHCS A0 OCTaHHIX KOPEKTHUX HAJIAIITYBaHb.

Cucrema MicTuTh BOYZOBaHHMH CepBiC MAJsl CTBOpEHHS pe3epBHUX Komiid. Lle mo3Bomsie
aBTOMATH3yBaTH IMPOIIEC, HAMPHKIAJ, CTBOPIOIOYM TOBHY pEe3epBHY Komilo ImoBedopa o 22:00. 3a
3aMOBUYYBaHHSIM, PE3EPBHI KOIIii 30epiraloThCsl Ha TOMY K PUCTPOI, & BCTAHOBJIEHA CHCTEMa, HAITPHUKJIIA]
Ha Raspberry Pi. OcHOBHHM HOCi€M JaHUX € KapTH maM'sTi microSD, ki MOXyTb 3HOILITYBATHCS 3 4aCOM,
TOMY Yy BHUIMAJKy iX BTpaTH BiJHOBJECHHS CHCTEMH 3 pe3epBHOI Komii Oyne HeMoxxnuBuM. besmeuwimie
30epiraTi pe3epBHi KoIii Ha OLIbIII HAJAIMHAX HOCISX.

OnHUM 3 HaJIMHUX METOJIB 30epiraHHs JaHUX € BUKOpUCTaHHS cucteM NAS (MepexeBux
HakonuuyBauiB). NAS — 1ie THI HPUCTPOIO s 30epiraHHs JaHUX, IO IMiIKIYAETHCSA 0 JIOKAIbHOT
Mepexi, 3a0e3redyour NEeHTPaTi30BaHui JoCTyn 1o (aiimiB Ui pi3HUX MPUCTPOIB 1 KOPUCTYBadiB.
3a3Buuait NAS BUKOPUCTOBYETHCS JJIst 30epiranHs (aiiniB, pe3epBHOTO KOIMiIOBaHHS Ta 0OMiHY JaHUMH, a
TaKOXX JIJI1 BUKOHAHHS 1HIIMX 3aBJaHb, MOB'I3aHUX 31 30epiraHHsaM gAaHux. NAS 103BoJiss€ pOOMTH KOl
JIAHUX Ha JIOJAaTKOBUH JUCK JUIs 3a0€3MeYeHHS JOJaTKOBOTO PiBHS Oe3MekH Ta HaaiiHOCTI iH(popMallii, 1o
CTa€ JIOJaTKOBUM 3aXMCTOM BiJl BTPAaTH JaHHMX Yepe3 HEIIACHI BHIAIKH, MOIIKOIKCHHS JUCKY a0o0 1HI
Henepea0aYeHi 00CTaBUHH.

Ockinbku NAS He BUMarae 3HaYHUX OOYMCIIIOBAIBHUX PECypciB, HOro MOXKHA 3aIlyCTUTH Ha MiHi-
TIK. JTns miei metn 6ymo obpano mini-ITK Ha 6a3i npomecopa Intel N100 (mpubsimsuo $130 3a Bepciro 3 16
I'b omeparuBHOi mam'ari). J{ist 30epiraHHs JaHMX BUKOopucTOoByBamucs nea HDD mucku 3 ob'emom 1
TepabaiT KOXKEH, IO TO3BOJISIE 30epiraTu KOIIii Ha JpyroMy AUCKY Y BHMAJAKY BTpaTH JaHUX 3 Tepioro. B
SIKOCTI MporpaMHoro 3adesmneucHHs 0yio oopaHo TrueNAS Scale, sike € OE3KOIITOBHHM 1 JOCTYITHUM 3
MIUPOKHUM CIIEKTPOM (DyHKIIii.

[licns HamamrtyBaHHS HagiiiHorO (aioBoro cxoBuma, B cucteMi Home Assistant Oyio
CKOH(]IrypoBaHO aBTOMAaTH3AlliIO IJIsi CTBOPEHHS PE3epPBHUX KOMii cuctemu moaeHHo. Li pesepBHi komii

IndokomyHiKamiiHi TEXHOJIOTII Ta eJIeKTpOHHA iHxkeHepis, Bum. 4, Ne 1, C. 20-30 (2024)



Po3spobka xibepghizuunoi cucmemu o agmomamusayii ma ... 27

30epiratotbcss Ha (PI3SUIHOMY MUCKY 3a JOTIOMOTO TpoTokoiy SMB i3 nmyOmroBaHHSIM maHMX Ha
JONTATKOBUH MUCK, mpuenHaHuii 1o NAS. OcCKiNBKH pe3epBHI KOIIii CTBOPIOIOTHCS IIOMHS, TaKOX OyIo
HamamToBaHo CRON JOB — 3amauy, sika BUKOHY€ETBCS IOJICHHO 1 BHIANISAE Pe3epBHI KOMmii, cTapimi 3a 7
nmHiB. Ha puc. 11 mokasano cimcok pe3epBHUX Komii, 30epekeHnx Ha NAS-IucCKy.

LTSIV NTope T [FIITIP RV IR YUTTIvGl . e VenuviveT. v fuvive

admin@truenas[/mnt/PersonalMedia/Stuff/HomeAssistant]$ 1s -1
total 113044

-rwxrwxr-x+ 1 buyka buyka 16568320 Feb 19 21:00 03b59b5e.tar
-rwxrwxr-x+ 1 buyka buyka 16568320 Feb 21 21:00 3af2083d.tar
-rwxrwxr-x+ 1 buyka buyka 16568320 Feb 20 21:00 504415af.tar
-rwxrwxr-x+ 1 buyka buyka 16568320 Feb 25 13:11 69c01004.tar
-rwxrwxr-x+ 1 buyka buyka 16588800 Feb 24 21:00 7501c295.tar
-rwxrwxr-x+ 1 buyka buyka 16588800 Feb 23 21:00 9586c621.tar
-rwxrwxr-x+ 1 buyka buyka 16588800 Feb 22 21:00 a8729%aab.tar
admin@truenas[/mnt/PersonalMedia/Stuff/HomeAssistant1$ [l

Puc. 11. 36epesicenni pezeperi konii 0ns cucmemu y NAS cepsepi

Jnst migBUIIEHHST HATIHOCTI Ta CTaOLIBPHOCTI POOOTH CHCTEMH HEOOXITHO 3aMiHUTH CTaHIAPTHY
0a3y manux. 3a 3amoBuyBaHH:IM, Home Assistant BukopuctoBye SQLite — pensmiitHy 6a3y maHUX, sKa
no0pe MiIXOIUTh IJIsl HEBENWKHX OOCATIB JaHWX 1 HETPWBAJOro BHKOpHCTaHHA. lIpoTe, mis kpamoro
MacimTa0yBaHHs Ta CTaOUIbHIIIOT poOOTH PEKOMEHAYEThCS Tiepexif, Hanpukiaj, Ha MariaDB. MariaDB
po3pobiieHa i poOOTH 3 BEIMKMMH OOCSraMd JaHWX 1 BHCOKOIIBUAKICHUMH 3acTOCyHKamH. BoHa
HmiATpUMy€e 0arato KOPUCTYBadiB, PO3MOAUICHI 0a3uW JaHMX 1 peIUTiKaIiio, 1o poOuTh ii ileanbHUM
BapiaHTOM MJIsl CHCTeM, sKi BHMararoTh MacmTaboBaHocTi. Ockimpku Home Assistant 3amymieHo Ha
Raspberry Pi, mo BukopuctoBye SD-kapTy aisi 30epiraHHs, 10 HE PEKOMEHIYEThCSA JUIS MOCTIMHOTO
3aMucy JIaHMX, SIK e MOTPiOHO A 30epeKeHHS CTaHIB BCIX MiKIIOYCHUX CEHCOPIB Ta PUCTPOIB.

BpaxoByroun HasiBHicTE NAS-cepBepa 3 BCTaHOBJICHOIO omnepamniiiHoto cuctemoro TrueNAS Scale,
siKa JI03BOJISIE BCTAHOBJIIOBATH PI3HOMAHITHI J0JaTKH 3a joromoror Docker mis Bipryamizarii, ajs
3a0e3MeyeHHs] HIiHHOCTI Ta MacmTaboBaHOCTI cuctemu MariaDB Oyno BcranoBieno came Ha TrueNAS.
Hani B cucremi Home Assistant moTpiOHO HamamTyBaTH cepBic Recorder (Biamosinmae 3a 30epeieHHs
JlaHUX y 0a3i JaHuX) AJis 30epiraHHs BCiX 3alUCIB Yy BijiajeHiii 6a3i qanux MariaDB.

3 pocTOM HYHMCIIa MiAKIIOYEHUX MPUCTPOIB y cucTeMax [HTepHeTy pedeii 30UTbIIy€eThCst 00CAT TaHUX,
IO TEHEPYIThCA IUMH CHUCTeMaMH. Bin Temmeparypw Ta OCBITICHHS 10 O€3leKH Ta PO3yMHOTO
VIPaBIiHHS ENEKTPONPHIIAIaMi — KOXEH acleKT poOOTH CHUCTeMH 3ajJeXHUTh BiJl 300py Ta aHaizy
BEJIMKUX 00CATiB jAaHMX. 30ip Ta aHaJi3 WX JAHUX CTAIOTh KPUTUYHO BAKIUBUMH JJIsi €(EKTUBHOCTI
pobotu cuctemu. Hampuknan, aHami3 JaHUX NP0 CIOKHUBAHHS €JIEKTPOCHEPTil MOXe JOTIOMOITH BHSBUTH
UUISIXW  3HIDKEHHS BUTpaT Ta TiJBUIICHHS CHEProe(eKTHBHOCTI, IO, y CBOIO 4Yepry, CIpPHUSATHME
3MEHIIICHHIO HABAaHTAXKEHHsI HA €JIEKTPOMEPEKY Ta 3HIKECHHIO €KOJIOTTYHOTO BILTUBY.

IcHyroua 6a3a ganux MariaDB uynoBo migxoauts it cTabiasHoi poootu Home Assistant. Oanak i3
301IBLICHHSM YHCIIa TiIKII0UEHUX IPUCTPOIB Ta CEHCOPiB 00csAT 6a3n JaHMX MIBUAKO 3POCTAE, OCOOINBO
SKILO TOJIITHKA 300py JaHuX He mependauae BuaneHHs iHdopmauii piame Hix koxHi 30 quiB. B Takomy
BUIAJIKy KpaIIOl0 aJbTEPHATUBOIO Ul 30epeXeHHs JaHUX 3 METOI0 aHamidy € BukopuctanHs InfluxDB.
3okpema, InfluxDB Bimoma CcBO€H0 BHCOKOI €(QEKTHBHICTIO y o00poOli Ta aHami3i JaHWuX, M0
CTPYKTypoBaHi y (opmari yacoBux psniB.. Llsg 0a3a maHux crnemianbHO po3poOiieHa njs 30epiraHHs Ta
MaHIIyJIIOBaHHS BEJIMKUMHU 00CATaMM 4aCcOBUX JaHHX, SIKI 4acTO 3yCTPIiYarOThCs B cpepax MOHITOPUHTY,
IoT, ¢inancax Ta inmmx. OxHiero 3 kmodoBux nepesar InfluxDB e ii onTuMizoBaHa apxiTekTypa Uis
poOOTH 3 HACOBUMHU psiIaMH, LIO JA03BOJISIE LIBUIKO 30epiraTy, 3alMTyBaTH Ta aHAIi3yBaTH J1aHi 3 YaCOBUM
KOMITOHEHTOM.

B Home Assistant icHye 1OMOBHEHHS U 30epeXeHHs JaHUX 3 ceHcopiB 1 mpuctpoiB y InfluxDB,
ske Oyno BcraHoBiieHO Ha cepBepi TrueNAS. Ilicns inrerpamii InfluxDB 3 Home Assistant nani temnep
TakoX MyomroroThes B InfluxDB, 3a0e3nedyroun J01aTKOBI MOKITUBOCTI JJISL X aHAIi3Yy.

M Bizyamizamii 30epekeHMX HaHUX BHKOpHCTOBYeThcsi Grafana, MOTY)KHUH iHCTpYMEHT AJst
CTBOPEHHS IHTEpaKTHUBHUX JAAMIOOPiB, U0 JO3BOJISIE aHANI3YBaTH pisHOMaHITHI AaHi. Grafana miarpumye
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BEJIMKY KiIbKICTH JDKEpel JaHWX, BKIIIOYAloYn 0a3u JaHWX, CepBepH METpHK, 4acoBi psmu, API Ta inme,
JTO3BOJISIIOYM IHTETPYBATH PI3HOMAaHITHI JDKEpesa JaHuX Y eNUHUHN iHTepdeiic.

Kowmb6inamis Grafana ta InfluxDB cTtaHOBHTH Hag3BUYaHO MOTYKHUN 1HCTPYMEHT IS Bizyastizaii
Ta aHami3y YacOBHX JMJaHWX, 3a0e3medyrour po3pOoOHMKAaM Ta aHAIITHKaM MOXKIIUBICTH CTBOPIOBATH
e eKkTHBHI Ta MpUBaOIHBI Bi3yalbHI MIPEICTABICHHS U PI3HUX THITIB JaHUX YaCOBUX PsiB, 30€perkeHUX
B InfluxDB.

Grafana Oyrna BcraHoBieHa Ha cepBepi TrueNAS 3a momomororo Docker. Ilicias BcraHOBIIEHHS
BKa3aHUX IMMPOTpaM, apXiTeKTypa CHCTeMH 300pakeHa Ha puc. 12. [lns Bukopuctanna mannx y Grafana
HEoOXiMHO JoxaTh ix K jpKepeno nmaHux (data source) 1 HamamTyBaTH AEKITbKAa MPOCTHUX 3aMUTIB 3a
noromororo Mo 3anuTis Flux, mo qo3Bosnse cTBoproBaTH pi3HOMaHiTHI rpadiku Ta iHQopMmamiiiHi maneni

(puc.13).
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Puc. 12. Apximexmypa xibepghizuunoi cucmemu i3 cepgicamu 360py, 06pobKu, ananizy ma 36epieants OaHUX

Temneparypn @ Last 7 days Bonoricts  © Last 7 days

02/24 00:00 02125 00:00 02126 00:00

HomeAssistant Temperature  ©

® Last 7 days

48°C

a7%c
a8°c

asc
02121 00:00 02/22 00:00 02/2300:00 02/24 00:00 02125 00:00 02/26 00:00

Puc. 13. Ompumani epaghixu 3 cencopie ma npucmpoig y Grafana

M ouinku edekTuBHOCTI po3podieHoi kibepdizmyHOT cHCTEMH peai30BaHO MOKIHBICTD
BipaBKM TMOBiOMJIeHb uepe3 Telegram Ta BHUKOpPHUCTaHHS BHYTpIilIHIX croBimeHb. CeHcopH,
po3TalioBaHi y Mepexki, TeHepyloTh BHYTPIILIHI MOBIIOMJICHHS, SIKi MOTIM HaJCHIAIOTHCS KOPUCTYyBauam
yepe3 poyTep i MOXyTh OyTH TMeperjisHyTi B BeO-iHTepdeiici abo uepe3 MOOUIBHHN 3aCTOCYHOK.
[lapanensHo, croBimeHHs B Telegram BiampaBnsioTbes yepe3 Mepexy IHreprer. IIpoBeaeno anamis
TPUBAJOCTI JOCTaBKM 000X THUMIB MOBINOMJICHb, 3TiHO 3 SIKUM 3aTPUMKa JIOKAJIBHUX CIOBILICHb
cTaHoBmwiIa Bchoro 10-50 mimicexyHp, 1o € Maibke HEMOMITHUM Ha Tpadiky y mopiBHsHHI 3 Telegram-
CHOBILIEHHSAMH 3 3aTpuMKoIo B 500-800 MimicekyH.
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== Tenerpam == [lokansHo

0,75

05

3atpumka (cexyHam)

025

1 2 3 4 5 6
Homep ekcnepemerTy

Puc. 14. opisusannsa 3ampumox cnosiugens uepes Telegram i noxkanvry mepesrcy Kibep@isuunoi cucmemu

Jns momanpmioro aHamily JaHUX PEKOMEHIYETbCS BHKOPHUCTOBYBATH AQITOPUTMH INTYYHOTO
IHTEJIEKTY, SIKi MOXYTh JIOTIOMOTTH B aHalli3l JaHUX MPO CIIOKMBAHHS €JIEKTPOCHEPrii, TeMIeparypy Ta
iHIII TapaMeTpH, HAaBYMBIIMCH TependayvaTH MiKOBI HABAHTKEHHS Ta PEKOMEHAYBATH ONTUMAalbHHUN
PO3KIJIaZ BUKOPUCTAaHHS MOOYTOBHX MPHUCTPOIB Ul 3HIDKEHHS €HEPrOBUTPAT. 3a JOMOMOTOI0 aHalizy
JaHUX TPO PyX Ta B3aEMOMIIO 3 PI3HUMH NPHUCTPOSMH B JOMAIIHBOMY CEPEOBHUIII, INTYYHUH IHTENEKT
MOYKE HABUMTHCS PO3IMi3HABATH 3BUYKH KOPUCTYBauiB Ta aBTOMAaTHYHO MPHCTOCOBYBATH HAaJaIITyBaHHS
CHUCTEMH JI0 iXHiX moTpe0. Hampukian, BKIIOYWATH CBITJIO Ta HaJAIITOBYBATH TEMIEpaTypy 3a MEBHHM
rpadikoM abo miJ Yac aKTUBHOCTI KopucTyBauya. KpiM TOro, 3a JOMOMOTOI0 aHallizy 3I0pOB'S Ta
aKTUBHOCTI, INTYYHWHA IHTENEKT MOXKE€ CTBOPIOBATH ITIEPCOHAI30BaHI PEKOMEHMAIlii IIOI0 3J0pPOBOTO
crocoOy KUTTS Ta akTHUBHOCTI. Hampuximan, HagaBath mopaand moao (Qi3WYHHX BIIPaB, PEKOMEHIYBATH
ONTUMATBHHAN PEKUM CHY a00 HaBITh CIIIKYBaTH 3a TTIOKa3HUKAMU 37J0POB's Ta CIIOBIIIATH PO MOTEHITiiTHI
npobnemu. Takum yuHOM, KiOepdizudHa cuctema moOymoBaHa Ha ocHOBI miatgopmu Home Assistant y
NOETHAHHI 31 IITyYHUM IHTEJIEKTOM MOXK€ HaJaTH 3HAYHMH NOTEHI[al /s aHalizy JaHuX Ta
aBTOMATH3allli Pi3HUX AacCMeKTiB JOMAIIHBOTO CEPEOBHINA, IO CIPHUSIE 3PYYHOCTI, €)EKTUBHOCTI Ta
KOoM(OPTY KOPHCTYBadiB.

BucHoBxku

Y poboti po3pobiieHo KibepdizuuHy cucreMa aBTromMaru3allii Ta kepyBanss [arepaeTom peueii (IoT)
Ha OCHOBI momyssipHOi Tatdopmu HomeAssistant. IIpencraBneHo neTanbHHNA OMIISA] apXiTEKTypu i€l
cucTemu, 11 peamizalii Ta TNEPCICKTUB BUKOpucTaHHA. [lepenyciM 3a3HayeHo, Mmoo Iargopma
HomeAssistant Hajae IMUPOKI MOXJIMBOCTI JJISl IHTETpallii CEHCOPIiB Pi3HMX BUPOOHWKIB Ta JOAATKIB
PI3HUX THUMIB, TO3BOJISIFOYM KOPUCTYBadaM CTBOPIOBATH KOMIUIEKCHI CHCTEMH MOHITOPHHTY Ta KEPyBaHHS,
0 00'€MHYIOTH Pi3HI MPHUCTPOi B €IUHY IHTEICKTYalbHY Mepexy. JleTalbHO PO3IJISHYTO peasi3allio
CIIEHapiiB aBTOMATHU3aIlii JJI1 KOHTPOJIIO KJIIMaTy B MPUMIIIEHHI. 3aBIIIKH MOXIHMBOCTIM HomeAssistant,
CTBOPEHO KOMIUIEKCHI aBTOMaTH3alii, Aki 3a0e3neduyloTh ONTHUMAajbHE YNPaBliHHSI TEMIEpPaTypor Ta
BOJIOTICTIO, pearyioud Ha 3MiHM TOTOJHMX YMOB Ta IepeBaru kopuctyBadiB. HomeAssistant mpomonye
3pYy4Hi 1HCTPYMEHTH ISl HaJalUITyBaHHS yMOBHHMX JIil Ta peakuiil Ha MEBHI MOJIl B CUCTEMI, IO CHpUSE
aBTOMAaTH3allii pyTHHHHUX IpoleciB Ta ontuMizanii podoru loT nmpuctpois. [[ns 3a0e3nedeHHs HagiitHOCTI
Ta JOCTYMHOCTI JaHUX Peai30BaHO MOKJIMBICTH CTBOPEHHS Pe3epBHUX Komild Ha okpemomy NAS cepsepi.
s 30epeskeHHs JaHUX BUKOPUCTOBYETHCSA OKpeMa 0asza nanux MariaDB, a misa ananizy ta Bizyamizamii
nanux 3actocoByroTbesl InfluxDB ta Grafana Bigmosimno. OkpiM IbOro, IMPOBEACHO aHali3 3aTPUMOK
cnoBineHs uepe3 Telegram i1 yokanpHy Mepexy KiOep(i3MyHOI CHCTEMH, BCTAHOBHUBILHM, L0 OOHMIBa
MeToan 3a0e3NnedyloTh WIBHIKE OoTpuMaHHA iHpopmauii. Omnucano, sk 3actocyBaHHS Home Assistant
pa3oM i3 IITyYHUM IHTEJIEKTOM MiJBHUILYE 3PYUHICTh, IPOLYKTHBHICTH Ta PiBeHb KOMPOPTY Yy JAOMAIIHIX
YMOBaX 3aBASKH IHTEJIEKTyalIbHill aBTOMaTH3aLlii.
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DEVELOPMENT OF ACYBER-PHYSICAL SYSTEM FOR AUTOMATION
AND CONTROL OF THE INTERNET OF THINGS USING THE HOME

ASSISTANT PLATFORM

M. Beshley, Y. Shkoropad, H. Beshley
Lviv Polytechnic National University, S. Bandery Str., 12, 79013, Lviv, Ukraine

The paper presents the development of a cyber-physical system based on the HomeAssistant
platform for efficient automation and control of Internet of Things (10T) devices. The architectural
features, technical implementation and prospects for the development of the system are
considered, with an emphasis on the ability to integrate a wide range of sensors and 10T devices
into a single network to create adaptive and intelligent solutions. The main focus is on the
implementation of automation scenarios for indoor climate control, which optimise living
conditions depending on the internal needs of users and external weather conditions, significantly
increasing energy efficiency and overall comfort. Data storage and analysis strategies are
described in detail, including the use of NAS servers for backup, the use of MariaDB for storage
and InfluxDB and Grafana for analytics and visualisation, ensuring a high level of reliability and
availability of information. Testing was conducted to assess the delay of notifications transmitted
via Telegram and the internal network of the cyber-physical system. The obtained results confirm
the high efficiency of the implemented cyber-physical system in ensuring instant delivery of
notifications, which is a key aspect for rapid response to critical situations in a dynamic
environment. The Home Assistant platform has been found to have extensive capabilities to
support artificial intelligence services. It integrates with a variety of services such as Google
Assistant, TensorFlow, DeepStack, Amazon Alexa, and allows you to easily expand its
functionality with additional components and plug-ins. Using intelligent algorithms and data
analysis, the system can independently make decisions on the optimal use of resources, monitor
devices in accordance with changing conditions and user needs, and respond to dangerous or
unpredictable situations.

Key words: cyber physical system, sensors, home assistant platform, telegram, raspberry pi,
influxdb, grafana, docker, artificial intelligence.
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