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The article is devoted to a comprehensive study of technologies designed to protect
intellectual property rights. The scientific basis for the study of information technologies for
ensuring the protection of intellectual property rights is analyzed.

Attention is paid to the close connection between the development of information
technologies and challenges to the protection of intellectual property. This issue is considered
in the context of administrative and legal aspects of such protection. The author formulates
proposals aimed at improving administrative and legal acts in the area under study.

The trends in the development of intellectual property law are analyzed, revealing a
range of directions for its further advancement, notably expressed in the processes of
globalization of legislation and the transition from protecting rights fixed on material carriers
to protection of information. Emphasis is placed on the fact that the transfer of modern
technologies is one of the main avenues for the creation and utilization of intellectual property,
which is also provided for in international legal acts.

The stimulation of creating fundamentally new technologies and developments, along
with their broad industrial utilization, greatly depends on a systematic approach to structu-
ring the strategy for the development of the national innovation system. This system integrates
fundamental scientific research and the commercialization of their results, employing legal
mechanisms for the circulation of property rights over intellectual property objects.

Particular attention is paid to the legal regime of blockchain protection. Attention is
drawn to the complexity of legal protection of the blockchain, which consists of both information
and intellectual property. It is indicated that this object is a system for recording, storing and
processing information and a technology for performing actions in the digital environment. It is
proved that blockchain is a value associated with objects with exclusive rights and has the ability to
issue invoices. It is emphasized that blockchain can be considered within the framework of the Law
on Information — as an information product in the form of a document containing information.

Key words: intellectual property; innovative activity; administrative and legal regulation;
intellectual property protection; information technology; blockchain; administrative liability.

Problem statement. Modern society is at the stage of a global transition to a new technological

order associated with the “digital economy” and the “digital revolution”, the features of which are
determined not only by changes in technology, but also, to no lesser (if not greater) extent, by the state of
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public institutions, including forms and models of economic organization, mechanisms of public
administration, as well as public systems of values and ideologies.

Digital technologies create a new reality that is different from the physical world we live in. They
create a new technological environment in which such social phenomena as law and the system of law
operate. Moreover, digital technologies are beginning to dictate their own conditions, to which legal
institutions, in particular the institution of intellectual property law, need to adapt.

Analysis of the research problem. The problems of administrative and legal ensuring the protec-
tion of intellectual property rights was studied in the works of such scholars as: V. Averianov, V. Bevzen-
ko, A. Berlach, A. Borko, N. Bortnyk, M. Verbenskyi, V. Halunko, O. Holiashkin, K. Hutsenko, S. Yesi-
mov, |. Zozulia, N. Kaminska, T. Kolomoyets, V. Kolpakov, A. Komziuk, O. Kuzmenko, K. Levchenko,
N. Lytvyn, O. Mykolenko, O. Ostapenko, H. Rymarchuk, I. Sydoruk, V. Synchuk, O. Syniavska, O. Soko-
lenko, S. Stetsenko, . Khomyshyn, N. Khrystynchenko, Yu. Shemshuchenko, I. Shopina, Kh. Yarmaki,
and others. These scientists have made a significant contribution to the development of the problems of
ensuring the protection of intellectual property rights.

The purpose of the article is to analyze the administrative and legal aspects of intellectual property
protection in the context of widespread introduction of information technologies and the challenges caused
by them, based on the analysis of the regulatory framework for intellectual property regulation and the
practice of its application.

Presentation of the main material. Often, the gap between the real and digital worlds does not
allow us to use all the available information produced by a multitude of smart devices around the world. In
order to bridge this gap and to more fully realize human potential, augmented reality (AR) technologies are
used. The new digital reality is already manifested in the widespread use of high-speed industrial Internet
(internet of things), integrated industrial networks and artificial intelligence, automatic identification
services, collection and processing of global databases (big data), cloud services and computing (cloud
computing), smart robotic systems (smart everything), the development of social networks, various IT
platforms and services in the digital environment [1].

The advent of novel digital technologies has catalyzed the emergence of a fresh legal regulatory
framework, characterized by key technological determinants:

— Internet of things, industrial internet (internet of things);

— artificial intelligence and machine learning and robotics;

— virtual and augmented reality technologies, quantum technologies and neurotechnologies;

— technologies based on the principles of a distributed ledger (blockchain), cryptocurrency, tokens,

miners, smart contracts, 1COs ...;

— global databases (big data);

— cloud computer services and computing (cloud computing);

— “smart” systems and devices (smart everything);

—social networks (Facebook, Twitter, Telegram...);

— cyberspace, e-commerce, e-sports, cyberfake, e-government and cybersecurity [2].

Over the next few years, a new technology, blockchain, is expected to replace many of today's
digital platforms. Since digital distribution is the basis of almost every modern service, distributed ledger
technology (blockchain) will become a major factor of influence, just as the Internet was in its time. The
concept of blockchain technology was first introduced by Satoshi Nakamoto in 2008 to create the digital
currency bitcoin. Satoshi Nakamoto is the pseudonym of an unknown inventor who claims that anonymity
is needed to protect both himself and industrial technologies and ways of organizing the social sphere.
Today, new types of cryptocurrencies are constantly being created (litecoin, Dash, Zcash, etc.), some of
which have reached impressive market capitalizations. These currencies are also being recognized as a
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means of payment for the largest market participants, such as Amazon and Hotels.com. At the same time,
blockchain technology supports much more than just cryptocurrencies. With the launch of the ethereum
technology platform and the corresponding ether token (ETH) in 2015, it became possible to build
blockchain applications for practical use in any sector of the economy: to carry out any transaction using
smart contracts (whether it is traditional (“fiat”) money, goods or gold, or oil, energy, real estate and even
intellectual property rights) [3].

The advantage of using blockchain for transactions lies in its ability to conduct transactions quickly,
in a decentralized and secure manner, without intermediaries (brokers, agents). Data is typically stored in
the blockchain in a reliable and immutable form. In the field of intellectual property, the use of blockchain
technology enables the resolution of a number of problematic issues, primarily in the realm of copyright
and related rights. Among these issues, the following can be highlighted:

— blockchain protection allows for more reliable registration of intellectual property rights, which

leads to a reduction in the number of disputes, facilitates the collection of royalties, etc;

— blockchain authentication enables the detection of counterfeit or forged goods. Currently, several
blockchain applications have been developed for tracking and identifying products, such as
diamonds or luxury items, to detect counterfeiting. For instance, applications like Blockverify,
Everledger, and VeChain, the latter being a solution for managing the supply chain of goods, can
be used to track each item (product) throughout its production and distribution process;

— a smart contract represents intelligent blockchain code for ensuring the reliability of agreements
and preserving information about them, including the protection of rights and interests of rights
holders, such as a blockchain application for legally binding smart contracts, which are concluded
and executed using artificial intelligence and recorded on a public blockchain. “Smart” registries
may include information necessary for potential licensees (including information about license
fees, terms, and usage restrictions). Blockchain registries can also facilitate the creation of smart
licensing agreements that are automatically executed, including payment of license fees and
registration of licenses in the registry. The same applies to other types of agreements, transfers of
rights, or creation of encumbrances. Digital timestamps, “attached” to each agreement, could gua-
rantee full traceability and verifiability of intellectual property rights in digital asset circulation;

— maintaining IP registries and services is a way to replace all existing centralized IP registries with
decentralized systems using blockchain technology, where records will become more reliable and
changes will be made almost instantly.

Blockchain-based IP registries can be a real way for rights holders to strengthen control over
intellectual property rights, legitimate interests, and copyrighted works themselves. This is especially true
for owners of copyrighted online content. Public blockchain registries contain all the information about the
full chain of rights holders and the transfer of rights to IP objects, which will ensure transparency, security,
and proof of authors’ rights, users' rights, and rights holders' rights.

In other words, blockchain technology can act as a legal instrument (funds):

— for the recognition of intellectual property rights and registration of objects of these rights — a
digital certificate of authenticity;

— management of intellectual rights and objects of these rights, including their commercialization or
other practical use (for example, in cases of free use or fair use);

—ensuring and protecting intellectual rights and property interests of the right holders;

— disposal of the exclusive right;

— introduction of exclusive rights into digital property circulation.

However, blockchain technology is not a perfect product: blockchain currently requires a huge
amount of computing power and, therefore, energy. The costs are significant when a limited number of
transactions can be processed per unit of time. The strong point of blockchain technology is its “vandal
resistance”, which is important for IP management: it is almost impossible to make adjustments to the
blockchain system, but in some cases such adjustments may be required, for example, by court order.
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One way or another, blockchain technologies have become a revolutionary way to protect
copyrighted content and copyrights on the Internet and cyberspace in general, including their cataloging
and commercialization. Maintaining state or other registers of rights based on blockchain technology will
equate the reliability of copyright protection with the protection of industrial property.

The management of intellectual property rights using blockchain technology can also be viewed as a
digital rights management (DRM) system that will provide right holders with more effective protection of
their works in the digital environment over time. In most countries, rules have long been in place aimed at
the technical protection of copyright works and the interests of rights holders through Digital Rights
Management (DRM) technology to prevent circumvention of protection or content infringement, in
accordance with the law.

For example, there are prescribed technical means of copyright protection, which recognize any
technologies, technical devices or their components that control access to a work, prevent or restrict actions
that are not authorized by the author or other copyright holder in relation to the work. The law effectively
prohibits the creation of such technologies, technical devices or their components, as well as their use for
the above purposes.

Articles 6 and 7 of Directive 2001/29/EC provide for provisions on technical means of copyright
protection, including electronic means, and information on the management (disposal) of rights. These
provisions require Member States to provide legal protection against “acts of circumvention of any
effective technological measures” and “any acts aimed at removing or altering any information on rights
management” [4]. Not only the EU, but also many other countries have similar rules based on the WIPO
Copyright Treaty, which has been ratified by 96 member states, including the United States. These
provisions can also be applied to blockchain technologies and encourage the convenient use of such
systems for right holders.

Blockchain technologies are also important for the formation of blockchain (electronic) rights
registers, which confirm digital rights to objects specified in such registers by maintaining relevant records,
codes (a certain sequence of characters). Regardless of whether blockchain registries are created by private
companies or public authorities, the legal status and legal significance of such electronic registries should
have the same legal force and properties of a digital record as prima facie evidence that certifies the
authenticity of a digital record of an electronic registry.

It is necessary to establish the procedure for challenging these records by rights holders or users and
the mandatory procedure for executing a record fixed on the blockchain platform. Any IP management
scheme that will operate on blockchain technology requires the allocation of sufficient funds for the
functioning of such a system, including the payment for such services (registration actions) in accordance
with current legislation.

Digital technologies create a technological space, environment, and new legal regulation. Many
countries that promote the development of the digital economy are formulating strategies in this area, for
example: The Digital Single Market Strategy (EU), the formation of the EAEU Digital Single Space (since
2014), international e-commerce under UNCITRAL rules, the Strategy for the Development of the
Information Society in Ukraine [5] (hereinafter — the Strategy), which aims to create a digital economy.

The Strategy defines the digital economy as an economic activity in which the key factor of
production is digital data, the processing of large volumes and the use of the results of analysis of which,
compared to traditional forms of management, can significantly increase the efficiency of various types of
production, technologies, equipment, storage, sale, delivery of goods and services.

The areas of application of digital technologies include:

— financial and banking sector (Fintech);

— education and professional development (EdTech);

— healthcare and medicine (HealthTech);

— intelligent energy (Internet of Energy, I0E);

— digital law enforcement (LegalTech) or (RegTech);

194



Information technologies for ensuring protection of intellectual property rights: administrative and legal aspects

— creation and development of global technology centers of international level for the formation of

new markets to stimulate national business opportunities (International Tech Hubs);

The new technological environment has led to the intensification of lawmaking in this area. There is
a need to supplement the Civil Code of Ukraine, which actually provides for the creation of a
fundamentally new civil law institution — digital law.

The aim of such legislative initiative should be the incorporation into civil legislation of several
fundamental provisions, from which the legislature could regulate the market of new objects of economic
relations existing in the information and telecommunications network (such as “tokens”, “cryptocurrency”,
etc.), provide conditions for the conclusion and execution of agreements in the digital environment,
including agreements that allow the provision of arrays of information.

In the perspective of logical development, there is an objective need for the creation of an
independent neoclassical legal direction, which utilizes not only traditional, classical institutes and legal
constructs of private or public law. Essentially, this pertains to the “formatting” in the near future of digital
law in a broad sense, not limited to classical civil law doctrine. This is confirmed by references to special
laws that define the procedure for creating digital rights, the scope of their use, and the peculiarities of
circulation.

Digital law should be understood as the totality of electronic data (digital code or designation)
certifying rights to objects of civil law within a decentralized information system (the description of
objects should be accessible to the owner of digital rights within the information system).

Thus, digital rights (instead of tokens) are recognized as a type of property rights. They will be able
to certify rights to all objects of civil law (except immaterial goods) and participate in civil legal relations
as tradable objects of civil rights.

Obijects of digital rights do not include inalienable and non-transferable immaterial goods, which
include: life and health, personal dignity, personal inviolability, honor, business reputation, privacy,
inviolability of home, personal and family secrets, freedom of movement, freedom to choose a place of
residence and domicile, citizen's name, authorship, and other immaterial goods belonging to a citizen from
birth or by law [6].

The reasonableness of such a distinction between property rights and rights to intangible goods
suggests the possibility of establishing digital human and civil rights alongside the political, social,
economic and other rights guaranteed by the Constitution of Ukraine. In furtherance of this idea, it is quite
timely to raise the issue of enshrining digital human and civil rights, for example: the right to digital
immunity from “fake” information on the Internet, the right to protection of personal data and information
about personal life, the right to cybersecurity, the right to free access to Internet communications, etc. [7].

It should be emphasized that “digital law” is a new legal fiction, which is close to a security in
nature. Therefore, it is proposed to understand digital law as a set of electronic data (digital code,
designation) that certifies rights to civil rights objects. On this basis, “digital law can only certify rights to
things, other property, results of work, provision of services, and exclusive rights”.

We consider that the owner of digital rights is recognized as the individual who, by virtue of having
unique access to the digital code, is capable of disposing of the digital right. Digital rights may be alienated
or transferred from one person to another on the same terms as objects of civil rights, the rights to which
they certify, with features established by legislation.

The transition to digital rights to objects of intellectual property rights is exclusively carried out by
entering information into the information system (“distributed ledger”) about the transfer of the digital
right to the acquirer. Encumbrances or limitations on the disposal of objects of intellectual property, the
rights to which are certified by digital rights, arise solely upon entering information about encumbrances or
limitations on the disposal of such digital rights into the information system. In other words, the circulation
of “digital rights” will be conducted solely through the entry of records into the information system
(“distributed ledger” — i. e., blockchain technology), including the possibility of buying and selling such
rights. In this sense, a legal framework is created for the “digital circulation” of “digital rights” (which
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encompasses “digital money” as well), consisting of sequential records of computer-executed code accor-
ding to the rules of the distributed registry.

At the current stage of society's development, breakthrough innovative and information technologies
are one of the reasons for irreversible, profound and transformative changes. The revolutionary nature of
such changes not only affects the sphere of industry and production, but also penetrates the system of
human-human relations, including human-machine relations not in the subject-object sense, but rather in
the subject-subject sense. The special role of information and digitalization poses the task of finding new
ways of interaction, building relationships and defining the boundaries of what is permissible, while
preserving the fundamental understanding of law as the art of goodness and justice [8].

Intellectual property law is the cornerstone of the rapidly occurring changes, as it is the law that is
most closely related to innovations and high technologies. Intellectual and information law will jointly give
legal form to new “digital” constructions. Speaking about intellectual property law, it should be noted that
the industrial revolution that gave rise to it marked a revolution in the attitude to the right of creativity,
intellectual law as belonging to the world of ideas. The very name “intellectual property law” goes back to
the identification of the right to matter and the right to intangible things, hence the concept of “property”
characteristic of the world of things, which was later replaced by the term “intellectual rights” as more
appropriate to the essence of this phenomenon. It can be said that this transition from the “material”
understanding of intellectual property rights to the “ideal” one was also revolutionary, as are the changes
that are taking place now. By analogy with the division of the development of science into periods of
normal science and scientific revolutions, the digitalization of social relations is the same scientific
revolution embodied in law. [9].

Thus, the rapid development of information and innovative technologies necessitates the search for
new approaches to the interaction of law and technology, their interpenetration and influence. The task of
law is to ensure the development of technologies by creating a legal basis for their implementation by
maintaining a balance. Since intellectual property law is most closely related to digital technologies due to
their intangibility, it is advisable to take into account the socio-cultural aspect in the legal regulation of
intellectual rights, which is expressed in the development of the digital age, and as a result, in the
variability of not only technology, but also law. At the same time, intellectual property law, in our opinion,
needs a paradigm shift, since technology should not replace law, and is not able to do so. Therefore, it is
advisable to focus not on the opposition of the virtual and real worlds, but on their cooperation, which can
be expressed in the development of interdisciplinary approaches to scientific research [10].

Thus, the analysis of trends in the development of intellectual property rights has revealed a number
of areas for its further development, which are manifested in the processes of globalization of legislation,
the transition from the protection of rights fixed on tangible media to the protection of information [11].

The transfer of modern technologies is one of the main areas of creation and use of intellectual
property, which is also provided for in international legal acts. Stimulating the creation of fundamentally
new technologies and developments, their widespread industrial use largely depends on a systematic
approach to structuring the strategy for the development of the national innovation system, which
combines basic scientific research and involvement in economic circulation (commercialization) of their
results, using the legal mechanism of circulation of property rights to intellectual property [12].

The formation of a conceptually unified “legal space” for administrative and legal regulation of
relations in the field of intellectual property directly determines the effectiveness of the innovation
development process itself. Adherence to a unified conceptual approach in formulating development
strategies will significantly influence the outcome. The current level of scientific and technological
development allows for the creation of modern comprehensive technologies that combine achievements
from various technical fields.

Conclusion. Thus, in conclusion, it is worth noting that the institution of intellectual property has a
special character, as intellectual property is not a form of tangible property rights and cannot be regulated
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by the same methods as tangible property rights. Therefore, this institution requires different, specific
norms and rules for its protection, as it needs to be protected just as thoroughly.

Intellectual property in Ukraine has a fairly developed structure, a large list of objects of intellectual
activity, and correspondingly well-developed legislation concerning the protection and enforcement of
intellectual property.

To summarize, it should be acknowledgys that the active development of the legislative framework
in the regulation of the digital economy and digital technologies requires significant intellectual efforts,
which must be promptly employed to stimulate the practical utilization of the advantages and exploration
of the possibilities of digital technologies in the modern Ukrainian digital economy.

Improving legislation on innovative activities and intellectual property is a measure to enhance the
efficiency of the national economy.
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TH®OPMAIIIMHI TEXHOJIOT'TI J1JI51 3ABE3IIEYEHHS 3AXHCTY ITPABA
IHTEJEKTYAJIbHOI BTIACHOCTI: AIIMIHICTPATUBHO-IIPABOBI ACIIEKTH

KomniekcHO A0CiAKeHO TeXHOJIorii, MOKJMKaHi 3AilicHIOBaTH 3aXHCT NPaB iHTeJEeKTyaJabHOI
BjacHocti. IIpoananizoBano Hayko3HaBuye HIAIPYHTS AOCHiI:KeHHs iHopMauiiiHUX TexXHOJOriil 15
3a0e3MeyeHHs 3aXUCTY NMPaBa iHTeJIeKTYalbHOI BJIACHOCTI.

AKIICHTOBAHO Ha TiCHOMY 3B’f3KY PO3BMTKY iH(opMauiiiHMx TexHoJsoriii i BUKIUKIB Ans 3a-
XHCTY iHTeJeKTYaJIbHOI BJACHOCTI, PO3IJISIHYTO IO NP00/1eMATHKY B KOHTEKCTi agMiHicTpaTUBHO-NIpa-
BOBHX acCHeKTiB 3a0e3nedyeHHs1 Takoro 3axucry. ChopmynboBaHO Nponosuumii, cipsiMoBaHi Ha y0CKO-
HaJleHHs aAMiHICTPAaTHBHO-NPABOBHUX aKTiB y A0CiuKyBaHiii cepi.

IIpoanasizoBaHo TeHAeHUii PO3BHUTKY NpaBa iHTEJEeKTYaJbHOI BJACHOCTI Ta BHSABJEHO HHU3KY
HANPAMIB il IOJAJIBIIOr0 PO3BUTKY, 110 BUPAXKAKTHLCSA B Ipouecax riaodanizanii 3aKoHoAaBCTBa, nepe-
X0/ Bil 0XOpoHM 3a(ikcoBaHUX HA MaTepiaJLHUX HOCISIX MpaB 10 3axucTy indopmanii. Harosomeno na
TOMY, 110 MepenaBanHsi (TpaHcdep) CyYaCHUX TEXHOJIOTI € OTHUM i3 TOJIOBHHX HANPSAMIB CTBOPEHHS i
BUKOPHCTAHHS iHTeJIeKTYaJIbHOI BJIACHOCTI, 110 MepeadayeHo i B MiZKHApPOAHO-TIPABOBUX aKTAaX.

CTHMYJIIOBaHHSI CTBOPCHHS NIPHHIMIIOBO HOBUX TEXHOJIOTIN i po3po0oK, iX INpoKe NPOMHCI0BE
BHKOPUCTAHHSI 0araTto B YoMy 3ajiesKaTh Bill CHCTEMHOI0 IiIX0ay /10 CTPYKTYPYBaHHS cTpaTerii po3-
BHUTKY HANiOHAJIBHOI iHHOBaNiifHOI cHcTeMH, KA 00’ €qHye pyHIAMEHTATbHI HAYKOBi TOCTiIKEeHHS Ta
3aJIy4eHHs] B eKOHOMiuYHHMIi 06ir (komepuianizaniio) ix pe3yabrariB, BUKOPHCTOBYIOYH NPABOBHII Mexa-
Hi3M 00iry MaliHOBMX NIpaB Ha 00’ €KTH iHTeI1eKTYaJIbHOI BJACHOCTI.

Oco0auBY yBary 3BepHeHO HA NMPABOBHUIl pe:KMM 3axXHCTy 0JIOKYeliHy, 30KpeMa Ha CKJIAIHICTH
NMpPaBoOBOi 0XOPOHH 0JIOKYEiiHY, AKUH CKJIaJaeThes K 3 iHdopMamii, Tak i 3 00’€kTiB iHTeTeKTya IBHOT
BJacHocTi. Bka3zaHo, 110 1eil 00’ €KT € cucTeMo10 3anmucy, 30epiraHHsi Ta onpauoBaHHs iHpopmauii Ta
TEXHOJIOTi€I0 BUKOHAHHS Jiii y uudpoBomy cepenoumli. JloBeneno, mo 0J10k4eiiH € WiHHICTIO, MOB’sI-
3aHOI0 i3 00’ €KTaMH 3 eKCKJIIO3HBHIUMH NMPAaBaMH, i Ma€ MOXJIHMBiCTH BHCTABJIATH paxyHku. HaroJo-
IICHO, M0 OJ0KYeilH MOXKHA PO3rIAJaTH B Me:kax 3akoHy npo indopmanilo Ak indopmaniiinuii npo-
AYKT y (popMi foxkyMeHTa, AKHH MicTUTH iH(opMawilo.

KurouoBi cjioBa: iHTe/leKTyaJIbHA BJIACHICTH; iHHOBaWiiiHA AisIbHICTH; agMiHicTpaTUBHO-Npa-
BOBeE PEryJIl0BAHHS; 3aXHCT iHTeeKTYaJbHOI BJacHOCTi; indopmauiiiHi TexHoJorii; 0JI0K4YeliH; agMiHi-
CTPAaTHBHA BiINOBiIAJIbLHICTD.
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