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CrarTst mpucBsiueHa npoOsieMi 3axXHCTy JaHMX B iH(GOpMAaIiifHO-KOMYHIKallIfHUX CHCTEMax B
yMOBaX 3pOCTaHHSA 00csariB Tpadiky Ta KiTBKOCTI Kibep3arpo3, IO pPOOHUTh HEOOXiTHHM
MOKpameHHs! e()eKTHBHOCTI CHCTEM NPOTHIAII BTOPrHEHHSM. PO3INISHYTO PpI3HOBHUAW CHCTEM
BusiBiieHHs1 BTopraeHb (IDS) ta cucrem 3anobiranns Bropraess (IPS), ixHi nepeBaru Ta HelOMIKH.
[IpoananizoBaHO METOAM BHUSBICHHS 3arpo3, Cepel] IKUX CUTHATYpPHI METOJH, METOJIN BUSIBICHHS
aHOMaJIH Ta METOIY Ha OCHOBI MaIIMHHOTO HaB4yaHHS. Oco0nmBa yBara MPHUIUIIETHCS METOAAM
BHSIBJICHHS aTaK Ha OCHOBI BMICTY Tpadiky. [IpoBeneHO NOpiBHAHHSA €PEKTHBHOCTI Pi3HOMaHITHUX
KOMEpLIHHKX Ta BIIKPUTHX pillleHb, TAKKX SIK Snort i Suricata, 3 TOUKH 30py iXHBOT apXiTEKTypH,
MIPOJYKTUBHOCTI Ta TOYHOCTI. OCHOBHOIO TIPONO3HUINIEI0 € JOMOBHEHHS CHCTEMM Suricata
nonatkoBuM moxyneM Intelligent Threat Detector (ITD), mo 6a3yeThcst Ha METOaX MAITHHHOTO
HauanHs. Moaynb ITD inTerpoBanuii y ocHOBHHMIT Moaylb Suricata i BUKOHYE INTMOOKHMI aHaui3
Tpadiky Ta BUSABJICHHS aHOMaiiil. Takuil miaxia M03BOJIAE 3HU3UTH HABAHTAXKEHHS HA CHUCTEMY
BHSIBJICHHS, ITiIBUIIYIOYX TIPOTYKTHBHICTH OOPOOKM BXITHOTO Tpadiky i 3a0e3Medyrodr BHCOKHMA
piBeHb Oe3meku. 3amporoHOBaHE pillieHHs 3a0e3neuye OaraTOpiBHEBUH MigXiA 110 3aXHCTy
Mepexi, e nepBuHHa (inpTpariis 3aidcHI0eThest Suricata, a rmbokuii ananizs — ITD. Cucrema
MOJKe TIEPEXOTLTIOBATH MEpPEeKEBl MMaKeTH JUIs aHAM3y iHpopMarii, Oymyroun ¢yHKIi{ 00poOku Ha
OCHOBI OOpaHMX JAHUX JUI1 BU3HAYESHHS MOJIMBOCTI BTOPTrHEHHs. J|01aTKOBO, IHTETpallist MOy IS
ITD no3Bossie ananTyBaTH CUCTEMY 10 HOBHX Ta HEBIJIOMHX 3arpo3 y peajibHOMY 4aci, MOIyJb
MOCTIHHO HABYAEThCS HA OCHOBI HOBUX JaHHUX, W0 3a0e3nedye Oe3nepepBHE IOKpaIleHHS
TOYHOCTI BUWSIBJIICHHS Ta pearyBaHHS Ha 3arpo3d. Po3MilleHHS cucTeMH Iicis QaepBoiry
JorioMarae 3HM3WTH HABaHTOXKEHHS Ha CHCTEMYy BHSBJICHHS, 3a0e3neuyioun e(eKTUBHE
BUKOPHCTaHHS  PECypciB  0araTonpoLEecOpHMX  CHUCTEM Ta  3MEHLICHHS  IOMHJIKOBHX
CHpanbOBYBaHb.

Karuosi caoBa: |IPS, IDS, suserenns amax, posnodineni cucmemu, OANAHCYBAHHS
HABAHMANCEHHS, ABMOMAMUYHE MACUMADYBANHSL.
YIK: 621.391

1. Beryn Ta mocTaHoBKa podJieMu

Y cydacHOMy IU(POBOMY CBITI IIOJAEHHO T€HEPYETHhCS BEIMUYE3HWUN OOCAT JaHUX, TOMY 3aXHCT
KOH(]ineHIiHHOCTI Ta wimicHOCTI iHGOpMamii cTae 3aBAaHHSAM KPUTHYHOI BaKJIMBOCTi. OcoOauBOi
aKTYyaJlbHOCTI 3aXUCT JaHUX HaOyBae y KOMepUiHUX cdepax, Ie BTpaTa 4u KOMIIPOMETALisl «UyTTEBOD» UK
ocobucToi iHpopMamii MoOKe HECTH BelHMKi eKoHoMiuHi BTpaTH. [Ipobrema Mmoxke crocyBaTucs SK
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30epiraHHs Tak i mepemaBaHHS JaHUX MO 1HPOPMAIIMHAX Mepekax, KOJH iICHye PH3UK NMEepeXOIUIeHHS Ta
nepermany iHdopmariii TpeTiMH CTOpoHaMH. [HIIOIO MPOOIIEMO0 MOXHA Ha3BaTH BUKOPHUCTAHHS
COIIATEHO-TH)KEHEPHUX METO/IB, KOJIHM 3JIOBMUCHUKM HAMararOTbCs OTPUMATH JOCTYH JO JaHUX,
00MaHIOI0YH KOPUCTYBAiB, TEPCOHAN a00 BUKOPHUCTOBYIOUH CITa0Ki MICIIS B CHICTEMaX Oe3MeKH.

CydJacHUMH TIONMyJSIPHAMH CHCTEMaMH, SKi TIOCTIHHO BIIOCKOHAJIOIOTBCS sl OOpOTHOM 3
Kibep3arpo3aMu MOXKHA Ha3BaTH CHUCTeMH BUBIeHHs BroprHeHb (Intrusion Detection System - IDS) Tta
cuctemu 3anobiranHs BropreHHs (Intrusion detection system - IPS). ['ooBHOIO BiqMIHHICTIO MiXK ITUMH
cucreMamu € Te, 1o |DS BUKOPHCTOBYIOTH JJIsi MOHITOPUHTY Tpadiky Mepexi, (OopMyBaHHS 3BITiB Ta
HAJICWIAHHSI CIIOBIIEHb TIPO Mi03piii MoAii B iHpopMaIiiiHoO-KOMYHIKaIliiHi#i cucTemi, a IPS no3Bosse B
PEeXHMi peallbHOTO Yacy aBTOMaTHYHO pearyBaTH Ha 3JI0BMHUCHI [Iii 3aJIe)HO Bij HalamTyBaHs. Bognayvac,
00H/IBi CHCTEMH MOXKYTh BUKOPHCTOBYBATH OJHAKOBI METOJM MOHITOPHHTY Ta BUSBIICHHS.

KommiekcHUM pillIeHHSM y TNHTaHHI BHUSBICHHS Ta 3aroOiraHHs BTOPTHEHb € KoMOiHalis 000X
NpUHIMIIB B oHy cuctemy IDPS, sixa BiacTexxye MepexeBuil Tpadik Ta HIYKAE O3HAKH aTak, TAKUX SIK
aHOMaJIbHI TIAKEeTH, CKAaHyBaHHS MOPTIB Ta CIPOOU MPOHUKHEHHS, a TAKOX MOKE aBTOMaTHYHO OJIOKYBaTH
migo3pinuii Tpadik, 3amodiral0yy BTOPrHeHHIM B Mepexy (puc 1).

bnokye Ta cnosiujae npo
MeperKeBi 3arposm Ta
BPas/IMBOCTI HAa OCHOBI
uudposux nignucis
curHatyp

AsTomaTtuuHo 6n0Kye
aTaKu Ha OCHOBI
nonepeAHbLO BU3HAUEHUX
npasuA Ta curHatyp,
3MEeHLWy4Yn
NOTeHLiNHWIA BNAus
3arpos

CrosileHHn anwwe npo
MepeXxesi 3arposu Ta
BpasnMBOCTI

Peakuis Ha 3arposu
nepepbauae
6esnocepegHi aii
aaminicTpaTtopa

AsTOomaTusoBaHe
pearysaHHA Ha 3arposu
(6nokysanHa abo KapaHTUH)
Ha OCHOBI BCTAHOBNEHNX
KOpUCTyBauem noporosmx
3HauYeHb

OpaHOYacHO BUABASAE
nifo3piny akTMBHICTL Ta
aKTMBHO 3anobirae
aTtakam

Puc 1. @yukyii cucmem susasients ma 3anodieants 6mMopeets

Opnak, Tpamumiiai meromu IDPS MoxyTe OyTH HemOCTaTHRO €(QEKTUBHHUMH Y BHSBICHHI
BTOPTHEHb, OCKIJIbKM BOHHM CXHJIBHI 70 XWOHO IO3UTHBHHUX 1 XWOHO HETaTHBHUX PE3yibTaTiB. XHOHO
MO3UTUBHI PE3ybTaTH MOXYTh MPHU3BECTH IO TOTO, MO AJMIHICTPATOPU MEpEki BUTPAYATUMYTh Yac i
pecypcH Ha pO3IJs TMOMHIKOBHX TPHUBOT, a XHOHO HETaTHBHI PE3yJbTaTH MOXYTh JO3BOJIUTH
3JI0BMUCHHMKaM MPOHUKHYTH B CUCTEMY HemomiueHuMH [1].

2. AHani3 ocodsmBocTeii peadizamii cucrem IDPS Ta cnoco6u ix ynockoHaneHHsI

CucteMr BHWSBICHHS Ta 3alo0iraHHs BTOPIHEHb AaKTUBHO 30HMpalOTh Ta 30epiraroTh BEIUKY
KUTBKICTh JIAHUX, 1[0 CTOCYIOTHCSI BHSBJICHUX TMOJiH y Mepexi. OTpuMaHi JaHi MOXXHa BUKOPHCTOBYBATH
JUTSL T ITBEPIKSHHS PABOMIPHOCTI CIHOBIIIEHB, PO3CIIi{yBaHHS IHIIUACHTIB Ta BCTAHOBJICHHS 3B'3KIB MiXk
nopisimu, BusiBienumu IDPS, Ta iHmiMu mpxepenamu peectpartii momii [4].

B 3anmexHocCTI Bif MeTOIiB 300py Ta OOPOOKHM JaHUX, & TAKOXK BiJ CTpaTerid peakiiii Ha BUSABJICHI
MOJIiT, MOKJIMBA Pi3HOMAaHITHICTh Kiacudikaiii cucteM. Hampukinam, Jeski CHCTEMH MOXYTh 0a3yBaTHCS
Ha MEpEeKeBOMY MOHITOPHHIY Ta pearyBaTd Ha aHoMamii B Tpadiky, B TOW 4Yac sK IHIII MOXYTh
aHaJi3yBaTH JIOKaJIbHI JIaHi XOCTIB Ta BUSBIIATH MiJ03piJli aKTUBHOCTI Ha PiBHI OKpeMUX MpHCTpoiB. Kpim
TOT0, ICHYIOTh CHUCTEMH, SIKI IOEIHYIOTh OOHIBA MIAXOIH Ta KOPENAIII0 JaHUX 3 PI3HUX DKEPEN IS
MMOKPAIICHHS] TOYHOCTI BHSIBJIICHHS Ta 3MEHIIICHHS TIOMUJIKOBHUX TpHUBOT. Takuil pisHOMAaHITHUH MiaXif 10
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Kkiacudikarii cucteM goromarae 3a0e3nednTy 0TI e(HEKTUBHUH 3aXUCT MEPEXKi Bill MOTCHITIHIX 3arpo3
[3-4]/

Xocm-opienmosani cucmemu monimopunzy. CUCTEMH, SKi BUBYAIOTh XapaKTEPUCTHUKH OKPEMOIO
XOCTy Ta TO/ii, IO BiIOYBAaIOThCA B HHOMY, Ha MPEIMET BHSIBIIEHHS Mimo3pinoi akTtuBHOCTI. Hampukman,
XOCT-OpI€EHTOBaHA CHCTEMa MOXKE BIJCIIIKOBYBAaTH MepekeBHH Tpadik, CHCTEMHI XypHAIH, 3aIlylieHi
MPOIIECH, aKTUBHICTH MPOTpaM, TOCTYH Ta 3MiHHU B (haiimax, a Takox 3MiHU B KoH(piryparii cuctemn. Taki
CHCTEMH BCTAHOBIIIOIOTHCS HAa KPUTHYHHMX BY3JlaX, TAKUX SIK CEPBEPH, IO AOCTYIHI IyOJIi4HO, a TAaKOX
cepBepH, M0 MICTATh KOH(iAeHIIWHY iH(popmamito, i 3a0e3nedeHds iXHpOi O€3MeKHd Ta 3aXHCTy Bij
MOTCHITITHUX 3arpo3.

Mepeoiceso-opienmosani cucmemu Mmonimopuney. Taki CHUCTEMH BHKOPHUCTOBYIOTH UISL aHAaJi3y
MepekeBOro Tpadiky JUIsi KOHKPETHHX CEIMEHTIB Mepexi ad0 OKpPEeMHUX MPHUCTPOIB 3 METOI0 BHSABIICHHS
OyAb-SIKMX MiJO3piINX akTUBHOCTEH. /i1 HBOrO BOHM BHKOHYIOTH TIHOOKY MEpPEBIPKY MEpEeKeBUX Ta
MPHUKJIATHUX TPOTOKOJIB, 100 BHSBUTU BIIXWJICHHS BiJ 3BUYaliHOI aKTHMBHOCTI Ta TMOTEHIIIHI 3arpo3u
Oesmeni. PosropraioTb MepekeBO-Opi€HTOBaHI CHCTEMH Ha KOPIOHAX MeEpexi, cepBepax NpPUBATHUX
MeEpexK, cepBepax BiJAIEHOTO TOCTYITY.

Tiopuoni cucmemu. IHCTpyMEHTH, SIKi MOXYTh OJJHOYACHO BHKOPHCTOBYBATH SIK XOCT-OpPi€HTOBaHI,
Tak 1 MEpeKeBO-OpieHTOBaHI cucTeMu. lle 103BOJIsE TOEAHYBaTH IiepeBard 000X MiAXOMIB Ta
3a0e3revyyBaTH O1IbII IOBHE OXOTUICHHS MEPEKEBUX 3arpo3 iHPOpMAaIiiiHiii cHCTeMi.

Ananizamopu nosedinku mepexci (Network Behavior Analysis - NBA). Jlocmimkye MepexeBuid
Tpadik AN BUSBICHHS 3arpo3, sIKi MOPOKYIOTh HE3BUYalHI MOTOKH TpadiKy, Taki sIK PO3MOJiIeH] aTaku
BigMoBH o0ciyroByBanus (DDoS), neBHi GopMH IIKIITUBUX MPOrpaM Ta MOPYIICHHS IMOJITHKU OC3MEKH.
Cuctemn NBA HaiiuacTimie BUKOPUCTOBYIOTH JUII MOHITOPHMHTY TIOTOKIB BHYTPIIIHIX MEpex, a iHOAi
PO3rOPTAIOTH 1 TaM, Jie BOHH MOXYTh BiJICHiIKOBYBaTH MOTOKH MiXK BHYTDILIHIMHA MEpeKaMH OpraHizaii
Ta 30BHILIHIM cepenoBuiiem [4].

Baromum ¢akTopom Ui BAOCKOHAJICHHS CUCTEM BHSIBICHHS Ta 3aro0iraHHs BTOPI'CHHSM € aHaji3
METO/IIB Ta MOJIEJICH 3aXUCTY, SIKi OXOILIIOIOTh IIIMPOKHIA CIISKTP IT1IX0/I1B, BKIIIOYAKOYH K TPaAULIiNHI, TaK
1 IHHOBAIiMHI pilIEHHS.

Cuenamypni memoou (Signature-Based Methods), mpenctaBmsfioTs co000 TPagWIiHHUK MTiAXi,
KUl 0a3yeTbcs Ha BeJEHHI 0a3 JaHWX 3 CHTHATYpamH, SIKI MICTATh 3pa3KH IIKiJJTHUBHX TOBEIiHOK,
HANPUKIAA, BiZOMI Bpa3NMBOCTi, MIKI[UIMBI CKPHUNTH 4YH crenudiyai komoBi mocmigoBHocTi. [lpm
BUSIBIICHHI CUCTEMOIO MOHITOPHUHTY TpadiKy, sSIKUi BiIOBIIa€ OTHOMY 3 IIMX MiMKCiB, BOHA iIeHTH]IKYE
HOTo SIK MOTEHIIHHY 3arpo3y i BXKUBA€ 3aX0/liB, TAKUX 5K MMOBIIOMJICHHS aaMiHicTpaTopa abo OJI0OKyBaHHS
tpadiky [1-4].

OnHe i3 OCTaHHIX JOCH/KEHb [2] TMpomoHye Kiibka BIOCKOHANEHb ISl CHCTEMH BHSBICHHS
BTOPTHEHb HA OCHOBI CHUTHATyp Ta aHomaiiil. CucTeMa BUKOPUCTOBYE NIE€PEBO PIllI€Hb AJSl BUSBIICHHS
BIZJOMHUX aTak i HeWpoHHY Mepexy ResNet50 st BusBnenHs aHoManid. OTpuMaHi pe3yabTaTH MOKa3alH,
IO 3aIpONOHOBaHa cUcTeMa jaocsrae TOUYHOCTI 98,98% nns BusiBIEeHHS BTOprHeHb. [loeqHaHHS MeTONiB
BUSIBJIIGHHSI CUTHATYp Ta aHOMAJIil - e MEepCHeKTHBHUM MiAXiA, SKUH Mae MOTeHWial Ui MiJBUILEHHS
e(eKTUBHOCTI BUSIBJICHHS BTOprHeHb. OJHAK 3asBJIeHa TOYHICTH OyJia OTpUMaHa Ha OCHOBI IBOX HaOOpiB
JaHWX, AKi He OOOB'I3KOBO € pEeNpe3eHTaTHBHUMH Uil peanbHOro cBity. Kpim Toro, BiacyTHicTb
NOPIBHSUTBHUX OLHOK 3 IHIIMMH CHUCTEMaMH BHUSBJIEHHS BTOPTHEHb YCKJIAJHIOE OLIHKY (hakTuaHOi
epexTuBHOCTI cucteMu. s Toro, moO ouiHUTH (akTHYHY eQEeKTHBHICTH CHCTEMHM, i1 HEOoOXiIHO
NOPIBHATU 3 IHIIMMU CUCTEMaMH BHSBJICHHS BTOPTHEHb, SIKi BUKOPUCTOBYIOTH Pi3HI METOIHM, a TAKOX B
pearbHOMY CepellOBHII, 11100 OLIHUTH 11 BIUIMB HA MPOAYKTUBHICTH MEPEXKI.

Memoou eusenennsi anomaniu (Anomaly-Based Methods). Taki meToam aHami3ylOTh MOBEIIHKY
Mepexi, ¢opMmyroun 0azy TOro, IO BBaXAETHCS HOPMAJbHOI MEPEKEBOIO aKTHBHICTIO, BPaxOBYIOUH
PI3HOMaHITHI METPUKH, BKIIOYAIOUU MIPOIYCKHY 3/IaTHICTh, IPOTOKOJHM, NOPTHU Ta iHIIe. Ilicis BUusBICHHS
Mi103p1I0i aKTUBHOCTI, SIKa BIAXWIAETHCA BiJ 0a30BOro npoginro, cucTteMa mo3Havae ii sik aHoMajabHy 110
MOKe BKa3yBaTH Ha KibepaTaky.
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EdextuBHUM croco0OM TOKpameHHs poOOOTH Cy4YacHHX CHCTEM BHSIBICHHS BTOPTHEHb €
BUKOPHUCTAHHS MAIIMHHOTO HaBuaHHs [3] 3 kimacudikaiieo BXiTHUX TaHUX Y TEBHI KJIACH, TaKi 5K
«mo0OposKicHD» abo «araka». Jlnsa kmacudikarii BHKOPUCTOBYIOTh Pi3HI alrOpUTMH MAIIMHHOTO HaBYaHHS,
TaKi sk jepeBa yxBajieHHs pimens (Decision tree), Extra-Trees, SVM Toiiro.

Memoou susienenns amak na ocnosi emicmy (Content-Based Attack Detection Methods). 11i metonu
MOXKYTh BUKOPHCTOBYBAaTH Pi3HI TEXHIKH JJISi aHAI3y BMICTY, BKIIOYAIOUYM CHUTHATYPH, KITFOYOBI CIIOBA,
BIIXWJICHHS BiJ] THTIOBOTO MIa0JOHY Ta iHII €BPUCTHUYHI METOAW. BOHN MOXYTh TaKOXXK BUKOPHUCTOBYBATH
QITOPUTMH MAIIMHHOTO HABYAHHS ISl BUSABJICHHS CKIAJHUX aTak, SKi MOXKYTh OyTH Ba)KKO BU3HAYUTH 32
JIOTIOMOTOI0 TPAJAMIIHHUX METOMIB. TakuM YHMHOM, BOHH aHAJI3yIOTh KOHKPETHHH BMICT MeEpEeKeBHX
nakeTiB abo JaHWX AJS BUSIBICHHS XapakTePUCTUK aTak, TakuxX sk SQL-iH’ekuii, Kpoc-caT CKpUOTIHT
TOIIO Ta MOXKYTh OYTH KOPUCHHMHU JJIsl BUSIBIICHHSI HOBUX Ta HEBIJOMHUX aTaK, a TAKOX aTak, sIKi He MaroTh
curHatyp. MeTonu BUSIBICHHS Ha OCHOBI BMICTY 3 TEXHOJIOTiSIMM MAalIMHHOTO HaBYAHHS JO3BOJISIOTH
BUSIBISITH (DANIBIIMBI aKayHTH y COLlialibHUX Mepexkax [5]. BukopucTtanHs iepapXiuHOi CTPYKTypH MEpexi
IIIMOOKOTO MAITMHHOTO HABUAHHS Ui KPalloro aHanmizy OaraTtoBuMipHOi iH(popmalii mpo 0coOIMBOCTI
KOPHCTYBaUiB 103BOJISIE MiIBUIIMTH TOYHICTh BUSBJICHHS TaKHX akayHTiB [6].

3. CucTteMu BUSIBJIEHHS Ta MPOTHAIl BTOPTrHEHHAM

Ha punky xkiOepOe3nexoBUX pillleHb ICHY€ IIUPOKHH CHEKTP KOMEPIIHHOTo MpOorpaMHOrO
3a0e3meyueHHst Ui BUSBICHHS Ta 3ar00iraHHsS BTOPTHEHHSM, SKi MOXYTh OyTH 1HTETpOBaHI B CHCTEMH
Oe3neku opranizamiii. BayxiiBo BpaxoByBaT He nutie (pyHKITIOHATBHI MOMIIMBOCTI IIUX CUCTEM, a U IXHIO
CYMICHICTh 3 ICHYIOUMM iH(PaCTPyKTYpHHM CEpeNOBHINEM MiAnmpueMcTBa. Jlsi HEBENWKHX KOMIaHIi
Unified Threat Management (UTM) moxe OyTh ONTHMajibHHM pIIIEHHSM dYepe3 HOro 3pydYHICTH Ta
JIOCTYTIHICTG 3a IiHOW. OHAK, BETNKI KOMIIaHii, IKi MalOTh MOTYKHY MEPEXY, MOXKYTh BHOpATH MEPEKeEBi
Opannmayepu HoBoro nokosiHHS (NGFW) s GiipIIoro KOHTPONIIO Ta PO3LIMPEHUX MOXKIMBOCTEH
YIpaBIiHHS.

OxpiM KOMepUiiHUX pilleHb, cucteMu |IDPS 3 BinkpuTUM BHXIZHUM KOAOM, BIAKPUBAIOTh HIMPOKI
MO3KJIMBOCTI JIJIsl CHIBIpAlli y PO3BHTKY i ajanTarii 0 yHiKadbHHX HOTpe® KOMMaHii. IXHsa rHyukicTh Ta
CIIPOMOXKHICTh BHUSBJISATH HaBiTh HAWUCKJIAIHINI 3arpo3W POOUTH IX MOIMYJISPHUMH CEpell THX, XTO IiHYE
AKICTh Ta €(EeKTHBHICTH 3a JOCTYNHY LiHY. 3aranoM, BUOip Oe3MeKOBUX pillleHb IIOBUHEH Oa3yBaTHCS Ha
VHIKaQIhbHHUX MOTpedax Ta MOXKIIMBOCTSIX KOXKHOI KOHKPETHOT KOMIIaHii, a TAKOX BPaXxOBYBAaTH ii MacIITaOn
Ta OroKeTHI oOMexeHHs. [IpukiagoM ciucteM 3 BiTKpUTHM BUXiTHAM KOJIOM € Snort i Suricata.

Snort - me onHa 3 HAaWNOMYJSIPHIIIMX CUCTEM BHUSIBJICHHS BTOPIHEHb, SIKA aKTHBHO
BUKOPHUCTOBYETHCS JJIi MOHITOPHHTY MEPEX 1 BUSIBICHHS aHOMaJbHUX il Ta 3arpo3 Ha OCHOBI aHaNi3y
MepexeBoro Tpadiky 1 BiANIOBIAHOCTI HOro 3pa3kiB nmatepHaM aTak. CucrteMa BUKOPUCTOBYE Habip mpasui,
AK1 BH3HAYaIOTh XapPaKTEPUCTHKHU MOTEHUIMHMX 3arpo3 i AiOTb y BHIAJAKY iX BHSABJICHHS. Snort Moxe
NPAIOBaTH B PEXHUMI PEaIbHOTO Yacy, IO 103BOJISIE OTIEPATUBHO pearyBaTy Ha MOTEHLIHHI 3arpo3u. Kpim
TOro, Snort MATPUMYE Pi3HI PEKUMHU pOOOTH, BKIIOYAIOUN PEKUMH MEPEKEBOTO MOHITOPHHTY, MaKETHUH
PEKUM Ta PEKUM 3 BUBEACHHSIM TOBiZIOMIIEHb. Lle lac MOKITMBICTh BUKOPUCTOBYBATH Snort He JIMIIE JUTs
BUSIBJICHHSI 3arp03, a i JUIsI aHaIi3y MepexeBoro Tpadiky Ta mojanbmux Aii. [IpoTe BaXXIMBO 3a3HAYHTH,
10 CUCTeMa MOXKe OyTH 0OMEKEHOIO y BUSBIICHHI paHillle HE BIJIOMUX aTak abo THX, L0 HE BiJIIOBIIal0Th
BU3HAYCHUM TIpaBuiiam [7].

Bxinni makeru cucremu Snort CroyaTtKy MpPOXOIATh Yepe3 JEKOJEPU 1 MPEmnporecopd, a MOTiM
NOTPAIUIIOTh B JIETEKTOP JUI 3aCTOCYBaHHs mpaBwi. [leKoJiepy OTpUMYIOTh JIaHI MEpeKeBOro Ta
tpancroptHoro pisHiB (IP, TCP, UDP) 3 mnpoTokoiiB KaHaJIbHOrO piBHs, Hampukian, Ethernet.
[pemnporiecopn TOTYIOTH 1Ii JaHi JUIsi 3aCTOCYBaHHS MPaBHII, KOHTPOJIOIOTh CTaH, BIIHOBIIOIOTH cecii Ta
HOPMAJII3yl0Th TMPOTOKOJIM. [IpaBUIIBHO HalATOBaHI MPENpoIecopd MOXKYTh 3HAYHO MOKPAIIUTH
NPOJYKTHBHICTh CUCTEMH Ta 3MEHIIUTH KUTBKICTh HAJUIUIIKOBUX JIAHUX, SIKI TIOTPAIUISIOTH JI0 IETEKTOpa.
Kpim Toro, 3aBIsiku apXiTEKTYPHHM OCOOJIHUBOCTSM, 10 Snort MO>KHA TOIATH BIACHUH TPETIPOIIECOp.
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[epen BimmpaBKoOO B JNETEKTOp (POPMYIOThCS MAKETH, IO SKHX IMOTIM 3aCTOCOBYIOTHCS TpPaBUIIA.
Cami mpaBmiia MicTATh omuc TpadiKy, CHTHATYpH aTaK, OMHC 3arpo3d Ta PEaKIlilo Ha BHABIECHHS 3arpO3H

[8,10].

Snort

Bxigni nakeri

3axonnexua i fAexopne Mexanizm CTBOpeHHA
4 aHanis naketis S Npenpouecop BUABNEHHA CI'IOBPLI.leHb

CnogilwenHa

Buxig,

¥ypwan
CNOBileHE

HaGopu npasun

Puc.2 Apximexmypa cucmemu Snort

Snort mopruit yac OyB MpPOBIAHOIO CHCTEMOIO BHSBJICHHS Ta MOIEPEKCHHS BTOPTHEHBb. Ale 3i
3pOCTaHHSAM 0araTosiIEpHUX MPOIECOPiB, CKIATHOCTI MEPEKEBUX CEPEIOBHUI Ta 301MbLICHHSIM Tpadiky,
CHUCTeMa CTHKHYJAcs 3 TPYAHOIIAMH B aJamTallii 0 HOBHX YMOB. Xoda Snort momaB miaTpumky IPv6,
IHCIIEKTYBaHHSA pIBHA MONATKIB Ta iHImI (yHKIi, BiH 3aJHIIaBCS OIHOIIOTOKOBOIO CHCTEMOIO, IO
00MeXyBajo HOro MIBHAKICTD i €EeKTUBHICTh Y BHCOKOHABAaHTXEHUX cepemoBuinax. Lle mpusseno 1o
MOITYKY albTEPHATUBHUX DIillleHb, 3MATHUX OiNbII €EeKTUBHO BiIAMOBIMATH HAa HOBI BHKJIHMKH Cy4aCHHX
MEpEK.

Suricata - 1e e oxHa MOTY)KHAa CHCTeMa BHUSIBJICHHS Ta 3al00iraHHs BTOPTHEHHSIM 3 BiIKPUTHM
BUXiIHAM KOJOM, sfKka HaOyma IIMpOKOi TIONMymspHOCTI B cdepi KibepOesmeku. i MoxIuBiCTH
BUKOPHCTaHHS 0araTormoTOKOBOCTI JIO3BOJIIE €(DEeKTHBHO OOpOONSTH IMaKeTH MEPEeKHOro Tpadiky B
peanbHOMY 4aci, 10 MPUIIBUALIYE Ipouec poOoTH.

Naketu : ] - Daiinu
AHanizarop MexaHizm CnogiweHHa/ i

; Mpenpoleco ; XypHanie/

; Tpagiky penp p BUABNEHHA peecTpaujia . 631 JaHNX

Puc.3 Apximexmypa cucmemu Suricata

OpHi€l0 3 TOJIOBHUX NlepeBar Suricata € mATprUMKa 0araTboxX pi3HUX MPOTOKOJIB, BKiItoyarouu TCP,
UDP, ICMP, HTTP, SSL i Gararo inmmx. CucreMa MOXKe BHSBISTH 1 aHANI3YBaTH HIMPOKUH CIIEKTP
MepexeBoro tpadiky, BKIrOUaoun 3axuiieHi SSL 3'enHanHs. Suricata Tako BiJoMa CBOIM MEXaHI3MOM
pO3Ii3HABaHHS 3pa3KiB, SIKWH BUKOPUCTOBYE PI3HOMAHITHI TPABUIIA i CHTHATYPH JJIsl BUSBJICHHS B1JIOMUX
aTak Ta aHoOMaliii B MepexxeBoMy Tpadiky. BoHa Takox MiATpUMYye pi3HI peKUMH poOOTH, BKIFOYAIOYN
PEKUM MEPEKEBOI0 MOHITOPHHTY 1 PEXKHUM BHSBJICHHS BTOPTHEHb, IO JI03BOJISIE HANAIITOBYBATH CUCTEMY
i1 KOHKpeTHi moTpebu mepexi [9,10].

VYV Suricata icuyroth nBa pexxumu IPS: NFQ i AF PACKET. B NFQ IPS pexumi mporec
BiZIOyBa€ThCSl HACTYITHUM YMHOM: MAKET MOTparuisie Ao iptables, e nmpaBuia HampaBisIIOTh HOTO A0 Yepru
NFQUEUE. Ilicns uporo makeTu MOXyTh OyTh 0oOpoOJieHI Ha PiBHI KOPHUCTYBaua, Ha SIKOMY IpallOe
Suricata. Ilotim Suricata 3acTocoBye mnpaBuia, BU3HAY€HI KOPHUCTyBaueM, 1 NpPUHMae OAMH i3 TPbOX
BepaukTiB: NF_ACCEPT, NF_DROP a6o NF_REPEAT. Ilakeru, mo orpumanu Bepaukt NF_REPEAT,
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MOXYTh OYyTH TIOMi4YeHi i TOBEpPHYTI Ha MOYATOK MOTOYHOI Tabmuii iptables, mo mo3Boise 3HAYHO
BIUIMBATH Ha 1X MOJIATBITY OOPOOKY.

OcHoBHa pi3HAI MK Snort i Suricata mojsirae B 0araToIOTOKOBOCTI Suricata, sika J03BOJISIE ik
e(eKTUBHO BHKOPHCTOBYBATH KiJIbKa siep Mporiecopa oxHodacHo. Lle mpu3BoanTh 10 eQEeKTUBHOTO
OalaHCYBaHHS HABAHTAXXEHHS Ta MOXIHUBICTH 00poOIsiTH OumbIm oOcATH JaHWX, MO0 poOuTh Suricata
OLIBII TPOAYKTUBHOIO. Suricata € cymicHOIO 3 OLIbIICTIO po3po0oK Snort. dopMar BUBEICHHS MOMIN Y
JSON cmporrye iHTETpariifo 3 pi3HUMH CTOPOHHIMH 1HCTpYMEHTaMH, BKIIOYAIOYA CHCTEMH MOHITOPHHTY
Ta Bi3yaJi3ailii JIoriB, HanmpuKiaa Takux sk Kibana [9,10].

OmHi€ro 3 KITFOYOBHX 0COOIMBOCTEH Suricata € MOXKIHMBICTE poOOTH 3 piBHEM manaTtkiB mozeni OSI,
IO J03BOJISAE il BUABIATH IIKiAMUBI mporpaMu. Ha Biaminy Bix Snort, mpaBmia B Suricata He BUMararoThb
CYBOpPOi MPUB'SI3KH 0 HOMEPIB TOPTIB, JOCTATHHO BKa3aTW MPOTOKOJI Ta Jit0, i MOaymi Suricata cami
po30epyThbest 3 TpadikoM, HABITh AKIIO BUKOPUCTOBYETHCSI HECTAHAAPTHHI TTOPT.

VY nopiBHsHHI 3 Snort, Suricata mponoHye OiJiblIe MOKIMBOCTEH Il PO3IIMPEHHS Ta KOHQITryparii
3aBIISIKM CBOIM apxiTekTypi. OIHAK e MOYKE CTaTU HEAOIIKOM JUIsl MOYATKIBIB Yepe3 BEIHMKY KUIbKICTh
HaJAIITYBaHb Ta 1HOAI HE HAWBWYEPIHINIY IOKyMeHTalilo. TakuM YuHOM, BUOip Mixk Snort i Suricata
3aJIC)KUTh Bl BAMOT KOHKPETHOT'O CEPEIOBHIIA Ta PiBHs AOCBiqy KopuctyBada [9,10].

V pobori [11] Gyno 3ampormonoBano moOyayBatu IDPS-cuctemy, sika moeaHye 6araTto MeTOIIB
BUSIBIICHHSI BTOPTHEHb, 30KpeMa BUSBJICHHS aHOMallii, 3aCHOBaHE Ha CHUTHATypaxX, Ta MeEpeBIpKy 3a
npaswiamu. L{s IDPS-cucrema Oyna po3poOsieHa Ha OCHOBI Snort i TO€AHYBaNa A0 TPHOX METOMIB IS
JOCSATHEHHSI MaKCUMaIbHOI e(eKTHUBHOCTI. KpiM Toro, Oyno BUKOpPHCTAHO psiji alTOPUTMIB ISl TeHepaiii
BUOIPKM CUTHAJIB Ha OCHOBI aTakK, BUSBJIICHUX CHUCTEMOIO BHUSBJICHHS aHOMaJil, sika, B CBOI 4Epry,
BiJIMOBiAaa mpaBmiam Snort.

Inme gocnimkenns [12] BuByano npuckoperns o0pooku B IDPS-cuctemi Snort muisxom CTBOpEHHS
anapatHoro moaynsa jnsa neperBopeHHs PCRE na FPGA. Koxxne mpaBuio Snort mepeTBOpIOBajoch Ha
perynsipauii Bupas, crenudivnmii ams PCRE. Ockinbku cuctema o0poOiisie BENWKY KUIBKICTh TPaBHII,
HIBUJIKICTh POOOTH OE3MOCepPEeIHbO BILTMBAE Ha €(DEKTUBHICTH 00poOKH Tpadiky. JocmiaHuku po3poouiu
MO/IENb, SIKa BUKOPUCTOBYE arnapatHi MoxmBocTi Virtex-4 LX200 FPGA mist nepeTBOpeHHs peryasipHUX
BUPAa3iB.

BpaxoByroun 0COONMBOCTI peaji3allii CHCTEM BHUSBJICHHS BTOPTHEHb Ta aHali3 ICHYIOUYHX
MeXaHi3MIB 300py Ta 00poOkuM maHmx HeoOximHa peamizamii IPS, ska 0 mama MOXIHBICTE BUSBISTH
BTOPTHEHHS HE3aJIEXKHO Bifl CIIOCO0Y aHajli3y MepexeBoro Tpadiky Ta J103BOJIsIa aBTOMAaTHYHO OJIOKYBaTH
migo3pinwii Tpadik, Mo JO03BOJIUTH MiHIMI3YBaTH IIKIUTHBHA BIUIUB aTaK Y MEPEXKi.

4. Po3podaenns moaesi IDPS i3 niaTpuMKoro Ta 0HOBJIEHHSIM NPABUJI BUSIBJIEHHS aTaK

IlepeBaroro cucteM BHUSBICHHS BTOPTHEHb 3 BIAKPUTHM BHXI1IHUM KOJOM € iX 3aTHICTh CKOPOTHUTH
BUTpaTH Ha JileH3iiHe mporpaMHe 3abe3nedeHHs. Takox cucTeMa MOBHHHA HIITPUMYBATH €IUMHY 0a3y
JaHMX, JIe PErYJISIPHO OHOBIIOIOTHCS IIAOJIOHHU Ta MpaBuja AJsl BUSBICHHS HOBHX METOMAIB BTOPTHEHHS.
CucremMa Mae JIOCTIJDKYBaTH Ta CIIOCTEpIraTH 3a poOOTOI0 B HOpPMAaLHUX yMOBax, 100 dikcyBaru
napamMeTpu JUIsi TIOAaJbIIOrO BHSBJICHHS BigXwieHb. [IpM 1bOMy HEOOXiJHO BpaxyBaTH MicIle
pO3TallyBaHHS CUCTEMH BHSBJIICHHS 1 3am00IraHHs BTOPTHEHb IS 3a0e3rneueHHs] e(DeKTUBHOTO 3aXHUCTy
iH(pOpMaIlifHUX pecypciB, MO JO3BOJIUTH HE JIUIIE BYACHO BHUSIBIISTH 1 OJIOKYBATH MOTEHIIIHHI 3arpo3u, aie
W BIUNIMBaTHME HA MIPOAYKTHBHICTh MEPEXi, 3HIKYIOUM HABAHTAXKECHHI Ha 1HIII eJIeMeHTH iHQPacTPpyKTypH
1 CipusITUME TOYHIMIH 006poOIIi Tpadiky.

Micue po3ramyBanHsi cuctemu |IDPS 3HauHOIO Miporo 3alekuTh Biji CieMU(IUHUX MOTPEO THUITY
MepexKi, 3BaKal0ur Ha Ha YHIKaJIbHI BUMOTH J0 Oe3IeKku, TUITy Tpadiky Ta HaBaHTaXeHHs. s Mepex, 110
MalOTh BHMCOKHH piBEHb B3aeMOjii 3 IHTEpHETOM, BaXKIMBO 3a0€3MMEYMTH MaKCHMAJIbHUH 3aXUCT Bij
30BHIIIHIX 3arpo3. B takomy Bumnanky posmimnienHsi IDPS HeoOXigHO poOUTH Ha BXiJHOMY IUIIO31, IIO
JTIO3BOJIUTH BUSABIIATH Ta OJIOKYBaTH 3arpo3d Ie Ha eTami BXoxay Tpadixky B Mepexy. JIa BemMKHX
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opranizariit a0o Mepexx 3 BUCOKUM piBHEM cerMeHTallii, po3mimeHns cucteM IDPS y BHyTpiniHilA 9acTHHI
MepexXi JO3BOJHTH aHami3yBaTH TpadiK MK CErMEHTaMH, IO 3a0e3MednTh BUSBJICHHA Ta 3amoOiraHHA
BHYTPIIIHIX 3arpo3, TaKWX K CKOMIIPOMETOBaHI MPUCTPOi a0 KOpPHUCTyBadi. Y BHIIAIKY 3aXHUCTY MEpEXK,
0 MICTATh KPUTHYHI CHCTEMH ab0 cepBEpH, HEOOXIMHO 3a0E3IEUNTH 3aXUCT caMe ITUX elleMeHTiB. [lpu
IOMY 3aCTOCOBYIOTH XOcTOBI IDPS, siki BCTaHOBIIIOIOTHCS Oe3mocepeIHhO Ha cepBepax ado KPUTUYHUX
CHCTEMax, IO JTO3BOJIUTH 3aXUCTUTH HAWBAKITUBIIII €IIEMCHTH MEPEXKi.

Jnis Mepex, Je BaXJIMBO 3a0e3MeUHTH 0ajaHC MiX MPOJYKTHBHICTIO i Oe3nekoro, cuctemu IDPS
pO3TalIOBYIOTh IMicHs OpaHaMmayepa, SKAH BHKOHYyE TepBUHHY Oinbrpamito Tpadiky, a IDPS —
noruOIeHni aHami3 BifndineTpoBaHoro Tpadiky. IIpm TakoMy mimxoni 3HMKYETHCS HABAaHTKEHHS Ha
CUCTEMY BUSBJICHHS Ta 3all00iraHHsS BTOPTHEHHSIM, MiABUINYIOYH 3araibHy POJIYKTUBHICT OMPAIIOBAHHS
BXiHOTO Tpadiky i 3abe3neuyrouu Npu [LOMY BUCOKUH piBEHb OE3MEKH.

IDPS

Surikata

ITD
(Intelligent Threat Detector)

KopnopaTueHa Mepexa

Puc. 4. V3acanvnena cxema mepesrci 3 cucmemoro IDPS

[IpononoBana intenekryanbHa cuctema IDPS ckiagaeTscst 3 BOX 4YacTHH: OCHOBAa CHUCTEMH
3acHoBaHa Ha IDS 3 BiIKpUTUM BHXiZHUM KOJOM i OJIOK MAaIIMHHOTO HAaBYaHHS AJIS aBTOMAaTHYHOI
HiATPUMKH Ta OHOBJICHHS IPaBWJI BUSBIECHHS aTtak. CucreMa MOKe MepexoIUTIOBaTH MEPEKeBl MaKeTH IS
a”anizy iHpopmarnii, Oyxyroun ¢yHKLii 0OpOOKM Ha OCHOBI OOpaHMX AAHUX JUIA BU3HAYECHHS MOKIMBOCTI
BTOPTHEHHS.

[Mepimii Momysie BUKOpUCTOBYE Suricata /uisi BUKOHaHHS NOYaTKOBOI (yHKIT (inbTparii nakeris,
IIIOYH SIK caMogocTaTHs cucreMa IDS.

Monysap MallMHHOTO HAaBYaHHS iHTErPOBaHUHI B OCHOBHHM MOJYJIb, 1110 BUKOPUCTOBYE PILLICHHS i
Hazsoto IDT (Intelligent Threat Detector) Ha ocHOBI MeTOMIB MalMHHOTO HaByaHHsI. OCHOBHHUI MOJYIb
3MIMCHIOBaTUME (DUIBTPALI0 BEPXHBOTO PIBHS, BHIAISIOYM T[AKETH, SKI BBaXKAIOThCS HEOE3MCUHUMHU
3rifiHO 3 HAbOpaMu MpaBwil, HajaHuMu [DS-niprcTpoem.
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BxigHi nakeTin

MepBuHHa GinbTpauin
(Surikata)

MNakeT noTpe6ye
ranGuworo aHanisy
(Mepegaua Ao 6noky 1TD)

Naker 6esneuHnii Naker BigxuneHo
(mo3BONEHMIA) (sacTocoBaHo npagwna)

O6'egHaHHA
pesyneTarie

MpriAHATTA piweHs
(AossonuTin/
Bigxunutu)

FeHepauyin seiTie i
npasmn

Puc.5 Ilpononosana modenv cucmemu IDPS

Cucrema MOBHHHA 00POOJISITH KOXKEH BXIJHHIA IMAKEeT, TOMY HEOOXiJIHO BU3HAYUTH BIIACTUBOCTI, SKI
MOTPIOHO mepenaTd B OJOK MAIIMHHOTO HaBYaHHS JUIS MOJANbBIIOi 00poOku. Benukuii oOcsar BXigHOTO
MEpPEKEBOro Tpadiky MOKE MPHU3BECTH JI0 PI3KOT0 3pOCTaHHS HABAHTAXXCHHS HA CUCTEMY BHSBIICHHS Ta
MPOTHIIl BTOPTHEHHSIM, IO MIiJBUINYE BUMOIM JO il MPOIYKTHUBHOCTI Ta ONTHMI3allii poOOTH It
3abe3neueHHs Oe3nepediitHoi 0OpoOKH Tpadiky B peaJbHOMY Yaci.

Juis miABUIIEHHS IIBUIKOCTI 00pOOKH MaKeTiB MPOTIOHYETHCS BUKOPHCTOBYBATH 0araTonpoIecopHy
CHCTEMYy 3 iHTErpallicl0 MallMHHOTO HABYAHHS Ta TapajelbHUM aHali3oM MaKeTiB. 1i ocHoBoOM0 Oye
sukopuctands moxayisi Intelligent Threat Detector (ITD), mo m103BONHTH MiABHIMTH €(BEKTUBHICTD i
TOYHICTh BuUsBIeHHs 3arpo3. ITD, 3acHOoBaHWiI Ha MeTOJaX MAIIMHHOTO HAaBYaHHA [UIS aHAII3y
MepexeBoro Tpadiky, T03BOJUTH BUSBIATH OINMBII CKIAMHI Ta HOBI 3arpo3d, SKi MOXYTh 3aJIHIIATHCS
HETIOMIYeHNMH TIPH BUKOPUCTaHHI TpaauuidHux mpasui IDS, aganTyrounck 10 HOBHX 3arpo3 Ha OCHOBI
NOCTIIHO OHOBJIOBAHUX JAaHUX, MiJIBUIIYIOYM TOUHICTH BUSBIEHHs. BximHumu nannmu mis moxyns 1TD
OyayTb makeTH MepexkeBoro Tpadiky, M0 NpOWIIIM NepBUHHY (imbTpamiro uepe3 Suricata, ane
notpeOyloTh TAUOmoro anaiizy. Suricata BHUKOHYe 0a30By inbTpamito Tpadiky, BHKOPHCTOBYIOYH
NpaBuiIa i CHTHaTYpH, Ta BiZOMpae Migo3pisi MakeTu i HOAAIBIIOTO aHai3y.

[lepesaroto € Te, 1110 OGaraTonpoecopHa apXiTeKTypa 03BOJISIE POMOIUIUTH 00pOOKy Tpadiky Mixk
KiJIbKOMa mpouecopamu. lle nae MOXIHMBICTE mapajienbHO BHKOHYBaTH (inbTpamiro Tpadiky 3a
JoroMoror Suricata Ta aHai3 3arpo3 3a gonomoroio ITD, mo mae migBHIIMTH 3arajbHy NPOITYCKHY
31aTHICTH cucTeMu. KoxeH mporecop 3Moke OZHOYAaCHO 00pOOIISITH OKPEMHUH MOTIK JaHUX, 10 3MEHIIYE
yac peakiii Ha 3arpo3H.

Kpim Toro, Gararompouecopna cucrema 3 ITD 3abe3neunts MacmtaboBaHICTh i THYYKICTB, IO
JIO3BOJIUTH JOJABAaTH HOBI MPOLIECOPH Il 0OPOOKH 3pOcTarouoro odcary tpadiky, Mo J03BOJISIE CUCTEMI
HIBUJKO aJanTyBaTHCS O 3MiH B 00csa31 Tpadiky Ta ckiagHOCTI 3arpo3. L apxiTekTypa TakoxX MiATpUMYE
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PIBHOMIpHUH PO3IMOALT HaBAaHTAXKEHHS MIX MPOIECOpPaMH, IO 3amo0irac BUHUKHEHHIO BY3bKHX MiCIb B
00poOIIi TaHWX 1 3HWKYE 3aTPUMKH.

Monyne ITD Takox crpusTiMe TiABUIIEHHIO HaAIHHOCTI CUCTEMH. Y BHITAIKy BiZIMOBH OJHOTO 3
MIPOIIECOPIB, 1HIII 3MOXKYTh TPOJOBXKYBAaTH POOOTY, 3abe3neuyroun Oe3mepepBHY 00pobKy Tpadiky. [Ipu
IFOMY BapTO 3a0€3MeYnTH pe3epBYBaHHS Ta OaaHCYBaHHS HaBaHTAXCHHS IS JIOAATKOBOI CTaOIIBHICTS i
HAJIIHOCTI CHCTEMH.

BxigHi naketn

Poznogin
Tpagiky

Mpouec 1 Mpouec 2 Mpouec n
(Surikata) (Surikata) (Surikata)

Mpouec 1 Mpouec 2 Mpouec n
(ITD) (ITD) (ITD)

06’egHaHHA
pesynbTaTie

XKypHan
cnoBileHb

OHoBneHi
npaevna

Puc.6 brnok-cxema bacamonpoyecoproi 06pooKu nakemie

Pobota Takoi cucteMu MaTuMe HACTYITHY TIOCHIJOBHICTh: MEPEKEBI MAKETH, SIKi HAIXOAUTUMYThH JI0
CUCTEMH CIIPSMOBYIOTHCSA JIO KOMIIOHEHTA, KWW 3JIHCHIOBATUME PO3IMOMALT MK MpOIecopaMu Jyis
napanenbHoi 00poOku. [Ipu mboMy BapTO BUKOPHCTOBYBATH OajaHCYBaHHS IOTOKIB JJISl PIBHOMipHOTO
HaBaHTa)KEHHS Ha MPOIECOPH 3 BUKOPUCTAHHSIM MOXIIUBHX METOJIB 1 TEXHOJIOTIH, HATIPUKIIA]], PO3MOALTY
Tpadiky Ha OCHOBI XEIIyBaHHS, 10 JO3BOJUTH PO3MOMIISATH MAKETH Ha OCHOBI MEBHUX XapaKTCPUCTHK,
takux sk IP-ampeca,mopt abo mpotokos. IHIHME Ccrocid MOXHA 3aCTOCYBaTH OajlaHCYBaHHS Ha OCHOBI
4epr, sKi (POPMYIOTBCS B MOPSAKY HAJIXO/KEHHS TIAKETIB 1 peaiizy3yeThCs 3a JIOMOO0T 00 IPOrpaMHOTo ado
amapaTHOro 0ajaHCyBaJIbHUKA, SIKMH KEPYe YepraMu MakeTiB i CIPSMOBYE iX J0 BIIMOBITHUX MPOIECOPIB.

Kpim Toro, MokHa 3acTOCYyBaTH CIIOCOOM JAMHAMIYHOTO OanaHcyBaHHS abo OalaHCyBaHHS Ha piBHI
Aaapa omepamiiHoi chcTeMd. Y TEpHIOMY BHIIQJIKY, JMHAMIYHI aNrOpUTMU OallaHCYBaHHS MOXYTh
BpPaxOBYBAaTH IOTOYHE 3aBaHTAKEHHS MPOIIECOPIB 1 MepeHanpaBiIsiTh Tpadik 0 MEHII 3aBaHTaKEHUX
MPOLIECOPIB, IO JI03BOJIATh CUCTEMI ajanTyBaTHCS J0 3MiH y Tpadiky B PEXHMI pealibHOro dacy. Y
BUMAAKY OajaHCyBaHHS Ha pIiBHI sjpa PO3MOAUT OOYMCIIOBAIBHUX PeCcypciB Oyjae 3IiHCHIOBATHCS
BOYJIOBaHMMH MEXaHi3MaMM OIEPALliiHOT CHCTEMH MDK JOCTYIIHHMH SIAPaMH, OJHAK TaKWH Iiaxij
3a3BHYail 0a3yeTbCsl Ha 3IbHUX aJTOPUTMAX, 10 MOXKE MaTH OOMEXEHY THYUKICTh IJIi BAKOPUCTAHHS B
cUcTeMax BUSBICHHS Ta IPOTH/II] BTOPIEHHSIM.

[licns posmoniny HaBaHTaXEHHS KOKEH MPOLECOp BUKOHYBATUME MEPBUHHY (iIbTPaLilo MaKeTiB 3a
Jonomoror Suricata mapanenbHO 3 IHIIMMH Ipolecopamu BiamosigHo mo cxemu: [Ipomec_1(Suricata),
[pouec_2(Suricata)... IIpomec_n(Suricata). Pesynapratm 00poOkm KokHOro mpomecy Syricata
HaAXOAMMYTh Ha BiAMoBigHWK mnpouecop ais ompautoBaHHs ITD, Ttakuii anmroputm BHOpaHO I
30epeKEeHHS] KOHTEKCTY OOpOOKM NaHMX 1 YHUKHEHHS JOJAaTKOBMX BHUTpAaT Ha Iepenady AaHuX Mixk
pizHuMHE npouecopaMu. Peanizaiisi Takoro anroputMy Moxke OyTH 37iliCHEHa depe3 CHiIbHY MaM'siTh, 11O

[H(poKOMYyHIKaITiliHI TEXHOJIOTII Ta eleKTpOHHa iHkeHepist, Burt. 4, Ne 2, C. 6071 (2024)



Po3spobaenns modeni cucmemu eussienHss ma npomudii Kibepzazpo3am iz ... 69

JTIO3BOJIUTH KUTBKOM TIPOIlecOpaM OJHOYACHO MAaTH JOCTYI OO OJHOTO W TOTO caMoro OJOKY Imam’ sTi,
BUKOPHCTAaHHS YEeprd TIOBIAOMJIEHb, 3 30€peXEeHHSAM Yy OINepaTuBHIK mam saTi abo Ha HOWCKY, NPHU
MOJKJIMBOCTI KOXXHOTO TIPOIIECY AOJaBaTH JaHi 0 depru abo OTpUMYBATH iX. Y BHIagKy HEOOXiTHOCTI
MaKCHMAaJIbHOI MPOIYKTHBHOCTI MpH 00poOIii MepexxkeBoro tpadiky y pearbHOMY Yaci, ONTHMaIbHUM
MiX0IOM MOXKE OYyTH MOE€THAHHS METOJIB Yepr MOBIMOMIIEHb JUIS HAAIHHOI CHHXPOHI3aIlii Ta CHiIbHOI
mam’sITi I BUCOKOIIBHUKICHOTO OOMIHY JaHWMH, OCKUTBKH TPOIECOPH 3MOXYTh YUTATH 1 3alHACyBaTH
JlaHi 3 MiHIMaJIbHIMH 3aTpUMKaMH.

IIpomec B3aemonii Suricata Ta Intelligent Threat Detector 6a3yBaTHMeTbCs Ha HAa MOKIIMBOCTSX 000X
CHCTEM JJIsl aHalli3y MepekeBoro Tpadiky Ta MpuiHATTS pimeHs. [licis mepexorueHHs makeTy Suricata
aHaJizye Horo BMicT, BU3Ha4a0u TUN npoTtokoiny, Hanpukiuaa, TCP, UDP, ICMP, HTTP, SSL romo. Llei
KPOK JIO3BOJISIE CHCTEMi BUKOPMCTOBYBAaTH BiIIMOBiJHI MpaBwja Uil KOHKpETHOro Tumy Tpadiky. Hai,
Suricata mopiBHIOE TepeXOIUieHi MakeTh 3 HabopaMH MpaBWJ Ta CUTHATYp, OO BHUABUTH MOTEHLIHHO
HeOesmneuHi makeTH, ¢inpTpanis nakeTiB BinOyBaeTbes B pexkumax IPS - NFQ ta AF_PACKET. ko
MaKeT BiANOBiZaTUMe IMEBHOMY MpaBWiIy a00 CUTHaTypi, Suricata Mapkye HOro sk MifO3pijuid, Take
MapKyBaHHS MOXE BKJIIOYATH JOJaBaHHS METaJaHHWX JI0 MakeTy abo BCTAHOBJICHHS MEBHOI MITKH abo
Npanopus, KUl BKa3ye Ha HeOOXiTHICTh TIAUOIIOTO aHai3y.

Intelligent Threat Detector, orpumaBmu nani Big Suricata, ompaipoBye 1X 3 BHKOPHCTaHHIM
MoJeNieii MaIIMHHOTO HaBYaHHS Ta IHTEJIEKTYalbHUX alTOPUTMIB BHSBICHHS CKJIAAHUX 3arpo3 Ta
aHomaniid. Pesynpratu anamizy |TD, Hampuknaa sik, oliHKa PH3HWKY, THUI 3arpo3 Ta PEKOMEHIOBaHi Aii
MOBEPTAOTHCA 10 Suricata a6o ueHTpaJII)Ho'l' CHUCTEMH, BHUKOPHCTOBYIOUH BUILIEBKA3aHI METOIU
CUHXPOHI3aIlii Ta KOOPAUHAIIIT TOCTYIY A0 CIIILHOI maM’sITi.

B 3ampomnonoBaniii Mopneni Suricata BHKOHye MEpBHUHHY (iIbTpamlilo makeri, i momyias ITD
MIPOBOJUTH TTTMOOKWH aHaJi3 MiJ03pUINX MAaKeTiB, MICH 40ro, OTPUMAaHI pe3yJIbTaTH MOTPiOHO 00'eTHATH
Ta TepejaTH AN TPUAHATTA pimeHb. Taky ¢QyHKOifo 3aiCHIOBaTUME LEHTpalbHa CcHcTeMa i3
30epeKeHHSIM JaHuX Y CHUIbHIH mam’sari. LleHTpanbHa cucTema, OTPUMABIIM PE3YJbTaTH aHali3y
3IIHCHIOE KypHATIOBaHHS, BHECEHHS 3MiH JIO MOJITHK OE3IEKH, OMOBIIICHHS Ta MPUHMAaHHS pillieHb PO
i1 3 migo3pinmm Tpadikom Ha ocHOBI pesynbratis ITD.

[TporHo3oBaHMM pe3yabTATOM IHTErpallii METOIB MAIIMHHOTO HAaBYaHHS Ul aHallizy Tpadiky Ta
BUSIBJICHHS aHOMAaJii € MiJBUINCHHSA MPOJYKTUBHOCTI 3aBISKKM TapajieibHI 00poOll, 3a0e3neueHHs
HIBUJKOTO BUSIBICHHA 1 peakuii Ha 3arpo3u, e(eKTUBHE BUKOPHCTAHHS PECYpCiB OaraTonpoLecOpHUX
CHCTEM.

BucnoBok

MojiepHi3allisi CHCTEM BHSIBJICHHS Ta MPOTHUIL 3arp03aM € BaKJIMBUM aCIIEKTOM OE3IEKH y CydacHHUX
Mepexax. Tpaauiiiini MeToau, mo 0a3yrThCs Ha NMpaBUjIaX 1 CUTCHATYpax, CTalOTh MEHII e()eKTUBHUMHU
nepe CKIQJHUMH Ta JWHAMIYHUMHU 3arpo3aMu, SIKi TMOCTIHHO €BOMIONIOHYIOTH. JlogaBaHHS MOJYIIiB
MAIIIMHHOTO HaBYaHHs 10 icHytouux IDPS cucTem, 3HaYHO MiJBUIIYE 1X 3MaTHICTh BUSBIIATH 1 TPOTHIISTH
HOBHMM Ta HEBIJIOMHUM 3arpo3am.

VY paHifi poOOTI NPONOHYETHCS PO3POOJCHHS MOZEII CHUCTEMH BHUSBJICHHS Ta MPOTHIT
Kibep3arpo3aM i3 MiATPUMKOIO Ta OHOBJICHHSIM TpaBHJ BUsIBICHHS aTak. OcOOIMBICTIO JaHOI CUCTEMH €
MOJKJIMBICTh BHSBIISATH BTOPTHEHHS HE3aJCKHO BiI CrHocol0y aHamizy MepexeBoro tpadiky Ta
ABTOMATHYHO OJIOKYBaTH MiO3pUTHiA Tpadik, MO JJO3BOJIUTH MIHIMI3YBaTH INKIJUIMBUI BIUIMB arak y
Mmepexi. [IporoHoBaHa iHTenekTyanbHa cucteMa IDPS cknmamaerbess 3 JBOX YacTHH: OCHOBAa CHCTEMH
3acHoBaHa Ha IDS 3 BiIKpUTUM BHXIiZHUM KOJOM i OJIOK MAaIIMHHOTO HAaBYaHHS AJIS aBTOMAaTHYHOI
HiATPUMKH Ta OHOBJICHHS IPABWJI BUSIBIECHHS aTtak. CucreMa MoKe MepexoIuTioBaTH MEPEeXKeBl MaKeTH s
a”anizy iHpopmanii, Oyxyroun ¢yHKLii 0OpOOKM Ha OCHOBI OOpaHMX AAHUX JUIA BU3HAYECHHS MOKIHBOCTI
BTOprHeHHs. [lepmmii Moxynne BHKOpUCTOBYE Suricata Juisi BUKOHAaHHsS Mmo4aTkoBoi (yHKIIT (inbrparii
MIAKETIB, JIF0YHU K camojiocTaTHs cucreMa [DS. Moayns MalimHHOTO HABYaHHS IHTETPOBAHUN B OCHOBHUMA
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MOJIyJib, 110 BUKOPUCTOBYeE pimtenns min Haszsoro IDT (Intelligent Threat Detector) ma ocHOBI MeTOiB
MAIIMHHOTO HaBYaHHA. OCHOBHHH MOIYJb 3AIHCHIOBATHME (IBTPAII0 BEPXHHOTO DPIiBHS, BUAAISIOUH
MAaKeTH, SIKi BBAKAIOTHCS HEOE3IMEUHUMH 3TiTHO 3 HabopaMu mpaBwi, HamaHuMu IDS-mpuctpoem. Crucrema
MOBHHHA OOpOONATH KOXK€H BXIJHHHA MaKeT, TOMY HEOOXiJHO BW3HAYHWTH BJIACTHUBOCTI, fKi TOTPiOHO
mepeaaTy B 0JI0K MAIIMHHOTO HaBYaHHS JUIS TTONAJIBIIOI 00OpOOKH.

Jst i IBUIIIEHHS IIBUAKOCTI OOPOOKH IMaKeTiB MPOIIOHYETHCS BUKOPUCTOBYBATH 0araTonporecopHy
CHCTEMY 3 iHTErpami€l0 MAIIMHHOTO HABYAHHA Ta MapalelbHAM aHATi30M TNAKeTiB. Ii ocHOBOW Oyne
sukopuctands momayisi Intelligent Threat Detector (ITD), mo m103BONHUTh MiABHIMTH €(BEKTUBHICTD 1
TOYHICTH BWsBIEHHS 3arpo3. ITD, 3acHOoBaHWH Ha MeTOAax MAIIMHHOTO HaBYaHHS [UIS aHAIi3y
MEpPEKEBOro Tpadiky, T03BOJIUTh BUSBIATH OLIBII CKIIATHI Ta HOBI 3arpo3d, SKi MOXYTh 3aJIHIIATHCS
HENIOMIYCHUMH NPH BUKOPUCTAHHI TpamuiiiHux npaBua IDS, aganTyo4unchk 10 HOBUX 3arpo3 Ha OCHOBI
MOCTIHHO OHOBJIIOBAaHMX JaHWX, MiJABHUIIYIOYM TOYHICTh BUSABICHHS. KpiM TOro, MOXXHa 3aCTOCYBaTH
crocoOM AMHAMIYHOTO OajaHCyBaHHs a00 OajaHCyBaHHS Ha PiBHI sjpa omnepamiiinoi cuctemu. [Iporec
B3aeMomii Suricata Ta Intelligent Threat Detector 6a3yBaTUMeTbCs Ha Ha MOMKIIUBOCTSAX 000X CHUCTEM IS
aHaJizy MepexeBoro Tpadiky Ta NpuHHSTTS pimenb. [licns nepexomieHHs nakery Suricata aHanizye Horo
BMICT, BU3HAYAIOUW THUI TPOTOKOy, Hanpukiaa, TCP, UDP, ICMP, HTTP, SSL rtomro. Intelligent Threat
Detector, otpumasmu gaHi Bix Suricata, onpanpboBye 1X 3 BUKOPUCTAHHAM MOJEIeH MAITHHHOTO HaBYaHHS
Ta 1HTEJEKTyallbHUX aJTOPUTMIB BHSBICHHS CKJaIHHUX 3arpo3 Ta aHoMainid. Pesymbratm anamizy ITD,
HANpUKJIaJ] SIK, OLHKA PU3WKY, THIl 3arpo3 Ta PEKOMEHIOBaHi Mii MOBepTarThes 10 Suricata abo
LEHTPAIBHOI CUCTEMH, BUKOPUCTOBYIOUHM BUIIIEBKa3aHI METOAM CUHXPOHI3AIll Ta KOOpAUHALII TOCTYIy J0
cribHOI am’sTi. B 3anmpornoHoBaHiit Mozeni Suricata BUKOHYe MepBUHHY (QiIbTPAILlif0 MAKeTiB, i MOLYJIb
ITD nporoauTh TIMOOKMH aHANI3 MiJO3PIIMX IMAKETIB, MICIsS YOro, OTPUMaHi pe3ysbTaTH NOTPIOHO
o0'eqHaTH Ta IepeAaTH Uil IPUHHATTS PillieHb.

Kpim Toro, posramryBaHHS cucTeMH Micis (aepBoily [oloMarae 3HW3UTH HAaBAaHTAXXCHHS Ha
CHUCTEMY BWSBICHHS, MiJBHUIIYIOYH 3arajibHy NpPOIYKTUBHICTh OIPAILIOBAaHHA BXigHOrO Tpadiky i
3a0e3MeuyloYd Npu [IbOMY BHUCOKHI piBeHb Oesrneku. Takwil mimxin 103BOJsie €EKTUBHO YIPABISATH
Tpadikom, BiACIiBATH BiIOMi 3arpo3d Ha pPaHHbOMY €Talli i HANPABIATH MiA03piauid Tpadik HA TIIMOIIMHA
anamiz.yY miacymky, mozepHizaiis IDPS cucrem i3 momaBanusm moayist ITD € HEOOXiTHUM KPOKOM JIJIst
3a0e3TeyeHHs] HaIiIfHOTO 3aXMCTy MEepPeXi Bijl CydacHUX Kibep3arpos.
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DEVELOPMENT OF AMODEL OF ACYBER THREATS DETECTION
SYSTEM WITH SUPPORT AND UPDATE OF ATTACK DETECTION
RULES

Andriy Holdii, Olha Shpur, Andriy Masyuk
Lviv Polytechnic National University, S. Bandery Str., 12, 79013, Lviv, Ukraine

The article addresses the issue of data protection in information and communication systems amid
the growing volume of traffic and the increasing number of cyber threats, necessitating
improvements in the effectiveness of intrusion detection and prevention systems. Various types of
Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS), their advantages, and
disadvantages are considered. The methods of threat detection are analyzed, including signature-
based methods, anomaly detection methods, and machine learning-based methods. Special
attention is paid to methods of attack detection based on traffic content. The effectiveness of
various commercial and open-source solutions, such as Snort and Suricata, is compared in terms of
their architecture, performance, and accuracy. The main proposal is to enhance the Suricata system
with an additional module called the Intelligent Threat Detector (ITD), which is based on machine
learning methods. The ITD module is integrated into the main Suricata module and performs deep
traffic analysis and anomaly detection. This approach helps reduce the load on the detection
system, improving the processing performance of incoming traffic and ensuring a high level of
security. The proposed solution provides a multi-level approach to network protection, where
initial filtering is carried out by Suricata, and deep analysis is performed by ITD. The system can
intercept network packets for information analysis, building processing functions based on
selected data to determine the possibility of intrusion. Additionally, the integration of the ITD
module allows the system to adapt to new and unknown threats in real time, as the module
continuously learns from new data, ensuring continuous improvement in detection accuracy and
response to threats. Placing the system behind the firewall helps reduce the load on the detection
system, ensuring efficient use of multiprocessor system resources and reducing false positives.
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