odeling
MATHEMATICAL MODELING AND COMPUTING, Vol. 11, No. 3, pp. 702-709 (2024) I\/I @P”ti"g

athematical

An efficient and lightweight image encryption technique
using Lorenz chaotic system

Singh P. K., Jha B.*, Kumar S.

Department of Computer Science,
Central University of South Bihar, Gaya, Bihar
*Corresponding author: balmukund@cusb.ac.in

(Received 10 March 2023; Revised 17 September 2024; Accepted 19 September 2024)

In the past few years, to store and transmit image data securely, numerous research ini-
tiatives on image encoding have been conducted. The primary objective of the image en-
cryption technique is to safeguard the image by sabotaging the pixel pattern. Researchers
suggested a safe, portable, and simple to use image encryption technique in this work.
The encryption of the image is done using a bit-wise XOR operation, where the bit-wise
operation is applied on each pixel of the plain image with a pseudo-random number that
is created by the Lorenz chaotic system, to prevent unwanted access to confidential image
data. The results of the experiments demonstrate that the suggested technique offers effec-
tive image encryption and decryption. The key stream of the encrypted image is made up
of pseudo-random digits generated by the Lorenz Chaotic System. Several experimental
tests have been performed, including histogram, correlation, information entropy, and dif-
ferential analysis. The experimental findings reveal that the suggested approach performs
image encryption and decryption efficiently.

Keywords: cryptography; image encryption; Lorenz chaotic system.
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1. Introduction

Computer networks have revolutionized the use of information over the past 20 years. Information can
be sent and received remotely through the internet by authorized people. The information must be kept
secure from unauthorized change, shielded from unauthorized access (confidentiality), and available
only to authorized parties when necessary (availability). In the last few years, multimedia security has
evolved to include a category of tools and prototype expertise for digital media safety and improvement
under a range of different attacks. Nowadays, information sent across the internet is not just text
data but also multimedia data. A lot of information travels through networks i.e. involvement of the
internet increases the congestion of the network that’s why the security of the data becomes important.
Therefore, encryption is required to maintain the security [1-5]. The procedure for converting plain text
into cipher text, or readable format into an unreadable format, is known as encryption. To implement
encryption, an encryption key (secret key) is used, which is a collection of numeric values known to
both the sender and the recipient of encrypted content. Despite the fact that encrypted data appears
random, it can be decoded by a person that acquires the encrypted data and has access to the encryption
key. Encryption is of two types: (a) Symmetric Encryption: each party uses the same confidential key
to encode and decode message; e.g. DES, 3DES, AES, RC4, etc. (b) Asymmetric or Public Key
Encryption: in this, there are two keys: one is used during the encryption process at the sender side
while the other is used at the time of decryption at receiver side; e.g. Diffie Hellman key exchange
protocol, DSS, ElGamal, Elliptic-curve cryptography etc. [6-10]. Digital image security has gained
interest and numerous image cryptographic algorithms that have been suggested to improve image
security for the image being transmitted and stored on the cloud. However, the security of image sharing
on networks is important. Image encryption is the process of hiding information that helps to transmit
the image in a secure manner. The primary challenge in developing image encryption methods is the
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difficulties in shuffling and diffusing the pixels of the image quickly. In this aspect, algorithms based on
chaos have demonstrated good results. Chaotic maps have similar to traditional encryption algorithms
but distinct characteristics like Ergodicity, initial condition sensitivity, and control parameters [6,11-
13]. Conventional encryption techniques, for example, are sensitive to secret keys, whereas chaotic
maps are sensitive to beginning conditions and parameters [14]. The major difference between these
two algorithms is the encryption operations: conventional encryption algorithms are based on finite
sets, while chaos-based algorithms are based on real numbers that have strict mathematical sense.
Therefore, to use of chaos in encryption is needed for better security performance. Fridrich proposed
the Primary permutation-diffusion technique for image encryption based on chaos in 1998 [15].

2. Lorenz chaotic system

The 17th century is when the theory of fractional-order derivatives was first introduced. Since its
introduction, it has developed predominantly as a pure theoretical area of mathematics. However,
it has recently been demonstrated that differential fractional-order systems can be useful for physics,
engineering, and even financial research. Since a chaotic system must have a border, the chaotic
attractor is restricted in phase space. Determining the chaotic attractor’s boundary is crucial for
chaos management, chaos synchronization, and other applications [16]. In 1963, Lorenz found that the
first chaotic system, which is an autonomous the third-order system with only two quadratic terms,
produces complicated dynamic behaviors [17]. To convert a plaintext image into a cipher-text image,
image encryption requires a very large key space. In the proposed algorithm, pseudo-random numbers
were created utilizing the Lorenz chaotic system. It is said that the Lorenz system is

I'=t(m-1),
m' = vl —m — In, (1)
n' =1Im — un,
where ¢, u, and v are variables. Depending on the values of ¢, u, and v, the appearance of a chaotic

map will be very different on a different plain. Therefore, the values of ¢, u, and v produce an odd
chaotic sequence.

30

Fig. 1. The chaotic attractor of Lorenz: (a) all directions, (b) direction z-y,
(¢) direction z-z, (d) direction y-z [18].

Mathematical Modeling and Computing, Vol. 11, No. 3, pp.702-709 (2024)



704 Singh P. K., Jha B., Kumar S.

3. Proposed algorithm

3.1. The image encryption algorithm
Following are essential elements of proposed image encryption method.

Algorithm 1

Input: Original image and random numbers produced by the Lorenz Chaotic System.
Output: Encrypted Image.

1: Enter the 512 x 512 grayscale image.

2: Enter all of the above image’s associated pixel values into the 512 x 512 matrix img.

3: Create a series of pseudo-random numbers using the Lorenz Chaotic System and store them in a
rand Lorenz matrix with a 512 x 512 size.

4: The diffusion process was applied by performing a Bitwise-XOR operation on a sequence produced by the
Lorenz chaotic system and a plain image, with the results being saved in the encr _img variable.

5: An encrypted image called encr _img is the last one to be stored in the image format.

Lorenz
Chaotic
Generation
( A
Start Plain Image Encryption Er;crypted
mage
. J

Fig. 2. Diagrammatic representation of suggested image encryption algorithm.

3.2. The image decryption algorithm
Following are essential elements of the proposed image decryption method.

Algorithm 2

Input: Encrypted image and random numbers produced by the Lorenz chaotic system.
Output: Original Image (gray scale Image).

1: Enter the cipher image.

2: Save each pixel’s corresponding value of the above image in matrix encr img of size 512 x 512.

3: Generate the sequence of pseudo-random numbers using the Lorenz Chaotic System, convert it into a 1D
array, and finally, store it in array rand lorenz. Also, convert encrypted image encr img into a 1D
array and store it into encr _img 1d.

4: Applied the decryption process by using Bitwise-XOR operation between encr img 1d and
rand lorenz, and got the plain image.

5: Convert the obtained plain image’s 1D array into 2D matrix Image Decr and finally, Image Decr is
stored in the image format and it is an original plain image i.e. grayscale.

Lorenz
Chaotic
Generation

Start H ETcrypted } Decryption | Plain Image
mage
\ J

Fig. 3. Schematic representation of suggested image decryption technique.
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4. Experimental results

4.1. Histogram analysis

Image histogram gives information about the allocation of image pixels. To inhibit statistical analysis
assaults from obtaining every significant message from cryptographic image’s histogram, the allocations
of the cryptographic image must be uniform. The histogram allocations of the encrypted images are
uniform, making it extremely impossible for anybody to read and extract the real image using a
statistical attack, as seen in the figures below.
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Fig. 4. The suggested algorithm’s simulation results for three grayscale images. The 1°* row contains the plain,

encrypted, and the decrypted Lena, while the 2”¢ contains histogram of plain, encrypted, and decrypted Lena.

The 3" row contains plain, encrypted, and decrypted cameraman, while the 4" contains histogram of plain,

encrypted, and decrypted cameraman. The 5" row contains the plain, encrypted, and the decrypted mandril,
while the 6! contains histogram of plain, encrypted, and decrypted mandril.
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4.2. Correlation analysis

The neighboring pixels in the plain-text image exhibit high horizontal, vertical, and diagonal correla-
tions. The correlation values of image’s pixel are reasonably low in an ideal encryption scheme to guard
against statistical assaults. The following table shows the correlation allocation of two neighboring pix-
els along three axes. As observed in original image, the distributions of close pixels are significantly
concentrated, indicating a considerable relationship. Yet, because allocations of neighboring pixels are
random, the encrypted version of the main image has a poor correlation. When the neighboring pixel
correlation is zero, it is optimal for a good image encryption approach [19]. Found it interesting, we
utilized the following formulae in order to determine the correlation analysis:

O10m

Corr =

In the above equation, P(l,m) is the probability of a pixel value to be present at position (I, m), and
the p and o symbols stand for the parameter’s mean and standard deviation respectively. Table 1
shows three different correlations i.e. horizontal, vertical, and diagonal for different main and encoded
images.

Table 1. Plain images’ correlation coefficients with their associated encryption images.

Horizontal Vertical Diagonal
Image . . .

correlation | correlation | correlation
Lena 0.9719 0.985 0.9593
Encoded lena 0.0012 —0.0018 —0.0020
Cameraman 0.9831 0.9900 0.9733
Encoded cameraman 0.0023 0.0005 —0.0004
Mandril 0.9337 0.9123 0.8669
Encoded mandril 0.0012 0.0001 —0.0038

4.3. NPCR & UACI

Attackers usually try to decipher encrypted images by making little modifications to the original image
and observing how much of a difference the encrypted image makes. For example, they may edit a single
pixel in the original image and compare the differences between the original and encrypted versions.
These studies investigated the effects of modifying a single pixel in the encoded image’s actual image.
Two approaches, NPCR and UACI, are used to assess the sensitivity of a single-bit alteration in the
actual image. NPCR is the number of pixels changing per second in encrypted images [20]. When the
original image even slightly changes, the encrypted image must be drastically updated. The Unified
Average Changing Intensity (UACI) is used to calculate the average intensity of the pixel difference
between two images [21]. The following formulae are used to calculate NPCR and UACI:

Zi,j K(Z7 ])

NPCR = =2 ——— - 100% (3)
o 1 01(17])_C2(Z7])
UACE = ——— z]: < o 100%. (4)

C1 and Cs are the encrypted images that were created by
changing one bit in the plain image, where U and V stand
for the image’s rows and columns. The NPCR and UACI

Table 2. NPCR as well
as UACI estimates (in %).

Image NPCR | UACI values of different images were experimentally determined;
Lena 99.6093 | 33.4635 the findings are reported in Table 2. It illustrates how a
Cameraman | 99.6093 | 33.4635 . g" are Tep - :

Nandril 99.6093 | 33.4635 minor modification to the source images can result in a

notable distinction in the encoded image. The suggested
method thereby defends against differential attacks.

Mathematical Modeling and Computing, Vol. 11, No. 3, pp.702-709 (2024)
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4.4. Information entropy analysis

The information entropy is a way for determining the degree of unpredictability in an encryption
scheme. It computes the pixel distribution for each gray-scale pixel value. If the entropy score is
high, the distribution will be uniform. When the mutual information of an encrypted image drops, the
entropy value of the image falls. If an image has a more uniform distribution, it will be more resistant
to statistical assaults. The following equation can be used to define it [20]:

N
E(T) == P(t;)log(P(t;)), (5)
i=1

where ¢; is the ith gray value, P(t;) is the probability

of gray level t;. For gray-scale images, the level hav- Table 3. Information entropy’s outcomes.

ing intensity values between 0 to 255, the maximum Image Information entropy
value of the entropy is 8 (ideal condition) [22]. The Lena 7.4451
entropy of different gray images is shown in Table 3. }éncoded lena 7'9394
The 1."esults show .thajc the entropy of the cipher im- Eilcifir:?janmeraman ;8933
ages is near 8, which is preferred. This suggests that Mandril 75095
the proposed image encryption technique almost pre- Encoded mandril 79925

vents the information from leaking.

5. Conclusion

A lossless and lightweight image encryption technique is given in this study, which employs the Lorenz
Chaotic System to create a chaotic series of pseudo-random integers. Encryption is done with Bitwise-
XOR operation using pseudo-random numbers generated by Lorenz chaotic system. Since the ciphered
image’s neighboring pixel correlation is much lower than that of the plain image, and the entropy of
the encrypted image is approaching its maximum value. So,it avoids correlation attacks. Therefore,
image encryption is cryptographically ensured in the transition from a source to a destination over the
network. Since the values of NPCR and UACI are very high and meet the standards accepted in the
industry, the differential attacks are difficult to guess the key for breaking the encrypted image. In the
future, the work is experimented with and tested over all three component of the color image which
is red, green, and blue to produce a cipher image, so that the color image can also be transmitted
through a transmission line in a safe way.
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EdekTnBHa Ta nerka texHika wundpyBaHHA 300pa>keHb
I3 BUKOPUCTAHHAM XaoTun4dHoi cuctemu JlopeHua

Cinrx II. K., JTxxa B., Kymap C.

Kagedpa xomn romepruz Hayx,
Henwmpanvruts ynisepcumem Iliedennozo Bixapy, Tas, Bixap

3a ocTaHHI JEKiIbKa POKIB Jjis 6e31eYHOro 30epiraHHs Ta Iepejgadi JaHuX 300paykeHb 0y-
JIO TIPOBEJICHO YMCJIEHH] JOCITHUIBKI IHIMIATHBY MOA0 KOMLyBaHHs 300parkedb. OcHOBHA
MeTa TeXHIKU M pyBaHHs 300parKeHHsT — 3aXUCTUTH 300ParKeHHsI IIIJITX0M caboTyBaHHS
MKCEeJILHOTO MA0JIoHy. ¥ TMiif pobOTI JOC/IITHUKY 3aIPOTIOHYBaIn OE3MeYHy, IOPTATUBHY Ta
MIPOCTY V BUKOPUCTAHHI TeXHIKY mudpyBanns 306pazkennb. [[TudpyBanus 306paKeHHsT BU-
KOHYETbCsI 3a JOITOMOroto 1106iToBoI onepartiii XOR, je mobiToBa onepaliisi 3aCTOCOBYETHCsI
JI0 KO2KHOT'O ITIKCeJIst IPOCTOr0 300PakKeHHs 3 IICEB/IOBUIIAIKOBIM YUCIIOM, sIKE T€HEPYEThCs
XaOTHIHOIO cucTeMOoro JIopeHrta, oo 3amobirtu HebaskaHOMy TOCTYITY 10 KOHMDIIEeHITIHHIX
JaHuX 300pakeHHs. Pe3ybTaTi eKCIIepUMEeHTIB JIeMOHCTPYIOTh, M0 3alPOIOHOBAHA, Me-
ToquKa 3abe3nedye edekTrBHE MudPYBaHHS Ta e pyBaHHs 300pakersb. KirrouoBwmit
MOTIK 3a1mudPoBAHOr0 300paskKeHHsI CKJIAIAEThCS 3 ICEBIOBUIIAIKOBUX TUDP, AKi 3reHepo-
BaHi XaoTH4HOIO cucTeMoro Jlopenna. Byso nposejieHo JieKiTbKa €KCIEePUMEHTAJILHUX Te-
CTiB, BKJIIOYAIOYH TiCTOrPAMY, KOPEJIAIio, iHhOPMAIIiTHY eHTPOIi0 Ta audepeHIiaabHmi
anaJji3. ExkcriepuMmenTabHi pe3ysibTaTl MOKA3yIOTh, 0 3AIIPOIOHOBAHUIT IMiIXiT e(heKTHB-
HO BUKOHY€ M@ PyBaHHs Ta JeMnpyBaHHsa 300parkKeHb.

Knto4oBi cnoBa: xpunmozpadis; wudpyearus 306paxrcernna; Taomuuna cucmema Jlo-
PEHUG.
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